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CHAPTER 1

INTRODUCTION

The usage of the Internet of Things (IoT) has been increasing exponentially due to the
COVID-19 pandemic, Smart Hospital Medical IoT, smart Agriculture, smart industrial
control systems[2], and smart city infrastructure [1][6]. This rapid growth will require stan-
dardized security protocols and the development of appropriate architectures to provide
services for secured IoT devices [7]. IoT transforms critical data over public networks, such
that the data must be protected with high-level security [10]. However, security engineers
and developers should consider that IoT devices have limited resources and computational
capacity before developing their secure end-to-end communication. Several attacks can
occur in end-to-end communication, such as jamming attacks and replay attacks[10].

LoRaWAN is a recent MAC-layer protocol in the LPWAN family that uses LoRa radio
technology, which employs a type of wireless modulation called chirp spread-spectrum [7],
[10]. LoRaWAN is a MAC layer protocol specifically designed for low-power, wide-area
networks to support the connectivity of IoT devices with minimal energy consumption and
long-range communication capabilities. Unlike other LPWAN technologies such as SigFox
or Weightless-W, LoRaWAN offers an open standard and focuses on secure bidirectional
communication, making it a key enabler for IoT deployments worldwide.

This research aim is to strengthen the LoRaWAN Join protocol by incorporating Time
Differential Privacy (TDP) and time validation mechanisms to defend against combined RF
jamming and replay attacks. Time Differential Privacy include k-anonymity and Laplace
Distribution. We evaluate how the LoRaWAN protocol meets security requirements, and

how our proposed modifications reinforce these objectives.

1.1 Rationale

The exponential growth of the Internet of Things (IoT'), driven by the COVID-19 pandemic,
has accelerated its integration into Smart Hospital Medical IoT, smart agriculture, smart
industrial control systems [2], and smart city infrastructure [1][6]. This rapid adoption
highlights the need for standardized security protocols and robust architectures to ensure
the safe deployment of IoT devices [7]. IoT devices transmit critical data over public net-
works, making it essential to implement high-level security mechanisms [10]. However, the
constrained computational resources of IoT devices pose challenges for security engineers
and developers when designing secure end-to-end communication protocols. These limi-
tations expose IoT systems to several types of attacks, including RF jamming and replay
attacks, which threaten the integrity and reliability of IoT ecosystems [10].

LoRaWAN;, a recent MAC-layer protocol in the LPWAN family, has become a key
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enabler for IoT deployments due to its long-range communication, low energy consump-
tion, and open standard for secure bidirectional communication [7]. LoRaWAN utilizes
chirp spread-spectrum modulation technology to achieve connectivity for IoT devices with
minimal energy expenditure. Despite these advantages, the protocol faces critical secu-
rity challenges, particularly in defending against RF jamming and replay attacks. Such
vulnerabilities can disrupt communication, compromise data integrity, and jeopardize the
functionality of connected devices.

This research aims to address these challenges by enhancing the security of the Lo-
RaWAN Join protocol. The proposed solution incorporates Time Differential Privacy
(TDP), including mechanisms like k-anonymity and Laplace Distribution, along with time
validation techniques to mitigate RF jamming and replay attacks. By reinforcing Lo-
RaWAN’s security framework, this study provides a reliable defense mechanism while
maintaining compatibility with the resource constraints of IoT devices. The proposed
modifications ensure that IoT deployments remain secure and efficient, even under evolv-

ing security threats.

1.2 Theoretical Framework

This study is grounded in theoretical and conceptual frameworks that address the security
challenges in IoT networks, particularly in the context of the LoRaWAN protocol. The
primary theories and concepts that guide this research include Time Differential Privacy
(TDP), cryptographic principles, and the theory of secure communication in low-power,
wide-area networks (LPWANS).

Time Differential Privacy (TDP) is a privacy-preserving mechanism that ensures indi-
vidual timestamps cannot be exploited by adversaries. By incorporating techniques like
k-anonymity and the Laplace Distribution, TDP provides a systematic method to obfuscate
timestamps while preserving their functional integrity for network operations. The TDP
mechanism is central to this study, as it enables robust defenses against replay and RF
jamming attacks without compromising the efficiency of the LoRaWAN join procedure.

The LoRaWAN protocol serves as a theoretical foundation for secure communication
in LPWANs. By addressing the inherent vulnerabilities of long-range, low-power networks,
this framework provides insights into balancing security, energy efficiency, and communi-
cation range. Concepts such as chirp spread-spectrum modulation and MAC-layer security
mechanisms are essential for understanding how to enhance LoRaWAN'’s resistance to at-
tacks.

The study also draws on theoretical models of attack detection and prevention, specif-
ically in the context of replay and RF jamming attacks. These models outline how time
validation mechanisms and randomized perturbations can thwart adversaries attempting

to exploit delayed or previously captured Join-Request messages. The integration of these
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theories into the LoRaWAN protocol underscores the research’s commitment to addressing
real-world security challenges.

Finally, this research adopts a conceptual framework that views IoT security as a multi-
faceted problem requiring a combination of technological, procedural, and architectural
solutions. By focusing on the intersection of privacy, performance, and security, this study
develops a comprehensive approach to safeguarding IoT deployments.

In summary, the theoretical framework combines principles of privacy-preserving mech-
anisms, cryptographic security, and LPWAN communication protocols to conceptualize and
address the vulnerabilities of the LoRaWAN join procedure. This integration of theories
not only strengthens the research’s foundation but also ensures the proposed solution aligns

with the practical requirements of IoT networks.

1.3 Conceptual Framework/Paradigm

The conceptual framework provides an understanding of the key variables related to the
problem of securing the LoRaWAN join procedure. These variables include the LoRaWAN
Framework and the LoRaWAN Join Procedure. The relationship and interplay between

these variables form the foundation of this research.

1.3.1 Key Variables Related to the Problem

The main variables identified in this research are:

1. LoRaWAN Framework: This encompasses the fundamental architecture of Lo-

RaWAN, which includes three main components:

e End Devices (EDs): IoT devices that transmit data using LoRa modulation.

e Gateways: Devices that relay messages between the End Devices and the
Network Server.

e Network Server (NS): The central unit that manages the network, validates

messages, and facilitates secure communication.

These components interact to support the connectivity of IoT devices over low-power,

wide-area networks.

2. LoRaWAN Join Procedure: This is a critical process within the LoRaWAN
protocol that allows End Devices to join the network using Over-the-Air Activation
(OTAA). The join procedure includes:

e Join-Request: A message sent by the End Device to the Network Server via
the Gateway, containing the Device EUI, App EUI, and DevNonce.
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e Join-Accept: A response from the Network Server to the End Device, con-

taining session keys and other network parameters.
The join procedure is foundational for secure communication in LoRaWAN but is
also susceptible to various security threats, such as replay and RF jamming attacks.
1.3.2 Schematic Diagrams of the Framework

Figures 1.1 depict the conceptual framework of this research. The first diagram illustrates
the LoRaWAN Framework.
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Figure 1.1: LoRaWAN Framework: Interaction between End Devices, Gateways, and the
Network Server.

The LoRaWAN framework establishes a communication structure designed for low-

power, long-range IoT applications. It consists of three primary components:

1. End Devices: These are IoT devices equipped with LoRaWAN communication
modules that collect and transmit data to the network. End devices operate in a
low-power mode and communicate with gateways using the LoRa modulation tech-
nique. Depending on the application, they may include sensors, actuators, or other

embedded systems designed for specific tasks.

2. Gateways: Gateways serve as intermediaries between end devices and the core net-
work. They receive the LoRa-modulated signals from end devices and forward them
to the network server using an IP-based backhaul connection, such as Ethernet or
cellular networks. A single gateway can support multiple end devices simultaneously,

enabling scalability.

3. Network Server: The network server is responsible for managing the overall op-
eration and security of the LoRaWAN network. It processes data received from
gateways, handles message decryption and encryption, and coordinates network re-
sources. The network server also ensures the proper operation of the join procedure,

allowing devices to securely join the network.
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The framework operates on a star-of-stars topology where end devices connect to gate-
ways within range. These gateways, in turn, relay the data to a central network server.
This architecture enables efficient communication while optimizing power consumption,
making LoRaWAN ideal for IoT applications like smart agriculture, environmental moni-
toring, and industrial automation.

The interaction between these components is governed by the LoRaWAN protocol,
which defines communication, security, and join mechanisms to ensure data integrity and
secure access to the network. This study focuses on enhancing the security of the join
procedure, a critical process within this framework, to defend against vulnerabilities such

as replay attacks and RF jamming.

1.3.3 Discussion of the Paradigm

In the LoRaWAN Framework (Figure 1.1), the End Devices communicate with the Network
Server through Gateways, ensuring wide-area coverage and low-power consumption. The
LoRaWAN Join Procedure (Figure 2.2) is an essential part of this framework, enabling
secure onboarding of devices into the network.

The End Devices initiate the Join-Request, which is relayed by the Gateways to the
Network Server. Upon successful validation, the Network Server sends a Join-Accept mes-
sage back to the End Device, completing the process. This interaction forms the basis for
secure communication within the LoRaWAN protocol.

However, the join procedure’s reliance on message exchange and timestamps makes it
vulnerable to replay and RF jamming attacks. These threats necessitate enhanced security
measures to ensure the integrity and reliability of the LoRaWAN network.

This paradigm highlights the interconnectedness of the LoRaWAN Framework and the
Join Procedure, establishing a foundation for addressing the identified vulnerabilities in

this research.

1.4 Statement of the Problem

The LoRaWAN Join protocol faces significant vulnerabilities, particularly in defending
against RF jamming and replay attacks. These security threats compromise the integrity
of communication during the Join process, exposing IoT devices to potential breaches. Cur-
rent security measures within LoRaWAN do not adequately address these vulnerabilities,
leaving the network susceptible to interference and unauthorized access.

As the adoption of LoRaWAN in IoT applications grows, ensuring secure and efficient
communication becomes increasingly critical. Existing mechanisms are limited in their
ability to balance robust security with the low-power, resource-constrained nature of IoT
devices. This research aims to address the gap in security within the LoRaWAN Join

protocol by exploring solutions that strengthen defense mechanisms against jamming and




Telkom University 2025 School of Computing

replay attacks while minimizing resource usage and performance degradation.

1.5 Objective and Hypotheses

The objective of this study is to enhance the security of the LoRaWAN Over-the-Air Acti-
vation (OTAA) join procedure by addressing its vulnerabilities to replay and RF jamming
attacks. This will be achieved by incorporating privacy-preserving techniques such as k-
anonymity and differential privacy, as well as time validation mechanisms. The study aims
to evaluate the effectiveness of these enhancements in improving the security and resilience
of LoRaWAN networks, ensuring reliable communication while maintaining minimal per-

formance overhead. Specifically, the study will:

1. Time Anonymization: Use TDP to add controlled noise to timestamp data within
the join request [15] . This condition prevents attackers from deducing exact timing
information while allowing the network server to validate the time range for legitimate

requests.

2. Validation Mechanisms: Implement a time-checking protocol where the server
evaluates the noised timestamp against its own time, permitting slight deviations
due to TDP noise. This condition ensures that replayed requests outside the valid

time window are flagged as invalid.

The integration of TDP and Time validation prevents an attackers from exploiting precise
timing, ensuring requests outside valid time windows are flagged as invalid, effectively
mitigating RF jamming and replay risks.

The following hypotheses are formulated to test the effectiveness of the proposed en-

hancements and their impact on the LoRaWAN join procedure:

1. H1: The inclusion of privacy-preserving techniques such as k-anonymity and differ-
ential privacy will strengthen the security of the LoRaWAN join procedure without

significantly increasing the computational overhead.

2. H2: The enhanced LoRaWAN join procedure will exhibit higher resilience against
replay and RF jamming attacks compared to the existing join procedure, while main-

taining similar network performance and reliability.

3. H3: The implementation of the proposed enhancements will show no significant

degradation in the throughput or execution time of the LoRaWAN network.

These hypotheses will be tested using statistical analysis methods to determine the

relationship between the proposed enhancements and the LoRaWAN join procedure.
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1.6 Assumption

The underlying assumption of this research is that enhancing the LoRaWAN join pro-
tocol by integrating time validation mechanisms and privacy-preserving techniques, such
as k-anonymity and differential privacy, will significantly strengthen its resilience against
security threats like replay attacks and RF jamming. This enhancement is expected to
improve the security and privacy of LoRaWAN networks without introducing substantial
computational overhead or delays. Additionally, it is assumed that the LoRaWAN de-
vices in the network will have sufficient resources to implement these time validation and
privacy-preserving mechanisms without compromising performance. It is also assumed that
the experimental testing conducted in a controlled environment will accurately represent
real-world conditions, enabling the generalization of the findings to practical deployments.
The study presumes that the proposed modifications will address the identified security
vulnerabilities in the existing LoRaWAN protocol and that their implementation will be

feasible within the constraints of IoT devices, which are inherently resource-limited.

1.7 Scope and Delimitation

This research focuses on enhancing the security of the LoRaWAN Join protocol by in-
corporating time validation mechanisms and privacy-preserving techniques, specifically k-
anonymity and differential privacy. The principal variables under investigation include the
LoRaWAN join procedure, the impact of time validation on security, and the effectiveness
of privacy-preserving techniques in mitigating security threats such as replay attacks and
RF jamming. The study will primarily focus on the theoretical analysis and experimental
testing of the proposed modifications to the LoRaWAN Join protocol.

The locale of the research is a simulated IoT network environment, where LoRaWAN
devices are deployed to test the effectiveness of the proposed solutions. The timeframe of
this study spans from the initial development of the theoretical framework and the design of
the experimental setup to the analysis of experimental results and conclusions. The study
will primarily rely on controlled experimental conditions to evaluate the performance and
security of the LoRaWAN protocol.

The delimitation of this research includes the focus solely on LoRaWAN networks and
the specific integration of time validation and privacy-preserving techniques. The study
does not cover other LPWAN protocols or explore more advanced cryptographic techniques
beyond those directly related to the proposed enhancements. Furthermore, the research
will be limited to the analysis of security and privacy improvements, without addressing
potential enhancements to the overall network performance outside the context of the
join procedure security. The findings are intended to be applicable to similar LoRaWAN
network configurations but may not be universally applicable across all IoT use cases or

environments.
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1.8 Significance of the Study

The significance of this study lies in its contribution to enhancing the security and pri-
vacy of LoRaWAN networks, which are widely deployed in various Internet of Things
(IoT) applications, such as smart cities, industrial control systems, smart agriculture, and
healthcare. By integrating Time Differential Privacy (TDP) mechanisms and time vali-
dation techniques, this research aims to offer a robust defense against prevalent security
threats, including replay attacks and RF jamming. The findings of this study will provide
valuable insights into how to secure the LoRaWAN Join procedure, thereby strengthening
the overall integrity of the IoT communication protocol.

This study is significant to several key groups:

1. IoT Network Developers and Security Engineers: The findings will provide practical
methodologies and strategies for integrating time-based security measures and privacy-
enhancing techniques into LoORaWAN networks, facilitating more secure deployments across
IoT ecosystems. This can help reduce vulnerabilities in existing systems and improve the
resilience of LoORaWAN networks.

2. Industry Stakeholders: Organizations that implement LoRaWAN technology in
sectors such as healthcare, agriculture, and smart cities will benefit from this research by
gaining insight into best practices for securing sensitive data transmitted over low-power
wide-area networks (LPWANSs). This will help them address security risks, thus ensuring
smoother, more secure IoT operations.

3. Academia and Researchers: The study will contribute to the academic body of
knowledge on securing IoT protocols, specifically LoRaWAN, and offer a basis for further
research into privacy-preserving mechanisms, time-based validation techniques, and their
role in securing communication protocols. This work will also provide opportunities for
future developments in the field of IoT security.

4. Regulatory Authorities and Policymakers: As security concerns surrounding IoT
devices grow, policymakers will benefit from understanding how to incorporate secure
communication protocols into IoT systems, ensuring compliance with evolving standards
and regulations. The study will assist in shaping policy recommendations for IoT security
at national and international levels.

In conclusion, this research will not only enhance the security of LoRaWAN networks
but also contribute to the broader IoT ecosystem by improving the privacy and resilience

of low-power, wide-area communication technologies.




