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Preface

With the explosive growth of the smart devices and data traffic, more data security
and privacy protection services are needed to be supported in wireless commu-
nication networks. Because of the inherent broadcasting characteristic, diversity
and complexity of wireless communication, electromagnetic waves spread around,
which leads confidential messages to be easily intercepted or eavesdropped by unau-
thorized receivers. Therefore, compared with the conventional wired transmission,
the wireless communication network is more vulnerable to be attacked.

The primary principle of designing a wireless communication system is to
ensure the security of wireless data transmission. The conventional cryptography
technology is so heavily dependent on the complex encryption and decryption
protocols and key management mechanisms that it cannot friendly support the
large-scale devices. Different from cryptography schemes, the physical-layer secure
(PLS) technology including channel coding and precoding takes full advantage of
the physical characteristics (i.e. noise, fading, interference) of wireless channel
to obtain a secure and efficient data transmission. The traditional error correction
coding can be modified by the channel coding technology to have the abilities
to correct error and keep security, and the quality of eavesdropping channels can
be poor by precoding technology to improve the security rate of the wireless
communication system, so that a lightweight secure transmission scheme can be
provided by the above two PLS technologies for the resource-constrained devices.

Recently, intelligent reflecting surface (IRS) has become a hot topic of research.
By adjusting the reflection amplitude and phase of each IRS element, friendly multi-
paths can be created to achieve energy consumption reduction, signal enhancement
and coverage extension. In view of these advantages, IRS has been applied to the
PLS communication in some recent research. The IRS-aided PLS communication
can be viewed as a new research direction, which has drawn much attention from
research community.

As far as we know, there is no book focusing on the IRS-aided PLS com-
munication networks. This book presents concepts and technologies, which are
related to the topic of IRS-aided PLS communication in different application
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scenarios. Additionally, some insightful discussions and effective recommendations
are available in this book. The book is organized as follows:

Chapter 1 presents the overviews of PLS and IRS. The survey of the PLS
research on various promising mobile technologies from secure key generation
and keyless technique, including secure key generation, directional modulation,
spatial modulation, covert communication and IRS-aided communication, are first
introduced, followed by organization of the monograph.

Chapter 2 considers the enhanced secrecy rate maximization for directional
modulation networks via IRS. The directional modulation and IRS first introduced,
followed by the IRS-aided directional modulation model, the high-performance
general alternating iterative (GAI)-based maximization methods, including the SR
(Max-SR) method and low-complexity null-space projection (NSP)-based Max-SR
method.

Chapter 3 investigates the high-performance estimation of jamming covariance
matrix for IRS-aided directional modulation network with a malicious attacker,
directional modulation and IRS are first introduced, followed by IRS-aided direc-
tional modulation network with malicious attacker model and three estimation
methods.

Chapter 4 studies the beamforming and power allocation for double-IRS-
aided two-way directional modulation network. The double-IRS-aided two-way
directional modulation system model is first established, and the two transmit
beamforming methods and a hybrid iterative closed-form power allocation strategy
are proposed.

Chapter 5 explores the beamforming and transmit power design for IRS-aided
secure spatial modulation. The spatial modulation and IRS are first introduced,
followed by the IRS-aided secure spatial modulation system model, the joint
optimization of IRS beamforming and transmit power design.

Chapter 6 considers the IRS-aided covert wireless communications with delay
constraint. The IRS and covert communication technique are first introduced,
followed by IRS-assisted wireless covert communication system model, the covert
communication design with global channel state information (CSI) and covert
communication design without Willie’s instantaneous CSI.

Chapter 7 presents the IRS-aided secure transmission with colluding eaves-
droppers. Secure communication system with colluding eavesdroppers (Eves) is
first introduced, followed by an IRS-aided secure communication system model
with colluding Eves, the semidefinite relaxation (SDR)-based method and low-
complexity alternating optimization algorithm.

Chapter 8 develops the secure multigroup multicast communication systems via
IRS. The secure multigroup multicast communication system is first introduced,
followed by the IRS-aided secure multigroup multicast communication system
model, the SDR-based alternating optimization method and low-complexity second-
order cone programming (SOCP)-based algorithm.

Chapter 9 considers the beamforming design of IRS-aided decode-and-forward
(DF) relay wireless network. The IRS and relay technology are first introduced,
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followed by IRS-aided multi-antenna DF relay network model and three high-
performance beamforming schemes.

Chapter 10 explores the performance analysis of wireless network aided by
discrete-phase-shifter IRS. Some application scenarios of IRS-aided wireless net-
work under line of sight (LoS) and Rayleigh channels are first introduced, followed
by the performance loss (PL) derivation and analysis in the LoS channels and
Rayleigh channels.

Chapter 11 concludes some promising directions, aiming to promote future
research outcomes in the field of IRS-aided PLS communication.

The writing and publication of this book is supported in part by the National
Natural Science Foundation of China (Nos.U22A2002, and 62071234), the Hainan
Province Science and Technology Special Fund (ZDKJ2021022), and the Scientific
Research Fund Project of Hainan University under Grant KYQD(ZR)-21008. Here,
we expresses our sincere gratitude.

Haikou, China Feng Shu
Canterbury, UK Jiangzhou Wang
March 15, 2023
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Chapter 1 ®
Intelligent Reflecting Surface-Aided oo
Physical-Layer Security Communications

1.1 Overview of Physical-Layer Security

The broadcast nature of wireless communication systems makes wireless trans-
mission extremely susceptible to eavesdropping and even malicious interference.
Physical layer security technology can effectively protect the private information
sent by the transmitter from being listened to by illegal eavesdroppers, thus ensuring
the privacy and security of communication between the transmitter and legitimate
users. Thus, the main design goal of physical layer security is to increase the
performance difference between the link of the legitimate receiver and that of the
eavesdropper by using well-designed transmission schemes. The development of
mobile communication presents new challenges to physical layer security research.
Wireless mobile communications has been developing very fast [1-5]. The fifth
generation (5G) mobile systems have been started to be deployed worldwide. Due to
the broadcast nature of wireless media, information security has been a critical issue
in wireless communication. The traditional method of addressing communication
security is to adopt the secret key encryption. The secure transmission of private
data is achieved by designing various encryption algorithms in the upper protocol
stack. However, cryptography is of computational security and its security level
depends on the hardness of the underlying mathematical problem it employs.
Once an effective method is developed to solve its mathematical problem, the
security of the encryption method will be seriously compromised [6]. The physical
layer is the lowest one in the open system interconnect (OSI) model of computer
and communication networks. physical layer deals with hardware specifications,
encoding and signalling, Data transmission and reception, and finally topology and
physical network design [7]. Moreover, with the development of sixth generation
(6G) research, it is realized that the key issues facing future wireless communication
will be the high cost of hardware, the high complexity of wireless communication
networks, and the increasing energy consumption. Intelligent reflecting surface
(IRS) is the key technology that has received the most attention in 6G research due

© The Author(s), under exclusive license to Springer Nature Switzerland AG 2023 1
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to its low cost, low energy consumption and programmable nature [8]. Thus, spatial
modulation (SM) and directional modulation (DM) are used to protect the privacy
of the transmitted content, and covert communication protects the transmitted
behavior, and IRS is introduced to further improve the security of the system while
reducing the cost.

Physical layer security technology has become an effective solution to the
wireless communication security problem. As shown in Fig. 1.1, the transmitter
(i.e., Alice) sends a confidential message to the legitimate receiver (i.e., Bob), while
the eavesdropper (i.e., Eve) receives the signal and intends to decode it. The key
idea of physical layer security technology is to exploit the inherent propagation
characteristics of wireless channels (such as the difference between the main
channel and the eavesdropping channel, randomness, and reciprocity) from the
perspective of information theory. By reasonably designing the transmit signal so
that it improves the amount of mutual information between the transmitter and the
desired user at the physical layer while reducing the amount of information in the
eavesdropping channel. Compared with traditional encryption technology, physical
layer security technology has the following notable features and advantages: First,
physical layer security includes not only secure key generation techniques but also
keyless techniques (i.e., no encryption and decryption operations are required).
Second, physical layer security techniques can take advantage of the time-varying
and random nature of wireless channels.

The physical layer security technology can effectively protect the content of
private messages sent by the transmitter from being eavesdropped by illegal
eavesdroppers (Eves) [9] and protect the behavior of signal transmission from being
detected or the presence of the user from being discovered by surveillant [10].

Alice

Eve

Fig. 1.1 A three-node secure communication model
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Specifically, key generation-based physical layer security technology mainly relies
on the reciprocity and randomness of the wireless channel to generate channel keys,
ensuring that legitimate users can dynamically generate the corresponding keys
under the observation of the transceiver link [11]. The study of keyless physical
layer security techniques originated from Wyner’s Wire-tap wireless communication
eavesdropping channel model, which shows that when the Eve’s channel is the
degenerate channel of the legitimate receiver, there is some way to maximise
the transmission rate from the sender to the legitimate receiver without giving
away any information to the Eve. This eavesdropping channel model has been
extended to broadcast and Gaussian channels by Csiszar, Korner and Leung-Yan-
Cheong, Hellman, respectively [12, 13]. In particular, signal processing techniques
are employed to design reasonable beamforming or power allocation strategies
from the transmitter’s perspective to improve the security performance of wire-
less communication systems [14]. Based on the above advantages, solving the
communication security problem from the physical layer has aroused widespread
concern. The authors in [13] studied the secure transmission of private information
on Gaussian channels, and proved that expanding the difference between the main
channel and the eavesdropping channel can achieve low probability interception and
low probability detection for Eves. Wang et al. [15] further researched the keyless
physical layer secure transmission technology over fading channels. The use of
multiple antennas can add additional degrees of freedom and further improve the
security performance of the wireless network [16, 17]. In addition, by generating
random artificial noise (AN) at the transmitter to interfere with Eves, the security
of the system can be further improved [18]. Currently, scenarios where Eves exist
are considered in various wireless communication systems. The basic physical
layer security techniques have been summarized comprehensively in the literatures
[6,7,9, 14].

Specifically, secure key generation technology is an encryption method that
uses the random characteristics of the physical channel of wireless transmission to
generate a key and combines it with traditional upper layer encryption mechanisms
to achieve security. It places no restrictions on the eavesdropping party’s computing
power, eliminating the dangers present in traditional wireless key negotiation,
allowing independent key generation and extraction, and providing unconditional
security, circumventing the risks of pre-distributed keys [11]. The difficulty lies in
designing a key sequence that reflects the uniqueness, reciprocity and randomness
of the channel to ensure that both communicating parties in a legitimate channel
can identify the key sequence accurately and unambiguously [19]. Keyless physical
layer security does not need to generate keys. Advanced signal processing tech-
niques such as antenna selection, beamforming, relay selection and cooperative
jamming are used to increase the transmission difference between legitimate and
eavesdropping links, so as to enhance the secure transmission capability of the
system. For keyless physical layer security, firstly, satellite communications, marine
communications, millimeter wave (mmWave) communications, and unmanned
aerial vehicle (UAV) networks have been widely used in current 5G networks,
and their communication channels are mainly dominated by line-of-sight (LoS)
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components, DM is very suitable for LoS channels to achieve a strong directive
transmission because it can guarantee secure transmission in the desired direction
while distorting the constellation diagram in all other directions [20]. Secondly,
for the conventional multiple-input multiple-output (MIMO) technology, the large
number of radio frequency (RF) chains leads to high system energy consumption,
while SM provides a low-cost, low-energy and high-performance communication
technology. SM also uses antenna sequences and modulation symbols to transmit bit
information, which reduces the design complexity of transmitters and receivers and
reduces the RF link overhead. Therefore, SM has become a promising technology
for MIMO systems [21]. While these aforementioned techniques are able to solve
security problems in many scenarios by protecting the content of the message. It is
worth noting that the behavior of the transmission itself exposes the connection
between the parties involved in that communication process, which can trigger
further investigation and attacks. The task of covert communication is to protect the
behaviour of wireless transmissions, thereby reducing the probability that a watcher
will discover the communication behavior in a wireless network. It achieves a higher
level of security compared to cryptography and traditional physical layer security
techniques [10].

1.2 Overview of Intelligent Reflecting Surface

Due to the significant increase in the number of wireless communication devices,
various novel technologies have been proposed in the literature to improve the
spectrum and energy efficiencies, as well as the security and reliability of wireless
communication systems. Future wireless networks are expected to support high
(energy and spectrum) efficiency, security, reliability, and flexible design for
emerging applications of 6G and beyond [22]. Relentless efforts have been made
in research and development of wireless communications to achieve this goal.
However, overall progress has been relatively sluggish due to the fact that traditional
wireless communication designers have focused only on the transmitter and receiver
sides, while treating the wireless communication environment as an uncontrollable
factor. Recently, IRS has been considered as a promising new technology for
the next-generation wireless communications, which can reconfigure the wireless
propagation environment via controlling reflection with software [8]. Specifically,
an IRS composes a large number of low-cost passive reflecting elements, each of
which can induce a phase change to the incident signal independently. By smartly
adjusting the phase shift of the reflecting elements, the IRS reflected signals and the
signals from other paths can be combined constructively to enhance the desired
signal power or destructively to suppress undesired signals such as co-channel
interference, which thus significantly improves the communication performance
[23, 24]. IRS is particularly suitable for indoor applications with high density of
users (such as stadium, shopping mall, exhibition center, airport, etc.). For physical
layer security, when the distance from the Eve to the Alice is smaller than the
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distance from the legitimate user to the Alice, or when the Eve is in the same
direction as the legitimate user, IRS can be deployed near the Eve, and the signal
reflected by IRS can be tuned to cancel out the (non-IRS-reflected) signal from
Alice at the Eve, thus effectively reducing the information leakage. IRS transforms
the traditional uncontrollable and random wireless communication environment into
a programmable and relatively deterministic transmission space, and plays an active
role in the signal transmission process [25]. By introducing IRS into the security
system, the security of the system can be further enhanced.

Compared to amplify-and-forward (AF) trunking, IRS does not use an RF
transceiver and only passively reflects the incoming signal without any complex
signal processing operations. As a result, IRS is much cheaper to operate in terms
of hardware and power consumption compared to traditional relays. In addition,
active AF trunking typically operates in half-duplex (HD) mode and is therefore
less spectrally efficient than IRS that operates in full-duplex (FD) mode [26].
Although AF relaying can also operate in FD mode, it is subject to severe self-
interference, which requires effective interference cancellation techniques. Due to
the passive nature of the reflective elements, IRS can be manufactured with light
weight and thin layer thickness. As a result, they can be easily installed in both
indoor and outdoor environments. In indoor environments, IRS can be attached to
ceilings, walls, furniture, and even behind paintings/decorations, thereby increasing
coverage and enhancing received signal strength. This is particularly attractive for
Enhanced Mobile Broadband (eMBB) and mass IoT communication applications in
factories, stadiums, shopping malls, airports, etc. In outdoor environments, IRS can
be mounted on building facades, light poles, billboards, and even on the surfaces
of fast-moving vehicles to support applications such as ultra-reliable low-latency
communications (URLLC) by effectively compensating for the Doppler effect for
remote control and intelligent transportation [27, 28]. Thus, IRS is a promising
technology to make our current communication environment intelligent, which has
the potential to benefit a wide range of 5G/6G verticals, such as transportation,
manufacturing, smart cities, etc.

The main advantage of having IRS in a communication system is the capability
to execute passive beamforming, which can be done at the midpoint of the channel,
unlike the traditional active beamforming at the Alice [29]. This additional degree
of freedom has been shown to improve system performance in several metrics,
including physical layer security, which is entirely dependent on the ability of
the system to precisely direct the signal beam to the expected path (or eliminate
it). In addition, the coverage area can be further increased with the assistance of
IRS. However, the employment of IRS increases the complexity of the system. For
example, in physical layer security applications, traditional active beamforming is
optimized in order to maintain the confidentiality of the system. In contrast, the
presence of IRS in the system requires joint optimization of active and passive
beamforming, and the performance of the system depends greatly on the quality
of the acquired channel state information (CSI). Moreover, under the far-field
propagation assumption, the communication channel of the IRS link suffers from
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a dual path loss, the so-called product-distance path loss model, which needs to be
compensated in the link budget or by increasing the number of reflective elements.

In traditional multi-antenna cellular networks, the beamforming design mainly
consists of precoding and equalization matrices for the transceivers of multiple
antennas to achieve directional signal transmission, while the introduction of
IRS will make the beamforming design more complex. The IRS-assisted secure
communication system is shown in Fig. 1.2. As shown in the figure, Alice to
each user passes through a series of three components: Alice-IRS link, the IRS
reflection link, and the IRS-user link. Each reflecting element of the IRS receives
a combined signal from the transmitter and scatters the combined signal with
adjustable amplitude and/or phase to produce a “multiplicative” channel model.
The introduction of IRS in the system can increase the achievable rate of legitimate
users (i.e., Bobs) while suppressing the achievable rate of illegal users (i.e., Eves),
ultimately improving the security performance of the system. Hence, IRS can be
used for strengthening the system security under the wiretap channel, especially
when the channel of the eavesdropping communication link is stronger than that of
the legitimate link. In particular, by denoting the reflecting coefficient matrix of the
IRSas ® = diag[ej O ..., el ], and the transmit beamforming at the base station
(BS)asx = Zle WSk, the achievable SR of user k is
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where G, hjp i, hap i, hie s, and h,,; are the channel from the Alice to the IRS,
from the IRS to user k, form the Alice to user k, from the IRS to Eve [, and from the
Alice to Eve [, respectively. Notice that unlike the traditional model that contains
only direct paths, the IRS is introduced with the addition of reflected paths, i.e.,
terms that contain @. In the optimization process, we not only optimize the active
beamforming wy at the Alice but also optimize the phase shift matrix ® of the IRS,
i.e., passive beamforming.

Given these advantages of the IRS, many recent studies have utilized IRS to
secure the physical layer of wireless communications. The authors in [30-32]
investigated an IRS-aided secure wireless system where a multi-antenna transmitter
communicates with a single-antenna receiver in the presence of an Eve. In [30-
32], the SR was maximized by jointly optimizing the transmit beamforming and
the IRS phase shifts. Specifically, the authors in [30] proposed an alternating
optimization (AO) algorithm to design two variables alternately, in which the
optimal solution to the transmit beamforming was computed directly and the IRS
phase shifts were optimized by using semidefinite relaxation (SDR) method. In
[31], the transmit beamforming and the IRS phase shifts were also optimized in
an alternating manner. In each iteration, the solution to the transmit beamforming
was achieved in closed form, while a semi-closed form solution to the IRS phase
shifts was obtained by adopting the majorization-minimization (MM) algorithm.
The element-wise block coordinate descent (BCD) and AO-MM algorithms were
developed for solving the problem efficiently in [32]. Furthermore, the authors in
[33] investigated a minimum-SR maximization problem in a secure IRS-aided mul-
tiuser multiple-input single-output (MISO) broadcast system with multiple Eves.
The problem was successfully solved by applying the path-following algorithm
and AO technique in an iterative manner. Moreover, two suboptimal algorithms
with closed-form solutions were developed to further reduce the computational
complexity. To further enhance the security, the AN is designed to disturb Eve.
In [34], AN was firstly considered in an IRS-aided secure communication system.
Specifically, the achievable SR of the system was maximized by jointly optimizing
the transmit beamforming with AN and IRS phase shifts. An efficient algorithm
based on AO was developed to solve the problem sub-optimally. The authors in
[35] considered the resource allocation design in an IRS-aided multiuser MISO
communication system. Aiming to maximize the system sum SR, the beamforming
vectors, AN covariance matrix at the BS and phase shift matrix at the IRS were
jointly optimized by applying AO, SDR and manifold optimization. The authors in
[36] investigated a secure IRS-aided multigroup multicast MISO communication
system to minimize the transmit power subject to the SR constraints. First, an SDR-
based AO algorithm was proposed and a high-quality solution was obtained. Then,
to reduce the high computation complexity, a low-complexity AO algorithm based
on second-order cone programming (SOCP) was presented. Moreover, secure IRS-
aided simultaneous wireless information and power transfer (SWIPT) system were
studied in [37]. To maximize the harvested power of energy harvesting receiver
(EHR), the secure transmit beamforming at Alice and phase shifts at the IRS are
optimized subject to the SR and the reflecting phase shifts at the IRS constraints. The
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SDR and the low-complexity AO algorithms are proposed, and the harvested power
with the help of IRS approximately double that of the existing method without IRS.
All of the above literature showed that the inclusion of IRS in the protection of
private content achieves a significant increase in the security rate of the system.
To investigate the effect of IRS in covert communication systems, Zhou et al. [38]
studied IRS-assisted covert wireless communications, and proved that the perfect
covertness can be achieved if the channel quality of the reflected path is higher
than that of the direct path. This also demonstrated that IRSs are also effective in
protecting transmission behaviour.

1.3 Organization of the Monograph

The remainder of this monograph is organized as follows. In Chap. 2, the enhanced
secrecy rate maximization for directional modulation networks via IRS will be
investigated. In Chap. 3, the high-performance estimation of jamming covariance
matrix for IRS-aided directional modulation network with a malicious attacker will
be comprehensively analyzed. In Chap. 4, the beamforming and power allocation
for double-IRS-aided two-way directional modulation network will be studied. In
Chap. 5, the beamforming and transmit power design for IRS-aided secure spatial
modulation will be explored. The IRS-aided covert wireless communications with
delay constraint will be considered in Chap. 6. Chapter 7 will study the IRS aided
secure transmission with colluding eavesdroppers. The secure multigroup multicast
communication systems via IRS will be developed in Chap. 8. Chapter 9 will
consider the beamforming design for IRS-aided decode-and-forward relay wireless
network. The performance analysis of wireless network aided by discrete-phase-
shifter IRS will be explored in Chap. 10. Finally, Chap. 11 will close up with some
promising directions, aiming to promote future research outcomes in the field of
IRS-aided physical layer secure communication.
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Chapter 2 ®
Enhanced Secrecy Rate Maximization for <o
Directional Modulation Networks via IRS

IRS is of low-cost and energy-efficiency and will be a promising technology for
the future wireless communications like sixth generation. To address the problem
of conventional DM that Alice only transmits single confidential bit stream (CBS)
to Bob with multiple antennas in a LoS channel in this chapter, IRS is proposed to
create friendly multipaths for DM such that two confidential bit streams (CBSs) can
be transmitted from Alice to Bob. This will significantly enhance the secrecy rate
(SR) of DM. To maximize the SR (Max-SR), a general non-convex optimization
problem is formulated with the unit-modulus constraint of IRS phase-shift matrix
(PSM), and the general alternating iterative (GAI) algorithm is proposed to jointly
obtain the transmit beamforming vectors (TBVs) and PSM by alternately optimizing
one and fixing another. To reduce its high complexity, a low-complexity iterative
algorithm for Max-SR is proposed by placing the constraint of null-space (NS) on
the TBVs, called NS projection (NSP). Here, each CBS is transmitted separately in
the NSs of other CBS and AN channels. Simulation results show that the SRs of
the proposed GAI and NSP can approximately double that of IRS-based DM with
single CBS for massive IRS in the high signal-to-noise ratio region.

2.1 Introduction

With the commercialization of 5G and the requirements of 6G pre-research,
physical layer security increasingly becomes an extremely important and prominent
problem. Techniques such as massive MIMO, mmWave mobile communication and
hybrid beamforming have been investigated in cellular systems, internet of things
(IoT), UAV, and satellite communications [1-7]. However, the network energy
consumption and hardware cost still remain critical issues. For example, 5G system
has a much higher energy consumption than the fourth generation (4G) system
[8, 9]. Therefore, the importance of green communication becomes increasingly
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significant for the future wireless communications. Many related technologies are
in the pace of research, such as SWIPT, which can enhance the energy efficiency
and solve energy-limited issues of wireless networks [10—12].

For physical layer security, Wyner [13] proposed the concept of secrecy capacity
in a discrete memoryless wiretap channel. With the aid of artificial noise (AN),
the security can be improved against the overhearing of potential eavesdroppers
[14]. As one of the most attractive technology in physical layer security DM is
to apply signal processing methods like beamforming and AN in RF frontend or
baseband, so that the signal in the desired direction can be restored as completely
as possible, while the constellation diagram of signal in the undesired direction
is distorted [15-17]. Here, the AN is usually projected onto the null-space of the
desired steering vectors with energy focus along the directions of eavesdroppers. By
doing so, the eavesdroppers will be seriously interfered such that the confidential
messages cannot be recovered correctly. In particular, for DM, if the desired
direction angles are available, it is not hard to design the beamforming vector of
confidential messages and AN projection matrix. Traditional DM synthesis formed
an orthogonal vector or projection matrix in the null space (NS) of channel along
the desired direction, which can be seen as a kind of NS projection (NSP) schemes
[18]. Sun et al. [19] proposed an energy-efficient alternating iterative scheme and
discussed the secure energy efficiency for DM system. In [20, 21], the authors
proposed robust DM synthesis schemes in the presence of direction of arrival (DOA)
measurement errors. To achieve the high-resolution estimation of DOA for practical
DM, Shu et al. [22] proposed three high-performance estimators of DOA for hybrid
MIMO structure. Furthermore, a practical DM scheme with random frequency
diverse array was proposed in [23], inspiring a new concept birth of secure and
precise wireless transmission to achieve a higher-level physical layer security [24].

As wireless networks develop rapidly, a large number of active devices will result
in a serious problem of energy consumption. Therefore, how to introduce passive
devices and achieve a trade-off between spectrum utilization and energy efficiency
with low hardware costs becomes a necessity for achieving sustainable wireless
network evolution. Moreover, the improvement of propagation environment and
coverage of BS also become one of the important research areas of next-generation
wireless communications. Its main aim is to create a smart environment for transmit-
ting BS signals. Now IRS has become a promising and emerging technology with
great potential of significant energy consumption reduction and spectrum efficient
enhancement [25-27]. A power efficient scheme was proposed in [28] to design
the secure transmit power allocation and the surface reflecting phase shift. It is a
planer array consisting of a large number of reconfigurable passive elements, where
each of them can be controlled by an attached smart controller and thus induce a
certain phase shift independently on incident signal to change the reflected signal
propagation. This reveals the potential of enhancing the signal transmission and
coverage. Due to the passive forwarding and full-duplex characteristics without self-
interference, IRS can play an important role in coverage improvement, spectrum
and energy efficiency enhancement, and the complexity and power consumption
reduction of wireless networks.



2.1 Introduction 13

Existing algorithms for IRS-based system implementation focus on the improve-
ment of energy efficiency and secure capacity. The phase-shifters of IRS with
constant modulus makes it difficult to solve the optimization problem. In [29],
the authors proposed the energy efficiency maximization of IRS-aid MISO system
when the phase-shifters of IRS are of low resolution, while [30] investigated the
case of infinite resolution. The authors in [31] and [32] focused on the design of
transmit beamforming by active antenna array and reflect beamforming by passive
IRS to minimize the total transmit power, and discussed the cases of continuous
and discrete phase-shifter. The efficient algorithms with SDR and alternating
optimization techniques in [31] were proposed to make a tradeoff between the
system performance and computational complexity. As for the IRS-aided MIMO
system, Zhang and Zhang [33] aimed to characterize the fundamental capacity
limit and developed efficient alternating optimization algorithms both in narrow
band and broadband scenarios. In [34], IRS was proposed to be employed in
mmWave massive MIMO in practice. Since all the above works focused on one-way
communications, Zhang et al. [35] proposed the sum rate optimization of IRS-aided
full-duplex MIMO two-way communications through jointly optimizing the source
precoders and the IRS phase-shift matrix. Reconfigurable IRS was mentioned in
[36-39] as a promising technology for the next generation wireless networks. Apart
from the above traditional communication situations, IRS can also be applied in
some special cases, such as UAV communications and SWIPT [40-42]. Shen and
Yu [43] aimed to extend the use of fractional programming (FP) to solve the
optimization problems of power control, beamforming and user scheduling in the
design of communication systems.

In IRS-based secure wireless communications, confidential message (CM) can
be transmitted by direct path and reflected by reflect path. However, the CM could
be leaked to the undesired directions, which may reduce the secure performance.
In this case, the scheme of IRS-based in secure communication should be treated
seriously. Cui et al. [44] investigated an IRS-based secure system with multi-antenna
transmitter Alice, single-antenna receiver Bob and single-antenna eavesdropper
Eve. The authors applied alternating optimization and SDR methods to maximize
the secrecy rate (SR). Shen et al. [45] proposed an iterative algorithm for designing
the transmit covariance matrix in a closed form and IRS phase-shift matrix in a
semi-closed form, respectively. Some recent work on robust design in IRS-aided
communication systems based on imperfect CSI can be found in [46—48]. Guan et
al. [49] and Dong and Wang [50] investigated the potential of AN in IRS-aided
communications in which AN can be an effective means to help improve the SR
with IRS deployed in practice, especially for multi-eavesdroppers.

In traditional DM networks, the signal should be transmitted in a LoS channel
to enhance the directivity of transmission. This will lead to a drawback of DM
that only single bit stream may be sent from Alice to Bob. To overcome the
limitation, employing IRS in DM network will generate multipath to achieve a
smart environment of transmitting controllable multiple parallel bit streams from
Alice to Bob. In other words, due to IRS, spatial multiplexing gains are created for
DM. This means that the SR performance can be dramatically improved. Moreover,
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IRS can ensure a low energy consumption of DM system compared with other
active forwarding devices like relays, which will make a good balance between
spectrum efficiency and energy efficiency. Compared with traditional IRS-based
MIMO secure communication in [51], AN in DM system not only interferes with
eavesdropping, but also faces the hard problem of gathering AN to legitimate users
through the uncontrolled reflected paths in multipath, called the effect of gathering
AN. Although DM is only suitable to the LoS channels, it still has several potential
future applications such as deep space channel, satellite communication channel,
UAV communication channel, and even the future 6G mmWave and THz channels.
In summary, different from conventional MIMO system, DM is only suitable for the
LoS channels due to its effect of gathering AN to Bob in multipath channels. Its main
advantage is its directive property. This property may improve the physical-layer
security and achieve a high energy efficiency. Its main disadvantages are as follows:
(a) Alice with transmit antennas only transmits one confidential message stream
(CMS) towards Bob with multiple receive antennas due to the rank-one property
of the channel matrix from Alice and Bob in line-of-propagation channel; (b) The
effect of gathering AN towards Bob will significantly degrade the SR performance
of Bob.

To address the above two problems with the help of IRS are the two main
motivations. In this chapter, we consider an IRS-based DM network, where all Alice,
Bob and Eve are employed with multiple antennas. In a direct way and a reflective
way with the help of IRS, the suitably phase-shifted versions of transmitted signals
are forwarded towards Bob and interfere with Eve seriously. Additionally, IRS is
equipped with a large number of controllable reflecting elements with continuous
phase-shifters. The contributions of this book chapter are summarized as follows:

To overcome the limitation of DM that Alice only transmits single CBS to Bob
with multiple antennas in LoS channel and also combats the effect of gathering
AN in multipath fading channels with uncontrolled multipaths, the IRS-based DM
network, and the corresponding system model are established. With the help of
IRS, useful controlled multipaths are created between Alice and Bob by adjusting
the phases and magnitudes of IRS elements. As such, multiple parallel CBSs may
be transmitted from Alice to Bob by using DM. This will result in a significant
improvement in SR. As shown in what follows, when two parallel independent
CBSs are sent from Alice to Bob as an example, the proposed IRS-based DM
framework can harvest up to 75% SR gain over single CBS as the number of
IRS elements tends to large-scale. This IRS-aided DM scheme utilizes the static
multipath environment to enhance the physical layer security. It is anticipated that
when the number of CBSs increases, the SR performance gain gradually increases.

To maximize the SR (Max-SR) of system, a general algorithm is proposed.
Since the objective problem is non-convex for the unit-modulus constraint of IRS
phase-shift matrix, we propose the general alternating iterative (GAI) algorithm
to jointly obtain the transmit beamforming vectors and IRS phase-shift matrix by
optimizing one and fixing another. It is assumed that AN is in the null-space (NS)
of Alice-to-Bob channel and Alice-to-IRS channel, that is, only interferes with Eve.
In the proposed GAI, the closed-form expression of transmit beamforming vector
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corresponding to each CBS is derived, and the iterative gradient ascent algorithm
is adopted to optimize the IRS phase-shift matrix. The proposed GAI performs
much better than random phase, no-IRS, and IRS with single CBS in terms of SR.
Its SR approximately doubles that of the IRS with single CBS. Additionally, its
convergence rate is fast.

To reduce the high computational complexity of the proposed GAI, a low-
complexity iterative Max-SR is proposed by imposing NS constraints on all
beamforming vectors. In this case, each CBS is transmitted separately in the NSP
of other CBS channels transmitter-to-receiver links. It is interesting that the IRS
phase-shift matrix has a semi-closed form. In the risk of a little SR performance,
this method can achieve a low computation complexity, especially when the number
of IRS elements is large. Compared to the proposed GAI, the proposed NSP shows
a little SR performance loss but its low-complexity is very attractive. Moreover,
by simulation, we find the location of IRS has an important impact on the SR
performance of methods and is preferred to be close to Alice or Bob in order to
enhance better security.

The remainder of this chapter is organized as follows. Section 2.2 describes
the system model and secrecy maximization problem. In Sect. 2.3, the general
alternating iterative algorithm is proposed. Section 2.4 describes another low-
complexity algorithm for special scenario. Simulation results and related analysis
are presented in Sect. 2.5. Finally, we make our conclusions in Sect. 2.6.

Notations throughout the chapter, matrices, vectors, and scalars are denoted by
letters of bold upper case, bold lower case, and lower case, respectively. Signs ()7,
HH, (~)’1, (-)J’ and | - | denote transpose, conjugate transpose, inverse, pseudo-
inverse and matrix determinant, respectively. Iy denotes the N x N identity matrix,
0p xar denotes the N x M matrix of all zeros.

2.2 System Model

As shown in Fig.2.1, we consider a system, where Alice is equipped with N
antennas, IRS is equipped with M low-cost passive reflecting elements, Bob and
Eve are equipped with Kp, Kg antennas, Kp = Kg = K, respectively. In the
following, we assume that the IRS reflects signal only one time. In this chapter, we
assume there exists the LoS path. The transmit baseband signal is expressed as

s =/ B1Pyvix1 + B2 Psvaxa + /(1 — B1 — B2) PsPanz, (2.1)

where P; is the total transmit power, 81, 8> and (1— 1 —B2) are the power allocation
parameters of confidential messages (CMs) and AN, respectively. vi € C¥*! and
vo € CV*! are the beamforming vector of forcing the two CMs to the desired user
Bob, where v{i vi =1, vg vy = 1. P4y is the projection matrix for controlling the
direction of AN. x| and x, are CM which satisfy E[[|x1?] = 1, E[[lx2[?] = L
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Bob

Alice | :

Fig. 2.1 Block diagram for IRS-based DM network

and z is vector AN with complex Gaussian distribution, i.e., z ~ CN(0, Iy). The
received signal at Bob is given by

yB = <\/gAIBH;IB®HAI + «/gABH§B> S+ngp
=V P1 Py <\/gAIBH513®HAI + «/gABH£13> Vix|
+VB2P, (VearsHiy ©Has + JgasHly) vaxo

(I—-B1—B2)P (\/gAIBH;[B@HAI + V&AB ZB) PanzZ+ np,
2.2)

where Hyp € CM*K represents the IRS-to-Bob channel, ® = diag(ej‘m, L

., el®M) is a diagonal matrix with the phase shift ¢,, incurred by the m-th
reflecting element of the IRS, Hy; € CMxN represents the Alice-to-IRS channel,
H,p € CV*K represents Alice-to-Bob channel, and nz ~ CN(0, GZZ;IK) denotes
the complex additive white Gaussian noise (AWGN) at Bob. g4p denotes the path
loss coefficient between Alice and Bob, whereas g4;p = gasgrp is the equivalent
path loss coefficient of Alice-to-IRS channel and IRS-to-Bob channel. Similarly,
the received signal at Eve can be written as

YE = («/gAIEH?E@HAI + «/gAEHZE) s+ng
= VB Ps («/gAIEH;IE@HAI + »\/gAEHiIE) ViX]

+ /B2 Ps <\/ gAIEH;{E(")HAI + «/gAEHzlE> VX2
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+vV (= B1—B2)Ps («/gAIEH;IEGHAI + \/gAEH,IZE) Panz+ng,
(2.3)

where H;z € CY*K represents the IRS-to-Eve channel, Hyg € CV*X represents
the Alice-to-Eve channel, and ng ~ CN(0, O’]%I k) denotes AWGN at Eve. Here,
gale and gap denote the path loss coefficient between Alice and Eve, where
8AIE = 8A18IE is the equivalent path loss coefficient of Alice-to-IRS channel and
IRS-to-Eve channel, g4 is the path loss coefficient of Alice-to-Eve channel. In the
following, we assume that og = 20%, and the channel matrices can be expressed
respectively as

HY, =h(),p)h" 0, 5). HY, =h@;)h" @) ).

H7, =h©0]»)h" 0] ). (2.42)
HA, =h@7)h 6! ,), HE, =h©@,)h" 6 ), (2.4b)

and the normalized steering vector h(6) is defined as

h(®) = LN[eﬂ”%(”, el 2 (N T (2.5)

where the phase function Wy (n) is defined

) nzlv"'vNa (2‘6)

1
\Ifg(n)é—<n— N + )dcos@

2 A

where 6 is the direction of arrival or departure, n is the index of antenna, d represents
the element spacing in the transmit antenna array, and A is the wavelength.

Due to the LoS assumption, if we can estimate the position of Eve, the steering
vectors and path losses from Alice to Eve, Eve to Alice, Bob to Eve, Eve to Bob,
and IRS to Eve are readily computed. By using the computing results, it can directly
give the channel matrices from Alice to Eve, Eve to Alice, Bob to Eve, Eve to
Bob, and IRS to Eve. Now, we show how to estimate the position of Eve when
Eve emits signal or reflects echoes. Eve behaves as an emitter when it emits signal,
i.e., it transmits the intercepted confidential messages to its data collector such as
UAV. When Eve does not emit a signal, it can be regarded as a reflector. In this
case, it reflects the electromagnetic energy from Alice or IRS to Alice or Bob. By
observing the echoes returned from Eve, its position can be measured by Alice or
Bob with multiple antennas. Regardless of emitting signal or the echoes of Eve, the
localization principle of Eve is identical. In general, a localization method using the
received signal strength (RSS) rule in [52] may be adopted to find the position of
Eve. Given the estimated position of Eve together with known positions of Alice,
IRS and Bob, it is easy to compute all channel matrices defined in (2.4a) and (2.4b)
via Fig. 2.1 by using basic geometric knowledges.
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Assuming that AN is only transmitted to Eve for interference, then P45 should
satisfy the condition that

HPay = 0psn, HPAy = 0x . (2.7

Let us define a large virtual CM channel Hcyy = [Hg 7 HZ B]T , then P4y can be
expressed as

.
Py =1ly—HY, [HCMHg’M] Hey. (2.8)

In this case, (2.2) and (2.3) can be rewritten by applying (2.8) as,

ye =B Ps (MH%@HM + \/gﬂH%) Vix|

+VB Py (mﬁfBQHA, n @H%) Vax2 + ng, 2.9)
Ve =B Py (MH?EGHAI + \/gA_EHSIE) ViX]

+VBP (VEareH ] OB + JgapHly ) vaxa

+ /(1 = Bi — B2) Py /gar HY gPanz + ng. (2.10)

We jointly optimize beamforming vectors and IRS phase-shift matrix ® based
on the secrecy rate maximization scheme. The achievable rates from Alice to Bob
and to Eve can be expressed as (2.11) and (2.12)

1
Ix + _2(/3] PHpv vITHE + ﬂzPsHBVZVgHII;I)
o
B

Rp =log,

= log, [Ix + Hpviv HY, + Hpvov B @.11)

Rg = log, [Ix + (B1 P Hgvivi HY + B, P HEv Vi HY)
—1
(1= B1 = B2) Pygar B cPanPl Hap + 01k) |

— log, ‘IK + (HElvlvlegl + HEzvzvgﬂgz) B!, 2.12)
where

Hp = /garsH]30Ha; + /gasHY g,

Hp; M(MH?BQHM + VgasHYp), (2.13)

OB
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Hp = \/T(MH?BQHAI +easH}p),

Hg = /gaeHL.OH; + /gagHY (2.14)

Hg = T(MH?EQHA, + VegaeHE), (2.15)

Hp = “/T(mﬂﬁE@HA, + VgaeHY ), (2.16)

p= L=A ;fZ)PSgAE HY PN Hyp + 1. 2.17)
E

The achievable SR R can be written as

R, = max {0, Rp — Rg} (2.18)

|IK + H31V1V{1Hgl + H32V2V£1ng|
|I[( + (HE1V1V{IH€-II + HE2V2V£{H52) B_l‘ .

= log,

The achievable SR given by optimization problem can be formulated as follows:

(PO) : max R (vy, va, ©) (2.19a)
v1,v2,0

st. vivi=1,vllv, =1, (2.19b)

|©;| =1, arg(®;) € [0,27), i =1,--- , M, (2.19¢)

s the i-th diagonal of @. It is hard to solve the problem since the unit modulus
constraint is hard to handle. In this case, we propose the alternating algorithm to
calculate the beamforming vectors and IRS phase shift matrix separatively.

2.3 Proposed High-Performance GAI-Based Max-SR
Method

In this section, we propose an optimal alternating algorithm for secrecy rate
maximization problem to determine the beamforming vectors for CM and AN, and
IRS phase-shift matrix ®. To simplify the expression of Ry, let us first define

Cpi = HpviviITHY,, Cpy = Hpovovi HE, (2.20)

Cp = HElle{IHgl, Cpy = H52V2V§ng 2.21)

for Bob and Eve.
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2.3.1 Optimize the Beamforming Vectors vi and v Given the
IRS Phase-Shift Matrix ©®

To simplify the expression of R; related to beamforming vectors, we regard © as a
given constant matrix, and define that

Rev1) ©log, Ix + Cpal +log, Tk + (Ix +Cpy) " "HgviviHE, |
b
D log, [Ix + Cpal + log, (1 + v{'HY, (I + Cp2) 'Hpivi),  (222)
(@) -1 —1y—1 HygH p—1
Rg(v1) =logy Ix +CpaB™ ' |+log, [Ix + g +Cp2B™ ) He1vivy Hy B™'|

®) _ _ e
= log, [Ix + Cp2B ™' +log, (1 + v HE B~ (Ix + CeoB™H ™ "Hg vy),
(2.23)

where (a) holds due to the fact that | XY| = |X]|Y| and () holds due to |1, +XY| =
Iy + YX| for X € CM¥*N and Y € CV*M_ Rewrite (2.18) by applying (2.22)
and (2.23),

. vl Cpav
Rs(v1) = log, [Ix + Cpa| —log, [Ix + C2B™ | 4+ log, A 2.24)
v Cpavy

where Cpo = Iy + HY (Ix + Cp) 'Hpy, Cp2 = Iy + HE B (I +
CE2B’1)’1H51. Since the first two items of (2.24) are independent of vi, the
subproblem to optimize v can be expressed as follows:

-
viiCpgov

(PO — 1) :max L5271 st. vy =1 (2.25)
Vi V?CEzvl

According to the Rayleigh-Ritz theorem, the optimal v; can be obtalned from the
eigenvector corresponding to the largest eigenvalue of the matrix C EzC B2.

Similarly, given the determmed~ or known vy and O, let us define C Bl =
Iy + Hi, (g + Cp)"'Hpy and Cgy = Iy + HEL,B 1 (Ix + Cg B~ 'Hp,.
The subproblem to optimize v, can be expressed as follows:

A
vy Cpiv
(PO —2) :max ~2—2172 st. vy, =1 (2.26)
v vHCpiv
According to the Rayleigh-Ritz theorem, the optimal v, can be obtalned from the
eigenvector corresponding to the largest eigenvalue of the matrix C £l 'Cp1.
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2.3.2 Optimize IRS Phase-Shift Matrix © Given the
Beamforming Vectors

To simplify the expression of Ry in this subsection, we define the IRS phase-shift
vector containing all the elements on the diagonal of @, that is,

0=1[e/?, ... el ... /9T © = diag{0). (2.27)

Letting 6; = e/? be the i-th element of 6, the IRS phase-shift vector 6 should
satisfy the condition that

6;| =1, arg(6;) €[0,27), i=1,---,M. (2.28)
Here, let us define

g1 =Hasvi, g =Hyuvy,

Bi1Psgap ~B2PsgaB
hp) = Y2 HA v, hpy = Y222 H v, (2.29)
OB OB
VB1PsgaE B2PsgaE
hg = Y222 HY v;, hpy = Y222 H v, (2.30)
OFE OF
Given that
v B1P.
Hpivi = - Y (VearsHL,OH A v + JgapHE pv1)
B

P
© Vﬂlg;gA[BHdeiag{gl}o +hy. (2.31)

where (c) holds due to the fact that diag{a}b = diag{b}a for a,b € C¥*! To
simplify the above equation, we define

1 ) 1 .
Tp1 = O__\/,BlPsgAIBH;{Bdlag{gl}, Ty = —V B2 PygarsHipdiag{go},
B B

(2.32)
1 . 1 .
Tg1 = 5\/ B PsgarcHidiag{g}, Ter = EV,B2PsgA1EH?Edlag{g2}~
(2.33)

Then (2.31) can be rewritten as Hp1vi = Tp10 + hp;. For the sake of simplicity,
we define ty; 2 Hpivy = Tp10 + hp. Similarly, the expression like Hpjvy can
also be defined as tj;» £ Hprvo = Tpgrf + hpo, tie £ Hgivi = Tg10 + hgy,
ther 2 Hpavo = Tgof + hgo. In this case, we rewrite (2.11) and (2.12) as (2.34)
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and (2.35) as follow
Rp(0) = log, [Ix + typith  + tyot!

B 0g, (1 hb1lpp1 hb24, 0

= log,

—1
(IK + thhﬁ%z) (IK + <IK + thbztllsz) thhltz,l)

H H o\
= logy (1+ tfhti2) +logy ( 1+t (Tx + tuntfha)  tunn
(2.34)

R (®)=log, [Tk + (rert]l, + tucatfl ) B~

=log,

-1
(IK + thezt{l-lezB_l) <I]( + (IK + thezt}ZzB_l> thL)]t}ﬁlB_l)

—1
=10g2 (1 + tﬁIeZB_lthe2> + 10g2 (1 + t;I;IelB_l (IK + theZt}IIizB_l) the1>
(2.35)

The SR in terms of € can be rewritten as

J1(6) f2(0)

2.34)—(2.35) = 1 -
(23D =loga " ) er0)

(2.36)

where

[O) =1+t tn, g10) =1 +t7,B 10,

1
LO) =1+t (IK + ttht;%Q) thp1

@ _
=1+ thh;l (IK — thpo (1 + t;l,-lbzthw) ltsz) thp1

H H
thbl tththbzthbl

=1+ tlxlliblthbl —
1+t tup

—1
220) =1+ 1,87 (Ix + tiatfL,B ") ey
d _ theat) ;B!
1+the2B then

t}lzgl B~ ! theZt;Il-IezBi ! thel

=1+t B ) —
‘ ‘ 1+t BTt

, (2.37)
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where (d) holds the fact that (Ip; +XY) ™! = Iy — XAy +YX)~Y for X € CM*N
and Y € CV*M  To simplify the expression, let us define that

10) = f1(0) /2(0) = f11(0) — f12(0),
8(0) =g1(0)g2(0) = g11(0) — g2(9), (2.38)
where f1(0) = (14t ) (1 4+t tup), fi2(0) = th tapotl thp1, g1(0) =

(L + L B ) (1 + t/,B7 402), 82(0) = t2 B~ 'tje0t!] ,B~1t).1. Then the
subproblem to optimize 6 can be formulated as

f®) _ fn®) — fo(6)
g@)  gn(0) —gn(d)

(PO —3) :moax s.t.  (2.28). (2.39)

Since (2.36) is a non-convex function of @, and all elements in 6 are of constant
modulus constraint, thus, a gradient ascent (GA) method is used to compute the IRS
phase-shift matrix ® = diag{#}. The gradient of the objective function in (2.39)
with respect to  can be expressed as

_ [®)56) ~ 1©®)5 ®)

Ve 0) , (2.40)
where

£®) = £,,0) = £,0). g ©0) =g,(6) — g,,(6). (2.41)
f,/l @) = (14t typ) (TH, Tp16 + TH hp)

+ (1t} thp1) (T, T2 + Tihpo), (2.42)
f®) = th tup (TH)T 518 + Tihhg))

+ o (TH Tp20 + T4 hpo), (2.43)
g1(0) = (1 4t/ B theo) (T B~ T10 + T B~ ')

+ (L4t B o) (TH, B TE20 + T, B 'hp), (2.44)
g (@) = ' Bty (TH, B~ ' T£10 + T, B 'hg))

+th B o (TH B~ T520 + T2 B~ 'hp»). (2.45)

After obtaining Vg, we will renew the value ) of 8 by Y~V + oV, with «
being the searching step, which can be obtained by a backtracking line search
[53]. The detailed process of GA algorithm proposed is listed in Algorithm 1. The
convergence can be guaranteed as the step size can be determined well in each
iteration by the backtracking line search, which guarantees the objective function
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value of problem (P0-3) monotonically increases in each step and each iteration.
Thus we can obtain the IRS phase-shift matrix @ with @ = diag{6}.

Algorithm 1 GA algorithm to compute the phase-shift vector § using the Max-SR
rule

—_

: Initialize 8©), initialize v1, v, based on (2.25) and (2.26), compute R'?.

. Set t = 1, threshold value €.

. repeat

Compute V;Fl according to (2.40). Obtain the step size a”) by backtracking line search.
90 =9 1 ¢V~ reform 00 = exp(jL@O©)).

Compute RY using vy, v and 0.

t=t+1.

: until R‘y) - RAEI_I) <e

: 0W is the optimal phase-shift vector.

)

2.3.3 Overall Algorithm

Algorithm 2 Proposed GAI algorithm

50), V(zo) and @, compute R§0> according to (2.18).

1

2: Set p = 0, threshold €.
3: repeat
4:

. Initialize v

Given (G)(P ), vép )), solve problem (2.25) to determine vgp *D based on the Rayleigh-Ritz
theorem.

5. Given (@P), vgp +l)), solve problem (2.26) to determine Vgp *1 based on the Rayleigh-Ritz
theorem.

6: Given (v(lp +1), V;p +l)), solve problem (2.39) to determine ©+D based on GA method in
Algorithm 1.

7: Compute R using vi’”’l), v;”“) and @@+
8: p=p+1
9: until R — RV <€

10: @1, VEP ) and Vgp ) are the optimal value that we need, and Rs(p ) is the optimal achievable
secrecy rate.

So far, we have completed the design of beamforming vectors and IRS phase-
shift matrix. Our iterative idea can be described as follows: given a fixed matrix
©, the corresponding beamforming vectors can be computed in a closed-form
expression iteratively; for two given beamforming vectors v and v2, the GA method
is used to find the value of IRS phase-shift matrix ®. The alternative iteration
process among vi, v2, and © is repeated until the stop criterion is satisfied, that
is, R/ L R! < e with p being the iteration index. The proposed method is
summarized in Algorithm 2.



2.4 Proposed Low-Complexity NSP-Based Max-SR Method 25
The computational complexity of Algorithm 2 is
O(D(SN3 L 2N 4 Di(12M3K + 10M3 + 12M2K + 16
M?K? —18M? + 12MK? 4+ 28M K — 16M) log, (1/K))> (2.46)

float-point operations (FLOPs), where D denotes the maximum number of alter-
nating iterations for Algorithm 2, D; denotes the maximum iterative number of
Algorithm 1, « denotes the accuracy or, in other words, the convergence threshold
of backtracking line search, and log, (1/k) denotes the maximum iterative number
of backtracking line search.

2.4 Proposed Low-Complexity NSP-Based Max-SR Method

In the previous section, the proposed GAI is general, its computational complexity
is still very high because of GA algorithm with lots of FLOPs for obtaining the
gradient and stepsize. In this section, we will propose one low-complexity algorithm
named NSP to reduce the complexity of the proposed GAI, especially for the case
of a large number of IRS elements. In this section, the three beamforming vectors
for two CMs and AN are designed well such that any one of them is confined to
the NSs of the remaining two channels. This guarantees that two CMs will be not
allowed to leak to Eve at the transmitter end, and AN is only transmitted to Eve for
interference.

Applying the NSP principle in [20], the beamforming vectors v; and v, can be
determined by

Hipvi =01, HE v = 0xx1,
Harva = Oy, HYpva = 0gx, (2.47)
which means that x is only reflected to users by IRS, and x; reaches users through

the direct path. The achievable rates from Alice to Bob and to Eve can be expressed
as (2.48) and (2.49).

Ry = log, tllx + — HY, 0H (a2 oH,, )"
B =log 1|l + 7 [B1PsgarsHOH o vV (H3OHy
B
+ B2 PogasHjpvovy Hasl| (2.48)

H
R = log [Ux + (81 Prgar eI OHvivi! (HILOH, ) )

i (2.49)

(1= B1 = B2) Pygar B cPanPl Hap + 031k)™
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Let us define two new large channel matrices
* « 17 e
H =[Hj;H;] . W= [HAI HAE] ; (2.50)

then (2.47) can be expressed as Hjvy = 0 and Hpvy = 0 which means the
beamforming vectors v| and v, can be solved by using the zero-forcing (ZF) scheme
as P and P, are the corresponding projection matrix, where

)
P, = Iy - HY [HIHIH] H,

il
P, =1y - Hf [IH | H,. 2.51)

For convenience of derivation below, let us define two new vectors w; € CN x1
and wp € CNx!

vi=Piwy, v =Prws. (2.52)

As for the condition (2.19¢) of the problem (2.19), we rewrite it by applying (2.52),
that is, w{{Pf{lel =1 and wf]Pglewz = 1. (2.53) and (2.54) are rewritten as
follows

Y5 = VB PsgarsHig®Hu vix) + /B PsgasHi pvoxa +np
= /B1 PigarsH s OH A Pywix| + /B PsgagHY zPowoxs +mp,  (2.53)

Ye = /Bi1 PsgareHipOH vix) + /(1 — i — Bo) PsgarHY pPanz + ng
(2.54)

= V/B1PsgareHYz®OH 4 Pywix) + /(1 — B1 — B2) PygarHY zPanz + 0.

In what follows, we can calculate the beamforming vectors and IRS phase-shift
matrix by calculating wy, w> and ® alternately.

2.4.1 Optimization of Beamforming Vectors Given IRS
Phase-Shift Matrix ©

Substituting (2.52) in (2.48) yields
Rp =log, [Ix + Aywiwil A 1 Aywowl AZ ), (2.55)

where A = YADLB I ©Hy Py, Ay = YEZLAZHHI P Similarly, substitut-
ing (2.52)in (2.49) yields



2.4 Proposed Low-Complexity NSP-Based Max-SR Method 27

Re = log, |Ix + Aswiwi’AS B!

D 10g, (1 +whAl B’]A3w1> : (2.56)

where Az = —WH?E ©O©H 4P, B owns the same definition as (2.17), and (b)

holds due to [Iy; + XY| = [Iy + YX] for X € CM*N and Y € CV*M_ Then the
NSP-based Max-SR can be formulated as follows:

(P1): max_ Ry(Wi, w2, ®) = (2.55)-(2.56) (2.57a)
wi,W2,0
st.  wiPITPiw; =1, wiPiPow, =1, (2.19). (2.57b)

It is clear to see that Rp in (2.55) is related to wi, wp and ©, while Rg in (2.56) is
only related to w; and @. Since the expression of (2.55) is similar to (2.11), (2.55)
can be expressed as the function of w; in (2.58) with known w, and ©, and the
function of w; in (2.59) with known w; and @

Rp(wy) = log, [Ix + Aawawi A¥|
+log, (1 +wHAH (1 +A2wzw§’A§’)—1A1w1), (2.58)
Rp(wa) = log, [Tx + Ajwiwi'Al'|

+ log, (1 +wHAH (1 +A1w1w{1Af’)—1A2wz), (2.59)

respectively. Since Rp(wq) in (2.58) is independent of w;, the NSP-based Max-SR
of optimizing w is casted as

WHA w
(Pl — 1) :max —L 171 st. wHPHP w =1, (2.60)
wiow'Biw

where A| = PHP; + A (Ix + Aowowl/ ALY 1A and B; = PP, + AB'A;.

w{iAlwl

Since is insensitive to the scaling of wy, via ignoring the constraint on wi,

Wi biwg
we will find a general solution, and then scale it to satisfy

wiPlPiw, < 1. (2.61)

It can be observed that the optimization problem in (2.60) belongs to the type of
nonlinear fractional optimization problem. To solve this problem, we introduce the
Dinkelbach method, and then transform it into a DC programming similar to [54].
Since the numerator and denominator of the objective function in problem (2.60)
are convex, we introduce v into it and transform it as wfl Aw, — vwf’ B,w;. Then
the objective function of (2.60) can be achieved if and only if
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ma%) Wfl&w] - v*w{{filwl
Wi E

=wAAw; —v*wiBw} =0, (2.62)
for Wf’Alwl > 0 and wfiﬁlwl > 0, Vw; € D, where D denotes the feasible domain

of the problem (2.60). This transformation can be proved in [54]. Therefore, we can
rewrite the optimization problem (2.60) as

(P1 — 1.1) :max wi’A;w; —vwiByw, st (2.61). (2.63)
W1,V

However, problem (2.63) is still not convex in terms of w; due to the fact that its
objective function is the difference of two convex functions, which is nonconvex.
Hence, we linearize the objective function wfl A w; by the first term of its Taylor
series expansion at a given vector of wj as follows

wh A wy > 2R (WA w ) — WHA Wy (2.64)
Then the problem (2.60) can be rewritten as
(P1 —1.2) :max 2R{WIA wi} — wiTA;w; —vwi B w,
Wi,V
s.t.  (2.61). (2.65)
which is a convex optimization problem. Then it can be readily solved by Boyd and
Vandenberghe [53].
The optimization subproblem of NSP-based Max-SR with respect to w, can be
modeled as
(P1 —2) :max wgzizwz s.t. wf’Pf’Pzwz =1, (2.66)
w2
where Ay = PP, + Al (Ix + Aywiwl AH)~1A,. Similarly, the constraint can be
scaled as (2.61). Since 1&2 >0, wg Azwz is a convex function with respect to wa,

we can get the following inequality by performing the first-order Taylor expansion
on wg Apwj at the point Wy like (2.64). Then the problem (2.66) can be rewritten as

(P1 —2.1) :max 2R{WiA,w,} — Wi AW,
w2
st. wiPHPyw, < 1. (2.67)
We can see that the objective function in the optimization problem (2.67) is concave

and the constraint is convex. Thus (2.67) is a convex optimization problem, which
can be solved by Boyd and Vandenberghe [53].
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2.4.2 Optimization of IRS Phase-Shift Matrix © with Given
Beamforming Vectors

Now, we optimize the IRS phase-shift matrix @ by using NSP-based Max-SR
method. By applying (2.27), (2.48) and (2.49) are represented as

Rp(0) = log, [Ix + T80T, + hpohll| (2.68)
and
RE(0) =log, [Ix + T 1007 TH B, (2.69)

where Tpg1, hpa, Tg1, and B have the same forms as before. Then the subproblem
to optimize © can be equivalently changed as to optimize the IRS phase-shift vector
6, formulated as,

(P1—3) max (2.68)-(2.69) st (2.28). (2.70)

Due to the fact that |XY| = |X||Y| and [I; + XY| = |Iy + YX| for X € CM*N
and Y € CN*M (2.68) and (2.69) can be rewritten as

Rp(0) = logy(1+07 T (Ix +hpohl,) ™' Tp10) +log, [Ix +hpoh),  (2.71)
and

RE(0) =logy(1 + 07 TH B™'Tg 0). (2.72)

Since log, [Ix +h Bzhg2| is independent of @, problem (2.70) can be formulated as

01T z0

P1 —-3.1) :max ———
o 0"Bro

s.t. (2.28), (2.73)

where Tp = 41y + TH (Ix +hpohf) "' Tp and By = L1y + TH BT,
Rewrite problem (2.73) as

0""BL0
(Pl —3.2) :min ——— st (2.28). (2.74)
0 07Tgz0

Obviously, the above optimization problem belongs to fractional programming.
Introducing a new parameter u > 0 forms the corresponding parametric program as
follows:
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(P1 —3.3) :n}yin 0 Bro — 10 Tz0 st (2.28). (2.75)

As [54] showed, the optimal solution to problem (2.75) is the unique root of
0"BLo — wot TpO = 0. Without the constant mode constraint of 6, this kind
of problem can be solved by SDR as problem (2.65) performs. In this case, we
minimize an upper bound of its objective function following [55] and [56] as

0"Bro — 107 T0 =07 Br — uTp)0
< Amax (W) 1011 = 2R {07 (Amax (¥)1ys — W)}

+ 0" (Amax (W) Ly — W) (2.76)

where ¥ = B E — /,LT B, 6 is the solution to @ obtained in the previous iteration
of the alternating algorithm. Since 10;1> = 1 and |0]]> = M, Amax(¥)]0]?

~H ~
and 0" (Amax (¥)Iyy — W) are determined here. Then the simplified optimization
problem reduces to

(P1 —3.4)  max R{07 ) st (2.28), (2.77)

where § = (Amax(\II)IM — \Il)é In this case, R {0 §} is maximized when the phases
of 6; and §; are equal, where §; is the i-th element of 8. Thus the optimal solution to
the problem with given u is

0" (n) = [ej arg(51)’ . el afg(SM)]T' (2.78)

Substituting 6*(w) into the objective function of problem (2.75), we have the result
@*(1). Since @* () is a strictly decreasing function for the optimal @, with ¢*(0) >
0 and ¢*(400) < 0, which has been confirmed in [45], the optimal p* can be found
by ¢*(u*) = 0 via bisection search. Thus we can obtain the solution to 6 by 8™ (u*).
The above problem has a closed form, which is more convenient for implementation
and requires much lower complexity especially for large M.

2.4.3 Overall Algorithm

The proposed NSP algorithm is divided into two parts: the beamforming vectors
and the IRS phase-shift matrix. The iterative idea can be described as follows:
for given matrix @, anyone of the beamforming vectors can be expressed as an
unknown vector multiplied by a known matrix, which can be computed by CVX
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iteratively as the other is fixed; for given two beamforming vectors v; and v, the
closed-form expression of IRS phase-shift vector @ can be expressed as (2.78). The
alternative iterations among v1, v and © is repeated until the stop criterion satisfies,
that is, R”T' — R? < € with p being the iteration index. The proposed method is
summarized in Algorithm 3. The computational complexity of Algorithm 3 is

O(L(VAIN + 1 + N2 (N + Dlin(1/€) + L1 (M? + 413
K = 2M = 2MK +4MK* + K210, (Conax = min) /€))) (2.79)

FLOPs, where L denotes the maximum number of alternating iterations, L denotes
the iterative number of the subproblem (P1-3), € denotes the accuracy or the
convergence threshold of the algorithm, and A4, and A,;, are the upper-bound
and lower-bound of bisection method, respectively. log, ((Anax — Amin)/€) is the
maximum iterative number of bisection search.

Compared with the complexity of the proposed GAI in (2.46), the complexity of
the proposed NSP in (2.79) is greatly reduced especially for large M by taking the
convergence analysis in Sect. 2.5 into account. This is the benefit of NSP. However,
the NSP is only suitable for the case that three streams are transmitted separately
and directively, and requires that the number of transmit antennas is greater than the
number of receive antennas. This is its limit. Additionally, compared to the GAI, the
proposed NSP algorithm will suffer from a performance loss (PL) due to its strict
NS constraints. This will reduce the spatial multiplexing gain of CMs. In summary,
the proposed NSP can strike an appreciated good balance between SR performance
and computational complexity.

Algorithm 3 Proposed NSP algorithm
0) 0

1: Initialize v, vg ) and 0O, compute RS(,O) according to (2.48) and (2.49).

2: Set p = 0, threshold €.

3: repeat

4: Given ((9(”), v(z")) and (2.52), solve problem (2.65) to determine vg”H).

5: Given (0P, v§p+l)) and (2.52), solve problem (2.67) to determine V;p-H).

6:  Given (v\"™V vy and (2.52), 97D can be determined by (2.78), @D
diag{PTD}.

7:  Compute RV using v%‘””, vépﬂ) and @P*D,

8: p=p+1;

9: until R — RP7Y < ¢

10: @), VEP ) and vé” ) are the optimal value that we need, and RAEP ) is the optimal achievable
secrecy rate.
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2.5 Simulation and Discussion

In this section, we provide numeral results to examine the performance of our
proposed algorithms. As for the MIMO system model, the array response is modeled
as a,(6;) € C"*! with [a;(01)]n, = exp(—j2m(n; — 1)da cosb;;/A), where
0, € [0, m) denotes the angle-of-arrival (AoA), and a,(8,) € C**!, with
[a,(0,)]y,, = exp(—j2n(n,; — 1)dacosf,;/)1), where 6; € [0, m) denotes the
angle-of-departure (AoD). Both transmit array at Alice and receive array at Bob are
uniformly spaced linear arrays with element pacing d4 = A/2. The LoS channel
matrix can be expressed as H = a, (9,)af’ (6;). The path loss model is given by

8TR = (m)z, where dr g denotes the distance between the transmitter and the
receiver. Under this model, the path loss coefficient g4p, g4, garp and g4 can
be derived respectively.

Simulation parameters are set as follows: P; = 30 dBm, 0’12; = 2(71%. N = 16,
K = 4. The distances of Alice-to-IRS link, Alice-to-Bob link, and Alice-to-Eve link
are set as dqa; = 10m, dyp = 100m and dgg = 50 m, respectively. The AoDs of
each channel are set as 0, = /6, 0!, = 1171/36 and 0', , = 7/3, respectively.
With given AoDs and distances of each channel, the AoAs and distances of IRS-
to-Bob link and IRS-to-Eve link can be determined, thus the channel matrix can be
derived respectively. The PA factors are set as f1 = By = 0.4, B3 = 0.2. As for the
algorithm setup, the convergence thresholds in terms of the relative increment in the
objective value are set as tolerance of € = 1074

First, by simulation, we make an investigation of the convergence behaviour of
the proposed GAI in Algorithm 2 and NSP in Algorithm 3. Figure 2.2 shows the SR
versus the number of iterations for various number of phase shifter, i.e., for M =
10, 20. It can be seen from the figure that GAI requires about 4 iterations to converge
the SR ceil, while the proposed NSP requires about 3 iterations to converge. Thus,
we make a conclusion that the proposed NSP has a more rapid convergence rate than

Fig. 2.2 Convergence of 11.5
proposed algorithm at al
different number of IRS

phase-shift elements 10.5F
(dap = 100 m)

Secrecy Rate (bits/s/Hz)

8.5F
8
1
75k —4— Proposed GAI, M=10| J
= 4 = Proposed NSP, M=10
7 —6— Proposed GAI, M=20| |
- © = Proposed NSP, M=20

1 2 3 4 5 6 7
Number of iterations
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GALI Using the convergence results in Fig. 2.2, the complexity (2.46) of GAI and
complexity (2.79) of NSP reduce to the magnitude orders 40M3 and 3M3 FLOPs
respectively as M goes to large-scale. Clearly, the complexity of NSP is far lower
than that of GAIL In the following, we compare our proposed algorithms to the
following benchmark schemes:

1. No-IRS: Obtain the maximum SR by optimizing the beamforming vectors with
the IRS phase-shift matrix set to zero, i.e., @ = Oprx .

2. Random Phase: Obtain the maximum SR by optimizing the beamforming vec-
tors with all the phase for each reflection element uniformly and independently
generated from [0, 27).

3. IRS with Single CBS: Obtain the maximum SR by Algorithm 2 with single
CBS,as 81 =0,8 =1—pzor B =0, =1 — B3.In this case, we also fix
PA factor of the AN as 83 = 0.2.

2.5.1 Impact of the Number of IRS Phase-Shift Elements

For comparison, we consider two scenarios of Alice-to-Bob distance given by
dap = 300 m and dap = 50 m, which correspond to the low-SNR regime and
high-SNR regime, respectively. For these two cases, the SR performance versus the
number of reflecting elements M for the proposed algorithms and the benchmark
schemes are presented as Figs.2.3 and 2.4.

From Figs. 2.3 and 2.4, it can be seen that the proposed two schemes GAI and
NSP can improve the SR performance whether in the ow-SNR regime or the high-
SNR regime. As the number of IRS elements increases, the SR gains achieved by

Fig. 2.3 Secrecy rate versus 11
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Fig. 2.4 Secrecy rate versus 22
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GALI and NSP over no-IRS, random phase and IRS with single CBS grow gradually
and become more significant.

Compared with the No-IRS scheme and Random-Phase scheme, the IRS phase-
shift-optimization schemes (i.e., GAI, NSP) performs much better, especially with a
large value of M. This reveals the importance of the optimization of the phase-shift
design. Even with a value of M as M = 30, our proposed scheme can also perform
better than that scheme without the IRS phase-shift-optimization (e.g., by 17.3% in
the low-SNR regime and 56.3% in the high-SNR regime).

Under the condition that the total power is equally allocated between two
independent CBSs, the proposed GAI performs a bit better than the proposed NSP.
This shows that the proposed NSP scheme sacrifices a little SR performance by an
obvious computational complexity reduction.

Compared with the case of IRS with single CBS, the SR performance in the case
of dual CM stream plus AN (i.e., GAI and NSP scheme) is much better whether in
the low-SNR regime or in the high-SNR regime (e.g., by 16.6% higher in the low-
SNR regime and 55.6% higher in the high-SNR regime when M = 30). This proves
the superiority of our proposed schemes in the dual CM stream case due to the
diversity gain in LoS channel. Furthermore, even with IRS aided, Alice transmitting
single CBS can not achieve better security performance than the case without IRS,
unless the IRS equips with more phase-shift elements. This is because the path loss
of the IRS-forward link is more serious than the direct link in LoS channel. If there is
no more IRS phase-shift elements, IRS may not forward single CBS to the legitimate
user more strongly. In this case, it is suggested to transmit dual CBSs or more CM
streams with IRS aided, which requires more in-depth researches in the future.

On the other hand, the performance gap between our proposed schemes and other
schemes increases as the IRS phase-shift elements M and receive SNR increases,
which reveals the superiority of our proposed schemes.
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2.5.2 Impact of the IRS Location

With fixed positions of Alice, Bob and Eve, the IRS position only depends on the
AoD 6/, and the distance d4; of Alice-to-IRS link. To simplify the analysis, assume
that Alice and IRS are on a straight line [ 4; parallel to the straight line /g g with Bob
and Eve. The distances and AoDs of Alice-to-Bob link and Alice-to-Eve link are
computed as before, thus 92 ; can be determined as

d
0%, = 65 — arcsin <ﬂ sin eBAE) , (2.80)
dBE

where dBE = \/dE\B +df2“5 - ZdABdAE COSQBAE and GBAE = Gth\E - 923. The
vertical distance d, of the two lines /4; and Ipg can be computed as d, =
daE sin (92 E— 9/’4 1)' Figure 2.5 shows the location scenario. Define the point S 4
is the projection point on /gg, which means /a5, L [pg. Then the distances

between Sy and Eve, S4 and Bob can be expressed as ds,g = ,/ d/% E —d,%,

ds,B = ,/di B dg, respectively. Based on the above conditions, 92 ; = 5m/18,
the distance of ds g and ds g can be calculated as ds,g = 49.2 m, ds,g = 99.6 m.

Figure 2.6 depicts the SR versus d4; when M = 80 as shown in the scenario
in (2.5). Here, IRS moves from the position of Alice along the line /4; near Bob.
As IRS gets closer to Eve but still far away from Bob, the achievable SR decreases
gradually. When IRS is on top of Eve, the minimum SR value is available. In this
moment, when IRS is the nearest to Eve, Eve has the strongest eavesdropping ability.
As IRS moves away along the line /47 from Eve, it get closer and closer to Bob, the
SR value increases up to the largest until IRS is on top of Bob. Furthermore, as IRS
moves away along the line /4; Bob, both Eve and Bob get less energy reflected from
IRS, thus the SR decreases gradually.

Alice

N .
SN
N3

7N

-
-

Fig. 2.5 Special scenario for adjusting the position of IRS (I4; is parallel to Igg)
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Figure 2.7 shows the SR versus the azimuth angle 6!, of Eve where 6/, changes
from O to 2 with M = 80. Observing this figure, we conclude that once Eve has
the same azimuth as that of Bob or IRS, i.e., 8}, = 0!, or 6}, = 6!, SR will degrade
rapidly. This means that Eve can eavesdrop a large amount of confidential messages
when it locates on one of the two lines of Alice-to-IRS and Alice-to-Bob. In terms
of SR, the proposed GAI is much better than the proposed NSP. In other words, the
proposed GAI is more robust than the proposed NSP. In particular, for the single
CBS case, the SR PL is more serious. Since the transmitter and receiver are both
linear arrays, when 928 € (m, 2m) and 9‘36 € (0, m) are symmetrical each other.
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2.6 Conclusion

In this chapter, we have made an extensive investigation of secure transmit beam-
forming and phase shifting at IRS in a secure IRS-based DM Networks, where two
parallel independent CBSs are transmitted from Alice to Bob with multiple receive
antennas. Using the criterion of Max-SR, two alternating iterative algorithms, GAI
and NSP, have been proposed. The former is of high-performance and the latter
is of low-complexity. From simulation, we find the IRS can make a dramatic
enhancement on the SR of DM by using two CBSs compared to single CBS. For
example, with the aid of IRS, the proposed two methods can approximately double
the SR of existing method with single CBS in the case of medium-scale and large-
scale IRS. Additionally, the impact of IRS position on SR is also analyzed in the
simulation. It is recommended that the IRS is placed close to the transmitter or the
target receiver to achieve a higher SR performance. Moreover, the optimal position
of IRS also exists.
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Chapter 3 )
High-Performance Estimation of Qe
Jamming Covariance Matrix for

IRS-Aided Directional Modulation

Network with a Malicious Attacker

In this chapter, we investigate the anti-jamming problem of a DM system with the
aid of IRS. As an efficient tool to combat malicious jamming, receive beamforming
(RBF) is usually designed by using the statistical properties of the jamming received
by Bob. Thus, it is very necessary to estimate the receive jamming covariance
matrix (JCM) at Bob. To achieve a precise JCM estimation, three JCM estima-
tion methods, including eigenvalue decomposition (EVD), parametric estimation
method by gradient descend (PEM-GD) and parametric estimation method by
alternating optimization (PEM-AO), are proposed. Here, the proposed EVD is
derived according to the rank-2 constraint of JCM. The PEM-GD method fully
explores the structure features of JCM and the PEM-AO is proposed to decrease
the computational complexity of the former via dimensionality reduction. The
simulation results show that the proposed three methods perform better than directly
using sample covariance matrix. Additionally, the proposed PEM-GD and PEM-AO
outperform EVD method and the clutter and disturbance covariance estimator Rank-
constrained maximum likelihood (RCML).

3.1 Introduction

While wireless communication develops rapidly in recent years, high hardware
complexity as well as energy consumption is a critical issue yet [1]. Under such
circumstance, the IRS is believed to be a promising new technology, which can
smartly reconfigure the wireless propagation environment at lower cost. So far,
there has been extensive research on IRS-assisted secure communication, e.g.,
joint optimization of transmit beamforming and IRS phase shift [2], beamforming
design in the case of imperfect CSI [3] or discrete IRS phase shift [4], channel
estimation in IRS communication systems [5]. And in [6], the authors investigated
the joint optimization problem under time-varying channel conditions based on
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recent advances of machine learning. When combining IRS and DM [7, 8], which
can send signals directionally and purposely distort the signals in other directions
to improve physical layer security (PLS), the communication system can achieve
better performance than conventional DM [9, 10], since the assistance of IRS makes
it possible for DM to transmit two or more confidential bit streams.

However, most of the aforementioned works focus on avoiding leakage of CM,
while the receiver may also be subject to malicious jamming. And since IRS may
reflect malicious jamming, as mentioned in [11], the deployment of IRS may also
cause harmful interference to wireless communications. The authors in [12-14]
resisted interference by configuring the phase shift of the IRS. All these researches
deal with the situation with receivers equipped with single antenna, and when
receivers are equipped with multiple antennas, RBF is an efficient anti-jamming
scheme. The authors in [15] presented scenarios with a FD malicious attacker, and
they proposed several RBF methods, which can solve the anti-jamming problem
with good performance.

In this book chapter, we consider an IRS-aided DM network with a malicious
attacker Mallory, where Alice, Mallory, and Bob are equipped with multiple
antennas. Although RBF methods can be extended to this system to eliminate
jamming from Mallory, since Mallory is a non-cooperative unit, the estimation of
JCM from Mallory to Bob is needed. Thus, three methods are proposed to estimate
the JCM from sample covariance matrix (SCM). The main contributions of this book
chapter are summarized as follows:

To estimate JCM precisely, minimizing the Euclidean distance between estimated
JCM and SCM under different constraints is established as an optimization rule. The
rank of ideal JCM is derived to be two, and an EVD method is proposed with a rank-
2 constraint. Simulation results show that the proposed EVD method performs better
than existing method of directly using the definition of SCM, but it is inferior to
RCML in [16]. However, RCML requires the knowledge of receiver noise variance
while the proposed EVD can estimate it when this parameter is unknown. Thus, the
proposed EVD is more practical.

To achieve a better estimation, we then exploit the structure properties of JCM.
By observing the expression of ideal JCM, we extract the unknown parameters,
integrate and decompose them to four vectors, and then the estimation problem is
converted into a problem of optimizing four unknown vectors, forming the PEM-
GD. The JCM estimated by the proposed PEM-GD is independent of the phase
changes of IRS. To reduce the complexity of PEM-GD, a dimensionality-reduction
method with fewer optimization variables, called PEM-AO, is proposed. Simulation
results show that the proposed PEM-GD and PEM-AO have the same normalized
mean squared error (NMSE) performance with the latter having lower complexity,
and outperform EVD and RCML.

The remainder is organized as follows. Section 3.2 presents the system model
and three estimation methods are proposed in Sect. 3.3. In Sect. 3.4, numerical
simulations are presented, and Sect. 3.5 draws our conclusion.
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Notations In this book chapter, matrices, vectors, and scalars are denoted by
uppercase bold, lowercase bold, and lowercase letters, respectively. Signs (-)7,
()T tr(-) and E[-] stand for the conjugate transpose, transpose, trace and expectation
operation respectively. || - || denotes the Frobenius norm of a matrix, and 9{-}
represents the real part of a variable.

3.2 System Model

Figure 3.1 shows an IRS-aided DM wireless communication, where Alice equipped
with N4 antennas sends CM to Bob with Np antennas. The transmission is assisted
by an IRS with M passive reflecting elements. Mallory with Nj; antennas works
in FD mode, which means that it can eavesdrop the message and send malicious
jamming simultaneously. In such a scenario, the transmit beamforming and phase
shift of the IRS are first optimized to prevent eavesdropping, and then with the
optimized IRS phase shift, RBF will be used to eliminate jamming after estimating
JCM.
The transmitted baseband signal from Alice is

Alice Bob

Mallory

HM

Fig. 3.1 Block diagram of IRS-aided DM network with malicious attacker
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sa = v/BPavx + /(1 — BYPATA ANZA AN, (3.1)

where P4 denotes the total transmit power and B € [0, 1] is the power allocation
factor. v e CNaxl and T AAN € CNaxNa denote the transmit beamforming vector
and projection of artificial noise (AN) respectively, with the nature of vfv = 1
and tr(Ty4 4 NTX an) = 1, and AN is designed in accordance with the null-space

projection. x is the transmitted symbol satisfying E[|x|*] = 1, and z4 oy € CN4*!
represents the AN vector with distribution z4 ax ~ CN(0, Iy,).
The malicious jamming signal from Mallory is

s =+ PuTm anzyu an, (3.2)

where Py, is the transmit power of Mallory, Ty an € CNuxNJ denotes the
projection of jamming, Ny € [1, Ny — 1], and zyy axn ~ CN(0, Iy,) indicates
the jamming symbol from Mallory with complex Gaussian distribution.

The received signal at Bob can be written as

rp = vip[(VearsH,OHY, + /eapHE p)s A
Ha

+ (VemisHLOHE |+ /eysHE sy + np]
Hy

= vH o [VBPAHA VX + /(1 — B)PAHAI T A ANZA AN

+ vV Pyl Ty anzy, an +ngl, (3.3)

nyp

where vgr € CN8*! is the receive beamforming vector of Bob, ng € CN&x!
denotes the complex additive white Gaussian noise (AWGN) vector, following the
distribution ng ~ CN(0, aéINB), and ®@ = diag{[ej‘f’l, el ej¢M]} is
a diagonal matrix with ¢; symbolizing the phase shift of the i-th element at IRS.
8AIB> 8AB> 8M1B, and gy p denote the path loss coefficients of four path: Alice to
Bob through IRS, Alice to Bob, Mallory to Bob through IRS and Mallory to Bob.

Besides, HY, € CNexM HE e CM*Na HH, € CNoxNa HE e CM*Nu,
and HY . € CNo*Nu denote the channel matrices of IRS to Bob, Alice to IRS,
Alice to Bob, Mallory to IRS and Mallory to Bob respectively. In DM, transmitter
and receiver are deployed with N-element linear antenna arrays with spacing d, the
normalized steering vector is

1 1. . , T
h(©) = J_ﬁ[e]2nW9(l)7 el ."e‘]ZJT‘I/g(N)jI ’ (3.4)



3.2 System Model 45

where Wg(n) = —(n — %)dc%@, n = 1...N. 6 represents the angle of arrival
or departure of signal, n is the index of antenna and A represents the wavelength.
Then, the channel can be given by H” (6) = h(6,)h" (6,), which also indicates that
the rank of each channel is 1. In (3.3), for convenience, we set H4; and Hj;; as the
equivalent channel matrices of Alice to Bob and Mallory to Bob.

The received JCM at Bob is

Ri =E [nMan,IB]

= Py (VemrsHE, O+ JensHE )Ty an-
TZ,AN(ngIBH%@Hﬁ[ + VemsHE . (3.5)

Specially, using the matrix inequalities rank(A + B) < rank(A) + rank(B), and
rank(AB) < min{rank(A), rank(B)}, it can be derived that rank(R;) < 2. In
other words, the rank of ideal JCM will not be greater than 2.

To estimate JCM, once Alice detects the jamming signal, or IRS phase shift
changes and JCM re-estimation is needed, Alice will keep silent, and then the
received signal at Bob is

Y8 =+ PuHpy1 Ty aNZy AN +DB. (3.6)

nyp

After Bob receives K samples, SCM can be directly given by

. 1 K "
R=— k; ylklyH [k]. 3.7)

A

As K tends to infinity, R =~ R; + UI%INB, which means, when K is large
enough, SCM is a valid estimator. However, in the small-sample scenario, it has
poor performance. To improve the performance of estimation, the properties of ideal
JCM should be used, such as rank-2 or rank-1 channel matrices mentioned above.
In the following, the criterion of minimizing the Euclidean distance between SCM
minus noise covariance matrix S = R — 03Iy, and estimated JCM is cast as

min  [R —S]F, (3.8)
R

which is constrained by the properties of JCM.
To compare the SR performance of JCM estimated by different schemes, we
extend NSP-based Max-WFRP RBF method in [15] to our model, which is cast as

max V?RHAlVVHHIIZIVBR (3.92)
VBR

st VHLR =01y, vipvpr = 1. (3.9b)



46 3 High-Performance Estimation of Jamming Covariance Matrix for IRS-Aided. ..
3.3 Proposed Three Estimation Methods

In this section, by exploring the features of ideal JCM, including its rank and
composition, three estimation methods named EVD, PEM-GD and PEM-AO are
proposed to improve the performance, and their complexities are also compared.

3.3.1 Proposed EVD Method

We first consider the rank constraint of JCM, the ideal JCM can be expanded as
R, = )\rlvrlvﬁ + )"r2vr2vf127 (3.10)

where A,1, A2 are the eigenvalues of R;, and v,q, v,, are the corresponding
eigenvectors. Meanwhile, the covariance matrix of yp is given by

R, = Elysyd1=R; +0}ly,, (3.11)

whose eigenvalues have the order Ay > ... > Ayng, and vy, Idots, vy, are the
corresponding eigenvectors. Here, Ay1 = 4,1 + aé, Aya = A2 + oé, and Ay3 =
e =AyNg = aé and vi = v,1, V2 = v,2, i.e. Ry can be rewritten as

Np
Ry = (1 + 0p)Vivi + Goa + o) vavil + Zagvivﬁ. (3.12)
i=3

Since Ry and R give the covariance and sample covariance of yp respectively,
after finding the eigenvalues and eigenvectors of R, represented as A1 > ... > Ay,

and uy, ..., uy,, the receiver noise variance and JCM are estimated as
Np
VB )
65 = Zizsh, (3.13)
Np —2
and
Revp = (A1 — 6wl 4+ — 63)upull. (3.14)

3.3.2 Proposed PEM-GD Method

Now, we turn to consider the structure of R; and propose a method to estimate JCM
by its parameters. It can be derived from (3.5) that R; = FFY | where
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F = /Py (JemisHi,OHY , + /ausHE 5) T an

=H}"30 (' PugmisHyy T, an) +v/ PugusHa s Tar an, (3.15)
T T,

where matrices T € CM*Ns and T, € CVN8*Ns describe the unknown parameters
in R;. Since both T| and T, are rank-1 matrices, they can be decomposed into
T; = af”, T, = wv!, where @ € CM*! @ e CN8*! and B, v € CN/*!, Then,
JCM is constructed as

R(a, B, @, v) = (HL 0B + wv)(H, 0ap + v, (3.16)
which transforms the optimization problem in (3.8) into

min  |R(a, B, ®, v) — S|%. (3.17)

o,p,0,v

It is an unconstrained non-convex optimization problem, then the gradient descend
(GD) method is applied to get the unknown parameters in (3.16). The gradients of
the objective function with respect to o, 8, @ and v are as follows:

Vor = OFH 3R — 8) HL, 08" + 0v)B, (3.18a)
Vg = (vo'’ + pa” ©"H; )R - S)"H},; Ou, (3.18b)
Vor = R —8)? (HIEL 0B + wv)v, (3.18¢)
Ve = (Ba’OH; 5 + v ) (R — S) w. (3.18d)

In the above GD algorithm, we first initialize the parameters &, 8, @ and v, and
noting that N is unknown in a practical scene, 8 and v are initialized to vectors
of dimension N, greater than the surmised number of Mallory’s antennas. Next,
all parameters are updated as x") = x"~1 — r,ﬁ’”)vf‘i”*‘) in each iteration until
convergence, where x can be replaced by o, 8, @ and v. It should be aware that #¢
denotes the step of each update, which can be obtained by a backtracking line search
in [17], and it guarantees that the objective function declines in each iteration. Thus,
the estimated JCM Rp g y/— p can be obtained, and it can adapt to the phases change
of IRS since the estimated vectors are independent of ®.

3.3.3 Proposed PEM-AO Method

However, while backtracking line search and a sufficiently large initial step size in
each search make it possible to get a global minimum point for PEM-GD, the GD
method of four vectors and backtracking line search cause a large computational
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amount. Therefore, below, improving the work in the previous subsection, a low-
complexity parametric estimation method is proposed. From (3.16), the JCM can be
given by

R(a, B, @, v) = H,0ap” B ©"H, 5 (3.19)
+HL 008 vol! + wvf e @ H 5 + wvvel.

To reduce unknown optimization variables, let us define three new variables

BB = ci, v = 3, vilv = ¢3, and the association of three newly defined

variables can be derived as c¢jc3cos?0 = cxcy, where 6 is the included angle

between B and v. Since H, = h(0} )h (0! ), we can set «? @7 h(6!,) = b,
then the estimated JCM turns into

R(c1, 2, ¢3, b, 0) = c1b*bh(6] p)h" (6] p)
+ c3b*h(B) p) " + cabwh™ (6] ) + czoe!. (3.20)

And to further reduce the unknown variables, let us define ® = /c3@, ¢; = c1b*b,
Cr = ob Thus, the estimated JCM is formed as

Ve
R(@1, &, @) = &th(®] ;)h" (6] ) + Sh(0] 5)d"
+ &ehf (07 ) + @d (3.21)
where &jcos?0 = ¢2¢5. Consequently, the optimization problem is recast as

min_ |R(@G1, &, @) —S|3 st & > 6d. (3.22)
C1,02,@

Noting that it is hard to solve (3.22) directly due to the coupled variables and its
non-convex properties, we apply AO algorithm and optimize (¢, ¢2), @ alternately.
First, by fixing @, the sub-optimization problem of (¢, ¢) is cast as

mip f(c1, ) s.t. ¢p > 525; (3.23)
C1,€2

where
f (@1, E) = W& + 2(&5)%a> + 4¢1&a + 2 aa*

1253 e + 4ae — 26T — 4éay ), (3.24)

with @7 h(0] ) = a, " = e, W' (0] ,)S® = y, and h(8};)Sh(0},) = t for
brevity.
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This sub-optimization problem can be solved by the Karush-Kuhn-Tucker (KKT)
conditions. By setting m = aa* — ¢ — v/2, where v is the Lagrange multiplier
associated with the inequality constraint, the result of each iteration is

T — _ *
¢ =r+§—aa*—5§a—52a*, 52=w, (3.25)
m

with v = 0 for I3 > 0, and v being a positive real root of v+ +bhv+i =0
when I3 < 0, where

Iy = 4e + 21t — daa”*, (3.26a)
I = 4a*(a*)* — 8aa*e — 8aa*t + 4¢” + 8er, (3.26b)
I3 = 8a*(a*)*t — 16aa*et — 8aa*t> + 8yar, (3.26¢)

+ 8y*a*t + 8¢’ — 8y y*. (3.26d)

For given ¢1, ¢3, we have to solve a non-convex unconstrained optimization problem
about ®@. Then we apply GD method as before, and the gradient of the objective
function with respect to @ is as follows,

Vo = (R —8)(Gh(0) ) + @). (3.27)

Finally, by alternately calculating (¢1, ¢2) and @ until convergence, the estimated
JCM is obtained as Rprpy—a0.

3.3.4 Computational Complexity Analysis and CRLBs

Now, we analyse the complexities of the proposed methods. The complexities of
EVD, PEM-GD, and PEM-AO are O(N +2N% +2Ng), O(L1(2M>Np + MN% +
MN;Ng + 3MN; + 3N;Np)loga(1/1)), and O(La(L3(Ng + Np)loga(1/x) +
3N§ +2Np+25)441L4) respectively, where L1 and L3 denote the iterative number
of GD in PEM-GD and PEM-AO, with log, (1/k) the maximum iterative number of
backtracking line search, Ly and L4 are the numbers of alternating iterations and
occurrences of /3 < 0 in PEM-AQO. Besides, the complexity of RCML in [16] is
O(Ng —i—4N129 +2). Therefore, the complexities of these methods have an decreasing
order as PEM-GD, PEM-AO, RCML, and EVD.

Additionally, the CRLBs of JCM is defined as the sum of the Cramer-Rao Lower
Bound (CRLB) of each element in JCM to give a lower bound for NMSE. And the
CRLBs is directly given by
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Np
CRLBs = |R[|z*Y 1" (R)];. (3.28)
j=1

with I(R) denoting the Fisher information matrix.

3.4 Simulation Results and Discussions

In this section, the performance of the proposed estimation methods are compared
through numerical simulations. Simulation parameters are set as follows: § = 0.9,
Py =Py =1W,Ny = Ng = Ny = 8 M = 16,05 = 03, K = 5,
JNR=5dB and Alice, IRS, Bob, Mallory are located at (0,0), (50,50), (500,0), (400,
—50) respectively. JNR and SNR represent the ratio of received jamming to noise
and signal to noise. The path loss model is given by g = (ﬁ)z, where d is the
distance between transmitter and receiver. For convenience, we set (ﬁ)2 =102
In addition, the convergence threshold for PEM-GD and PEM-AO is set as 10720,
and for PEM-GD, N; = 3N3.

Figure 3.2 shows the CPU time versus Np of the proposed methods and RCML.
It gives a more intuitive form for the complexity comparison of these methods
and reveals that the complexity of PEM-GD is much higher than that of EVD and
RCML, while the complexity of PEM-AO is between them.

Figure 3.3 depicts the convergence of PEM-GD and PEM-AOQO, where, specially,
since PEM-AOQ contains two loops, the iteration refers to the innermost iteration for
PEM-AO. Obviously, the proposed PEM-GD and PEM-AO converge to approxi-
mate constant floor values, but the proposed PEM-AO has a faster convergence rate.

Fig. 3.2 CPU time versus 102 : :
Np —6—Proposed EVD method

—+—Proposed PEM-GD method -
O Proposed PEM-AO method
% RCML in [13]

CPU time (sec)
o




3.4 Simulation Results and Discussions 51

Fig. 3.3 Objective function «10710
value versus number of 16
iterations — Proposed PEM-GD method
- - Proposed PEM-AO method | §

Objective Function Value

? 0 10 20 30 40 50 60
Number of iterations
Fig. 3.4 NMSE versus JNR 108 :
——CRLBs
-~ SCM
P, —6—Proposed EVD method

—+—Proposed PEM-GD method |}
o Proposed PEM-AO method
* RCML in [13]

-15 -10 -5 0 5 10 15

Figure 3.4 plots the NMSE versus JNR of three proposed methods with CRLBs,
SCM and RCML in [16] as benchmarks. It is observed that in the low and
medium regions of JNR, the proposed methods make better estimations than SCM
while the RCML is better than EVD method but inferior to PEM-GD and PEM-
AO. Additionally, as JNR increases, the performance gap between these methods
decreases, since estimation difficulty decreases as well.

Figure 3.5 shows the NMSE versus Np. It is seen that as the dimension of
the JCM matrix increases, with the same amount of samples, the performance
of all methods deteriorates, since in low training scenarios, the requirements for
estimation schemes are more stringent. And as their NMSE gaps are further
widened, the advantages of PEM-GD and PEM-AO over other methods will become
more significant.
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Fig. 3.5 NMSE versus Np

Fig. 3.6 SR versus SNR
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Figure 3.6 demonstrates the SR versus SNR with different JCM in RBF, where
SNR is increased by adjusting P4 and JNR is fixed. Additionally, in this figure,
transmit beamforming and phase shift of IRS are jointly optimized using GAI-based
Max-SR method in [10]. The figure shows that using JCM estimated by PEM-AO
or PEM-GD achieves higher SR than other estimation methods, and EVD, RCML
have approximate performance when applied to RBF. This outcome is consistent

with those in Figs. 3.4 and 3.5.

3.5 Conclusion

In this chapter, three methods: EVD, PEM-GD and PEM-AO have been proposed
to estimate JCM before employing RBF methods to eliminate the active jamming
from Mallory on Bob in an IRS-aided DM network. Simulation results showed that
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the three proposed methods perform better than SCM in the low and medium JNR
regions in terms of NMSE and SR, while the proposed PEM-GD and PEM-AO
outperform RCML and EVD. Specially, EVD can estimate the noise variance of
receiver and the JCM estimated by PEM-GD can adapt to the phase shift change
of IRS. Among the three proposed methods, the proposed EVD has the lowest
complexity and the complexity of PEM-AO is lower than PEM-GD, without loss
of performance.
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Chapter 4 ®)
Beamforming and Power Allocation for oo
Double-IRS-Aided Two-Way Directional
Modulation Network

To improve the information exchange rate between Alice and Bob in traditional two-
way directional modulation (TWDM) network, a new double-IRS-aided TWDM
network is proposed in this chapter. To achieve the low-complexity transmitter
design, two analytical precoders, one closed-form method of adjusting the IRS
phase-shifting matrices, and semi-iterative power allocation (PA) strategy of max-
imizing secrecy sum rate (SSR) are proposed. First, the geometric parallelogram
(GPQG) criterion is employed to give the phase-shifting matrices of IRSs. Then, two
precoders, called maximizing singular value (Max-SV) and maximizing signal-to-
leakage-noise ratio (Max-SLNR), are proposed to enhance the SSR. Evenly, the
maximizing SSR PA with hybrid iterative closed-form (HICF) is further proposed
to improve the SSR and derived to be one root of a sixth-order polynomial computed
by: (1) the Newton-Raphson algorithm is repeated twice to reduce the order of the
polynomial from six to four; (2) the remaining four feasible solutions can be directly
obtained by the Ferrari’s method. Simulation results show that using the proposed
Max-SV and Max-SLNR, the proposed GPG makes a significant SSR improvement
over random phase and no IRS. Given GPG, the proposed Max-SV outperforms the
proposed leakage for small-scale or medium-scale IRS. Particularly, the proposed
HICF PA strategy shows about 10% performance gain over equal PA.

4.1 Introduction

DM, as a key method of physical layer security (PLS), is attracting much attention
from academia and industry due to its future great promising applications in
civil and military [1-12]. Its basic idea is as follows: in line-of-propagation
channel, transmit beamforming and AN are two main ways to improve the secure
performance. The former uses the beamforming vector to enhance the confidential
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message along the desired direction while the latter is projected along the undesired
direction to severely degrade the performance at Eve.

In [13], the authors proposed a dual-beam DM scheme, in which the in-phase
and quadrature baseband signals were used to excite two different antennas. In
[14], a general PA strategy of maximizing secrecy rate (Max-SR), given the NSP
beamforming method, was proposed for secure DM network. In [15], the authors
considered a scenario for DM network with a FD malicious attacker, where three
high-performance receive beamforming methods were proposed to alleviate the
impact of the jamming signal on the desired user. In DM, the beamforming vector
and AN projection matrix are intimately related to the desired and undesired
directions, Alice should behave as a receiver to make DOA measurements before
performing a beamforming operation. In [16], to achieve low-complexity and
high-resolution DOA estimation for practical DM, a fast root multiple signal
classification hybrid analog-digital (HAD) phase alignment method of DOA in
hybrid MIMO structure were proposed. In [17], using the probability density
function of measured DOA of a desired user, an AN-aided robust HAD plus DM
transmitter was presented, and a robust and secure physical-layer transmission was
achieved. In fact, for DM, the direction angle is not always perfect, for the imperfect
direction angle, a low-complexity robust synthesis method for secure DM was
proposed to make an one-order improvement on bit error ate performance compared
to non-robust ones in [18].

To address the secure risk of DM that Eve moves to the desired main-beam from
Alice to Bob and may eavesdrop the CM due to its property of only depending
on angle dimension, in [19], a random frequency diverse array (FDA)-based DM
scheme of randomly allocating frequencies to transmit antennas was proposed
to implement a two-dimensional secure transmission of depending on both angle
and range. In [20], combining the orthogonal frequency division multiplexing and
DM, a new secure precise wireless transmission concept was proposed to make it
easy to implement in practice by replacing random frequency diverse with random
subcarrier selection. A FDA-based DM aided by AN was proposed in [21], the AN
projection matrix was calculated to minimize the effect of AN on legitimate user in
the cases of known and unknown Eve locations. In [22], a single-point AN-aided
FDA DM scheme was proposed, where the FDA was analyzed in three-dimensional
(i.e., range, azimuth angle, and elevation angle). Compared with the conventional
zero-forcing and singular value decomposition methods, this method reduced the
memory consumption significantly.

With the rapid development of wireless networks, there is a strong demand for
a wireless network with lower implementation cost and energy consumption. IRS,
consisting of a large number of small and low-cost reconfigurable passive elements,
will meet this demand [23-25]. Actually, IRS is a passive forwarding device, which
is viewed as a low-cost and low-energy-consumption reflecting relay. An IRS-
aided SWIPT for MISO system was presented in [26] to maximize the harvested
energy by jointly optimizing the transmit beamforming and IRS phase shift. In
[27], an IRS-aided FD communication system was established to maximize the sum
rate of two-way transmissions. Compared with the Arimoto-Blahut method, this
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method achieved a faster convergence rate and lower computational complexity. An
IRS-aided decode-and-forward (DF) relay network system was investigated with
multiple antennas at relay station in [28], three maximizing receive power methods
were proposed to achieve a high rate. In a double-IRS-aided multi-user system [29],
the maximizing the minimum signal-to-interference-plus-noise ratio of all users was
proposed to jointly optimize the (active) receiving beamforming of the base station
and (passive) cooperative reflection beamforming of the two distributed IRSs. A
double-IRS-assisted wireless system was proposed in [30], using the particle swarm
optimization algorithm, the transmit and passive beamforming vectors on the two
IRSs were cooperatively optimized to maximize the received signal power.

To explore the security of IRS-assisted wireless system, in [31], the authors
analyzed whether AN is helpful to enhance PLS, and identified the most beneficial
practical scenario for using AN. In [32], the authors investigated the improved
security of an IRS-assisted MISO system, the oblique manifold and Majorization-
Minimization algorithms were proposed to jointly optimize the transmit beamform-
ing at transmitter and phase shifts at IRS. In [33], the IRS was used to enhance
the security performance in MIMO system in order to maximize SR. Here, the
block coordinate descent algorithm was proposed to alternately update the transmit
precoding, AN covariance, and IRS phase shifting matrix. An IRS-aided secure
spatial modulation system was presented in [34], and three IRS beamforming
methods and two transmit power design methods were proposed to improve the
SR. A robust transmission design for an IRS-aided secure system in the presence
of transceiver hardware impairments was investigated in [35], and an alternate
optimization method was proposed to maximize the SR.

To enhance the energy efficiency and overcome the limitation of only one
confidential signal being transmitted to legitimate user in the traditional DM
network, in [36], with the help of an IRS, the DM system has implemented two
parallel independent CBS transmission from Alice to Bob, where the GAI algorithm
and low-complexity NSP algorithm were proposed to maximize the SR. They
showed that the proposed two-stream transmission approximately doubles the SR
of conventional DM system in terms of SR. In [37], an IRS-aided DM with AN
scheme was proposed to achieve an enhanced secure single-stream transmission,
and its closed-form expression for SR was derived. Although two CBSs in [36] were
independently and concurrently transmitted from Alice to Bob with the aid of IRS,
only one-way information was sent from Alice to Bob. In this chapter, we propose
a completely distinct new network, i.e., a new kind of two-way DM network aided
by IRS. In other words, Alice and Bob exchange their messages each other via two
IRSs at the same time, which will be shown to significantly improve the SR of the
traditional two-way DM network without IRSs in this book chapter.

In this book chapter, to enhance the SSR performance and energy efficiency in the
traditional DM networks, a double-IRS-aided two-way DM system is established.
Here, both Alice and Bob work in FD mode, and friendly multipaths between Alice
and Bob are created and controlled by the two IRSs. To maximize the SSR of this
system, the phase-shifting matrices of two IRSs are firstly designed and optimized
by using the GPG criterion, i.e., each IRS phase-shifting matrix is chosen to be
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negative to the phase part of a synthesis vector of two channel vectors independently
reflected from IRS to Alice and Bob. In the simulation, it is verified compared
to random phase method, the proposed GPG method can make a substantial SSR
enhancement.

Given that IRS phase-shifting matrix has been designed by GPG strategy, one
transmit beamforming scheme, called Max-SYV, is proposed. Here, the right singular
corresponding the maximum singular-value is used as the beamforming vector
of the CM while the AN beamforming vector is designed on the null-space of
the remaining singular vectors. Additionally, the Max-SLNR is generalized to
the double-IRS-aided two-way DM network. At Eve, a ZF-based maximum ratio
combining (MRC) method is proposed to achieve a high-performance receive
beamforming. Simulation results show that the proposed Max-SV and generalized
leakage methods outperform random phase and no IRS in terms of SSR.

To further improve SSR, a PA strategy of maximizing SSR is proposed, which
is addressed by the HICF algorithm. Here, the optimal PA factor is shown to be
one root of a sixth-order polynomial. The HICF method consists of two steps:
In the first step, the Newton-Raphson algorithm is repeated twice to obtain two
candidate roots and reduce the order of the polynomial from six to four, and the
remaining four feasible solutions can be obtained by the Ferrari’s method; secondly,
the optimal root is obtained by maximizing the SSR over the set of six candidate
roots and boundary points. Moreover, the two-dimensional exhaustive search (2D-
ES) algorithm is presented as a performance benchmark. Simulation results show
that the proposed HICF achieves about a 10% performance gain over equal PA
(EPA).

The remainder of this chapter is organized as follows. Section 4.2 describes
the system model and problem formulation of the double-IRS-aided two-way DM
network. In Sect.4.3, two transmit beamforming methods are presented. One PA
scheme for maximizing SSR is given in Sect.4.4. Numerical simulation results are
presented in Sect. 4.5. Finally, we draw our conclusions in Sect. 4.6.

Notations throughout this chapter, boldface lower case and upper case letters
represent vectors and matrices, respectively. Signs (~)T, ()%, (~)H, (~)’1, (~)T, tr(-),
and | - || denote the transpose operation, conjugate operation, conjugate transpose
operation, inverse operation, pseudo inverse operation, trace operation, and 2-norm
operation, respectively. The symbol C¥*¥ is the space of N x N complex-valued
matrix. The notation Iy is the N x N identity matrix. The sign E{-} represents the
expectation operation.

4.2 System Model and Problem Formulation

As shown in Fig. 4.1, a double-IRS-aided two-way DM system is considered, where
Alice is equipped with N, antennas, Bob is equipped with Nj; antennas, and an
eavesdropper (Eve) is equipped with N, antennas, both of IRS-1 and IRS-2 are
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Fig. 4.1 System model diagram for double-IRS-aided two-way DM network

equipped with M low-cost passive reflecting elements. The IRS reflects signal only
one time slot. Both of Alice and Bob work in FD model. For convenience of analysis
and derivation below, it is assumed the self-interference is completely removed by
the transmitters at Alice and Bob. The channels from Alice to IRS-1, Alice to IRS-2,
Alice to Eve, Alice to Bob, IRS-1 to Eve, IRS-2 to Eve, Bob to Eve, IRS-1 to Bob,
and IRS-2 to Bob are the line-of-propagation channels.

The transmit signal from Alice is

Sq = VB1Puvarx1 + /(1 — B1) Pawy, “4.1)

where P, denotes the total transmit power, 81 and (I — B;) represent the PA
parameters of CM and AN, respectively. v,, € CNe*! is the transmit beamforming
vector of CM, and w, € CNa*! denotes the beamforming vector for transmitting
AN, where viv,, = 1, and wHw, = 1. x; is the CM with E[||x{[?] = 1.

The transmit signal from Bob is given by

Sy =V B2PpVpix2 + /(1 — B2) Ppwp, 4.2)

where P, represents the total transmit power, 8 and (1 — f2) are the PA factors
of CM and AN, respectively. v;; € C¥*! is the transmit beamforming vector that
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sends CM, and w, € CVo*1 denotes the AN beamforming vector, where vft vy = 1,
and WZI;IWb = 1. xp represents the CM with E[||x2||2] =1.
Taking the path loss into account, the received signal at Bob is

v = Vi1 ((VEanp B, © 1 Hai, + /Zaip B, ©:2Hai, + V8 HIpS,
+ («/gbilelflIbngbi] + ./gbiszgb®2Hhi2)VbzX2 + nb)
= i1 (VB PHy(©1, @)Vt + (VEpHL, ©1Hy

+ V2o HE ©2Hy, )V xa + /(1 = B1) PaHp(©1, ©@2)w, + nb>,
(4.3)

WhereG)l:diag(ej‘f’},- eIt ... el%) and @2:diag(e-/¢%,~ el eIt
are the reflection-coefficient matrices of IRS-1 and IRS-2, respectively, where
(]b,ln, q),zn € [0, 27 ] represent the phase shifts of m-th reflection element. V}I;Ir € CIxNo
is the receive beamforming vector. n, € CM»*! is the complex AWGN vector
with its distribution as np ~ CN(0, 02IN,). 8aitb = 8air&irbs aish = 8air8irbs
8bith = 8biy 8&irb and gpib = iy 8iyp TEPresent the equivalent path loss coefficients
of Alice-IRS-1-Bob, Alice-IRS-2-Bob, Bob-IRS-1-Bob and Bob-IRS-2-Bob
channels, respectively. g,; denotes the path loss coefficient of Alice-to-Bob channel.
In (4.3),

H, (01, 02) = /20 pH], 01 Hai, + /ZapHl1, ©2Haiy + JeapHY,.  (4.4)

where the channel matrices Hyiy = h(6, 410" (614i)) € CY*Ne, HI!, =
h(b,.i,p)0" 0rip) € CY M Hyiy = W(rai)h" 0,01) € CVNe, HfY =

h(,i,0)h" (0,,p) € CNOM HA = h(0,ap)h? (6,,0) € CVoNa, Hy =
h(6,.61 )07 @r5i)) € C¥*No, and Hpi, = h(@rpi)h? 6r.01,) € CM*No are the
Alice-to-IRS-1, IRS-1-to-Bob, Alice-to-IRS-2, IRS-2-to-Bob, Alice-to-Bob, Bob-
to-IRS-1, and Bob-to-IRS-2 channels, respectively. The normalized steering vector
h(9) is

h(g) = LI\J[ejzjr\l}e(l)v DR} ejZHlI’H(n)v B ejZH\I’H(N)]Ts (45)

and the phase function Wy (n) is given by

(n— (N +1)/2)d cos b

Wy (n) = — -

,n=1,...,N, (4.6)

where 6 represents the direction angle of arrival or departure, n denotes the index
of antenna, d is the spacing of adjacent transmitting antennas, and X stands for the
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wavelength. Then (4.4) can be rewritten as
H, (01, ©2) = /2ai,ph(0.1,5)h" (6,,1,5) O 1h(B; 0i )W (0 ai))
+ /Zaiph 0y 1,)0 ™ (0,.1,5) @206y 41, )N (0. i)

+ 2abh(0r.ap)0" (B; ap). 4.7

Assuming that the CSI of each link is perfectly known by Bob, similar to [27],
the term in (4.3)

Vi («/ghithﬁbG)thil + ./ghiszgb@)thiz) Vi X2

can be removed from the received signal y; due to the fact that Bob knows its own
data symbol x;. Then the received signal (4.3) reduces to

v = Vi (VB PHA(©1, @:)verx1 + /(1= B PH (@1, ©2)w, + 1y ).

n,

(4.8)

Similar to the received signal at Bob, Alice knows its own data symbol x;. Then
the received signal at Alice is given by

ya=vHE ((«/gailefaeleil + «/gaiszgangbiz + \/gahHg,)Sb + na)

= v (VB2 PoHa(©1, @)V, 3 + /(1 = o) PyHa (1, @)W, + 1, )

ng

4.9)

where

H,(©1, ©2) = /2ai,pH{!,01Hpi, + \/2aipH[l,@2Hpi, + /2apHff,  (4.10)
vl ¢ C'*Ne denotes the receive beamforming vector, n, € CNeX! is the
complex AWGN vector, distributed as n, ~ CN(O0, afINa), the channel matrices
H? = h(b,.;,.)h" 6, CNaxM HH = h(b, ;,,)h" (6, ; CNaxM " and

ia ( r,tla) ( t,lla) € > i ( r,tza) ( I,l2a) € , an
Hf! = h(6)pa)h" (6, ps) € CNo*No represent the IRS-1-to-Alice, IRS-2-to-Alice,
and Bob-to-Alice channels, respectively. Then (4.10) becomes as

H,(®1, ©3) = /2ai;sh6r.i;0)h T (61.1,0) O 1h(B, i )W (B; 1i))
+ /Bairph 0. 1,a)0 T (01 1,0) ©20 (0 i, )W (6 i)
+ 28ahGr. b)) 1 ). (4.11)
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The receive signal at Eve can be expressed as

ye =V ((erngml + W§e®zHui2 + /gaeHL)S,
+ (VabieH O Hy, + /2o B ©:Hyi, + 2 HEL)S) + ne>
=vi (\/mHe] (©1, O2)vurx1 + /B2 PoHe, (O1, ©2)vpx2
+ (= B PaH, (©1, @)W, + /(1 = B) PoH., (1, ©2)w, + 1, )

= Vi (VBIPaHe (©1, ©2)Varx1 + /B2 PsHey (©1, ©2)Vsix2 + e ),
(4.12)

where

H,, (©1,0)) = /2airH] , 01 Hai, + /BaireH, O2Haiy + /8acHL,,  (4.13)
H,,(©1, ©2) = /gpi H;,©1Hpi; + /2o eH,©:Hbi, + /2o Hf,,  (4.14)

n, = /(1 = B1) PuH, (O1, @)W, ++/(1 — B2) P,H,, (@1, @2)Wp, + 1,

(4.15)
vl ¢ C'Ne denotes the receive beamforming vector, n, € CNe*! repre-
sents the AWGN vector, distributed as n, ~ CN(O, oZINe). 8aie = 8aii8ije>
8aize = 8air8ires 8bie = 8bii&ires AN Lhire = 8bir&ire denote the equivalent
path loss coefficients of Alice-IRS-1-Eve, Alice-IRS-2-Eve, Bob-IRS-1-Eve, and
Bob-IRS-2-Eve channels, respectively. g,. and gp. are the path loss coefficients
of Alice-to-Eve and Bob-to-Eve channels, respectively. The channel matrices
HY = h(r.a)h? (0r40) € CVNe, HY = h(0rp0)h? (0140) € CNexNe,
HY, = h(,.i,0)h" (014,0) € CV>M and HY, = h(6,i,o)h" (6;.4,e) € CNxM
represent the Alice-to-Eve, Bob-to-Eve, IRS-1-to-Eve, and IRS-2-to-Eve channels,
respectively. Then (4.13) and (4.14) can be rewritten as

H,, (01, ©2) = /8ai;ch6r.i;e)h” (01.1,.)O1h(4i )0 (0, 4i))
+ /ZainehOr. iy )N (61 1,6) @206y 41 )N (0 4iy)
+ 8ach(0r.ae)n™ (8 4¢) (4.16)

and

H,,(©1, ©2) = /8bi;ch(0r.i,0)0" (6:.i,0) O 1h(@).pi YT (6 i)
+ /8o (Or. i, )N (61.1,0) @206y iy )0 (6 i)
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+ /8beh 6y 5e )0 (B o), (4.17)

respectively.
In this section, we characterize the SSR expression in this chapter. According to
formulas (4.9), (4.8), and (4.12), the achievable rates at Alice, Bob, and Eve are

H Ay
R, = log, (1 + vHVI;lv—ViaZ) , (4.18)
v Cy,
Ry = log, (1 + m> : (4.19)
and
v Ey v Fy
R = log, (1 TG o T og> +log (1 TG T ag> ’
(4.20)
respectively, where
A = B PH, (01, OV, vEHE (01, ©,), (4.21a)
B = (1 - $2) PH,(©1, ©)w,w[ H] (©), ©)), (4.21b)
C = 81 P,Hy(©1, @)v,,viH] (81, ©)), (4.21c)
D = (1 - B)P.H,y(®1, @2)w,w/H[ (01, ©y), (4.21d)
E = 81 P,H, (01, ©)v,viH (0, @), (4.21e)
F = $,P,H,, (01, @)v,viiHE (01, @), (4.21f)
G =(1-B1) P.H,, (©1, 0w, w/H. (0}, 0),), “.21g)
J = (1— ) P,H,(®1, @)w,w; H! (©), ©)). (4.21h)
Then the achievable SSR can be written as
R = max{0, R, + Ry — R,}. (4.22)

4.3 Proposed Transmit Beamforming Methods

In this section, the GPG method is proposed to design the IRS phase-shifting firstly.
Then two transmit beamforming methods at Alice and Bob, called Max-SV and
Max-SLNR, are presented to enhance the SSR performance by fully exploiting the
double-IRS.
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4.3.1 Proposed GPG Method of Synthesizing the
Phase-Shifting Matrices at Two IRSs

Observing (4.7) and (4.11), it is obvious that their first terms on the right sides are
the linear functions of the IRS-1 phase-shifting matrix. To make a good balance
between Alice and Bob, it is fairly reasonable to maximize the power sum of the
two terms by a detailed design of @

tr(h™ (0, 1,5) ©1h(Br.41))) + tr(h? (6:.,0) O 1h(Gr.5i,))
= tr(®1h(B;.4i )W (6:.1,)) + tr(© 1By i, )0 (6 1,0))
= tr(©1 (Wi )07 6r.1,5) + By i )07 (B:.4,0)))

M
_ 1 Z oItk (ej2:r[(\llgrvail (m)—\Ilgl'[lb(m)> n ej27r(‘lr’9nbil (m)—\llelyil,,(m)))'
M

m=1
(4.23)
To make more clear, as shown in Fig. 4.2, let us define
O1(m) =27 (W, ,; (m) — Wy, ; ,,(m)), (4.24)
O2(m) = 27 (W, ,; (m) — Wy, ; ,(m)). (4.25)
In accordance with the angle relationship of parallelogram, we have
03(m) =1 — 6,(m) + 61 (m). (4.26)
Based on the cosine theorem, it is known that
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L3(m) = \J12(m) + 3(m) — 211 (m)La(m) cos(83(m)). (4.27)
13(m) + 13(m) — 13(m)
04(m) = arccos ( T s (4.28)

where [1(m) and [(m) represent the weight coefficients of 61(m) and 6»(m),
respectively. Then we can obtain that

Iy (m)ej(el (rn)+94(m))e./¢,'n = c(m), 4.29)

where c(m) is a constant, [3(m) represents the weight coefficient of qb,ln. When
l1(m) = lh(m), (4.27) and (4.28) can be reduced to

I3(m) = l1(m)y/2 — 2 cos(03(m)) (4.30)

and

Oa(m) = w’ (4.31)

respectively. To maximize the power sum via IRS-1, let us set

01(m) + 64(m) + ¢}, =0, (4.32)
then the optimal phase-shifting of m-th reflection element of @1 is given by

b = —(O1(m) + 64 (m)). (4.33)

Similarly, the optimal phase-shifting matrix of ®; can also be obtained.

4.3.2 Proposed Max-SV Method

In this section, a Max-SV beamforming method is proposed. Here, we first perform
singular-value decomposition (SVD) on the desired channel from Alice to Bob.
Its right singular vector corresponding to the largest singular-value is used as the
transmit beamforming vector. In the same manner, the receive beamforming vector
is designed. The AN beamforming vector is constructed to maximizing the receive
power at Eve on the null-space of this singular vector.
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4.3.2.1 Design of the CM Beamforming Vectors at Alice and Bob

According to (4.8), the receive signal at Bob can be rewritten as

v = Vi (VB PaH,(©1, @2)Varx + 10y ) (4.34)
Here, Hy(©1, ©7) has the following SVD form
H,(©,, ©;) = Uy, Zn, V{j, . (4.35)

where both of Uy, € CM»*N> and Vg, € CNa*Ne are unitary matrices, and Xg, €
CNp*Na js a matrix containing the singular values of H,(®1, ©5) and along its main
diagonal. The transmit beamforming vector v,; and receive beamforming vector v,
can be chosen as

Var = Vg, (5, 1) (4.36)
and
Vpr = Un, (5, 1), (4.37)
respectively, where Vg, (:, 1) and Ug, (:, 1) respectively denote the first column
vectors of the matrices Vg, and Ug, .
In the same manner, the SVD form of H,(®1, ©®,) in (4.9) is

H,(©),©)) = Uy, Ty, Vjj . (4.38)

where Ug, € CNeXNe and Vi, € CNo*Mo are unitary matrices, and Ty, CNe*M js
a matrix containing the singular values of H,(®1, ®7) and along its main diagonal.
The transmit beamforming vector v, and receive beamforming vector v, can be
respectively designed as

Vor = Vi, D, Vo = Uy, (G, D). (4.39)

4.3.2.2 Design the AN Transmit Beamforming Vectors
To reduce the effect of AN on the desired users, we limit the AN into the null-space
of CM transmit space, and then the AN beamforming vector w, at Alice can be

casted as

w, = T,u,, (4.40)
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where T, € CNexNa y, e CNa*1 gatisfies ufua = 1. In other words, to minimize
the AN power received by Bob, the T, is a projector on the null-space of CM
transmit beamforming vector at Alice constructed as follows

Ty =1In, — Vu,(, DVy,(, DA, (4.41)

The problem of maximizing the AN power received by Eve is formulated as

max  tr{w/H,, H. w,) (4.42a)
Uy
st. ufu, =1. (4.42b)

Considering HZ = h(9,,ae)hH (6r.4¢), the above optimization problem reduces to
max tr{u THh(6, 4o )h" (0; 40) Tauy) (4.432)
st ufu, =1, (4.43b)

which gives the associated Lagrangian

L(ug, ka) = ug Ty 0(r,ae )" (0r,0e) Tattg — ha(ugug — 1), (4.44)

where 1, is the Lagrange multiplier. We have the partial derivative of the Lagrangian
function with respect to u}; and set as zero

oL(ug, Ag)
= (T 0O a)h™ (0;.00) Ta)ug — Agug =0, (4.45)
a
which is rewritten as
Tgh(et,ae) hH(et,ae)Taua =ct = A4, (4.46)
t c

which means that u, is on the subspace spanned by the column vector t directly
given by

T (0 ac)

— __—a _Vhaes 4.47)
ITZ O qe)l

U,

Plugging (4.41) and (4.47) into (4.40), the AN beamforming vector w, can be
obtained completely.
Similarly, the AN beamforming vector w;, at Bob is given by

w, = Tpup, (4.48)
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where

T, = Iy, — Vi, G, DVa, ¢, D, (4.49)

T/ (b pe)

u, = —vel (4.50)
ITEhO, pe)

4.3.2.3 Proposed ZF-Based MRC Receive Beamforming Method at Eve

Seeing Fig.4.1, Eve may eavesdrop four-way signals from IRS-1, IRS-2, Alice
and Bob. The four-way signals interfere with each other. It is very necessary for
Eve to separate them and then combine them coherently. Below, the ZF receive
beamforming method is first presented to separate them, and the MRC is adopted to
combine their separate versions.

To completely cancel the interference among four-way signals, the total receive
beamforming vector is decomposed as

vi 2 [We, e, Wey we, |-

) (4.51)

R

MRC

< < < <«

3
I

H H H

where we,, We,, We;, and we, are the weight coefficients of MRC, v, , Vo, V..,

v . € C!*Ne are the receive sub-beamforming vectors of ZF. Substituting (4.51) in

(4.12) yields
ve = Vi (VB PaHe, (©1, ©2)Varxy + /B2 PoHeo (©1, ©2)Vprx2 + e )

= (wer Vi, + weyvi + wevEE, 4 we v ) [0 (611,0)©)1

(v/B1 PagaireHai, Varx1 + v/ B2 Pogbir e Hpi, Vbrx2) + By i)

W (0,.1,¢)02(v/B1 PagaireHaisVarx1 + /B2 Pogbire Hpiy Vorx2) +
VB PagacHVarx1 + v/ ﬁszgbeH;fQVbzxz] + (welve”,l + we, Vi,
+w v+ w64vz4>ﬁe. (4.52)

H

To design the sub-beamforming vector v,,. ,

H
eri

channels are useless, i.e., Vgl satisfies

it is assumed that h(6,;,.) is the only

one useful channel for v to receive the reflected CM from IRS-1 and the remaining
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VvE h(b1e) =0, VE Wb 40) =0, VE h(b,4e) =0, (4.53)

ery er] ery

the actual CM channel can be defined as

hH (Qr,ize)
Her71 = hH(er,ae) > (4.54)
hH (er,be)
then v,,, can be set as
Vorr = (Iv, = HE [, HE 1Her ) B6,0). (4.55)

Likewise, Ver,, Vers, and v, are respectively set as follows

Vers = (I, = BE_[Hor,HE 1 Her, ) h6i0), (4.562)

Ver; = (INe —HJ [Her_3H£;’,3]THer_3) h(6r.4c), (4.56b)

Ver, = (I, = B [Her . Her, ) BGrse), (4.560)

where

hf(6,.¢) h (6, h#0,.i0)
Herfz = hH(Qr,ae) s Her73 = hH(QV»ize) ’ Hé’r—4 = hH(Qr»iZE)
hH (er,be) hH (Qr,be) hH (er,ae)

4.57)

According to the MRC rule, the weight coefficients we,, We,, We;, We, are respec-
tively given by

H

(Vg, er@)l (v/B1 PagaireMai, Var + \/ﬂZPbgbileHbilvbt))

Wp, = s (4.58a)
“ ”VeHr' HlflIe@l (\/ B Pagai1eHai| Var ++/ ,BZPbgbheHhi]Vbt) I
H
(Vfrzng@z (\/ ,31 PagaizeHaiQVat + vV ﬂZPbghigeHbizvbt)> 4.58b
We, = ) ( . )
“ IEHE, 0 (Bi PagaireHaiVar + /B2 P 8bineHiiy Vi) |
H H
A" ) »
Wey = H taH y Wey = H waH . (4.58¢)
||Ver3 Haevﬂf ” ||Ver4HbeVbt ”

Then Eq. (4.12) can be further converted to
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H H
Ye = welvgrlHilegl(\/ B1 PagaileHuilvatxl + v ﬂZPbgbileHbilvthZ)
" H,0:(y/B1 PagaireHai VB2 P gbireHpi
+ Wey Ver, i 2( B1 a8aireairVarX1 + B2 b8bisre hszhzxz)
H H H H
+ /B Pagaewegver3HaeVatx1 + v ,BZPbgbewe4Ver4HbeVbtx2

H H H H -
+ (Wey Voy, + WeyVey, + WeyViopy + We,y Vi, e (4.59)

4.3.3 Generalized Leakage Method

In this section, the leakage concept in [38, 39] is generalized to design the CM
transmit beamforming vector and AN beamforming vector, and called a generalized
leakage (GL) in what follows.

4.3.3.1 Design the CM Transmit Beamforming Vector

The Hg;,, Hyi,, and Hfb channels can be viewed as the desired channels, while
Hg’e viewed as the undesired channel. In accordance with [38, 39], the transmit
beamforming vector v,; is designed by the optimization problem

max SLNR(vg) (4.60a)

Vat
H _
StV Ve =1, (4.60b)
where

tr {VZ (gailelHllil + g“i2Hc111i2H”i2 + g”bH”bHZ’) Val]
tr {Vg (,31 PagaeHaeHzlz-Ie + O—eZINa) Vaf}

SLNR(v4) = B1 Py
4.61)

According to the generalized Rayleigh-Ritz theorem [40], the transmit beamforming
vector v, at Alice is directly equal to the eigen-vector corresponding to the largest
eigenvalue of the matrix

-1
I:gaeHaeHgle"f'(ﬂl Pa)7] OeZINa] (gail HZ] Hai1 +gai2HZZHai2 +gabHabHZ;) .
(4.62)

Similarly, the transmit beamforming vector vy, at Bob can be designed from the
eigen-vector corresponding to the largest eigenvalue of the matrix

-1
I:gbeHbeH;I;{g + (B2 Pb)ilo'eZINb] (gile}Z'leil + gipHi} Hyi, + gabeaH]Zl) :
(4.63)
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4.3.3.2 Design the AN Beamforming Vector
The H/. can be viewed as the desired channel, while Hy;,, Hai,, and HZ channels
are viewed as the undesired channel. In the following, we compute the AN
beamforming vector at Alice by the following maximizing leakage-AN-to-signal
ratio (LANSR) optimization problem

max LANSR(w,) (4.64a)

Wq

H —

st w,w, =1, (4.64b)

where LANSR(w,) is given by

LANSR(w,) = (4.65)
(1 = B1) Patr {gae Wt Hy HE W, }
tr {ng [(1 — B P, (gahHZlHail + gaizHZzHaiz + gabHabHZj) + szIN,,] Wa}

Similar to (4.60)—(4.62), w, is equal to the eigen-vector corresponding to the
largest eigenvalue of the matrix

[ (gaileilHail + gaizngHaiz + gabHabeb> +
-1.2 - H
(1= BP0, | - (gacHaeHEL). (4.66)

In the same manner, the AN beamforming vector w;, at Bob is given by the eigen-
vector corresponding to the largest eigenvalue of the matrix

[ (gileZleil + giszngbiz + gabeaHfa> +

-1
(1= P o20, | - (g0 HoeHEL) (4.67)

4.3.3.3 Design of the Receive Beamforming Vector

Considering that Bob receives three-way signals from IRS-1, IRS-2, and Alice,
to combine them coherently, similar to the design of receive beamforming at Eve
in (4.51), the ZF-based MRC receive beamforming method is still adopted as
follows

VE = [way woy Wiy | [Vi, Vi Vi) > (4.68)
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where the receive sub-beamforming vectors vy, , Vor,, Vor; € CNox1 gre respec-
tively given as follows

Vbr; = (INb - Hlilr_] [Hbr,lH}I;Ir_l]THbr,l) h(er,ilb), (4.69a)
Vor, = (INb - Hg_z [Hb}Lszr_z]THbr,z) h(gr,izb), (469b)
Vors = (T, = B (Mo B 1" Hyy ) B(6ran), (4.690)
where
hH(er,-b)} [hH(e w] [hHw 'b)i|
Hy | = b Hy, = ribl My, = i)
b [hH(er,ab) 2T W @) | T L (0r00)
(4.70)

In (4.68), the weight coefficients wy, , wp,, and wp, can be respectively designed as
follows

H
H yH
(VbrlHi1b®1Hail va,>

wp, = : (4.71a)
! ||V£[r|Hl-1;1b®lHai1Vat”
H
(ngHgb@)zHaisz) 4.71b)
Wp, = ) .
2 ||Vllfr2Hgb®2Hai2Vat||
H
H yH
(Vbr3HabVaz) (47] )
wb = ———— . C
SR [\7 : CAH|

Therefore, (4.8) can be further converted to

30 = V/B1 Pa (Bt o, Vi, D600 (01109)©1 B, + y/Baizptin, Ve
B(0riz)0" 01,10)©2Has + /B wh: Vi, B Ora)B Or.ap) JVar

+ (Wp, Vi + Wy Vih, + Why Vi ). (4.72)

Similarly, the receive beamforming vector v at Alice is

H _ x ox ox 1T
Var = [wdl Way wa3] [Varl Varz Var3] ’ (473)
where the receive sub-beamforming vectors vy, Vary, Var; € CNax1 gre respec-

tively given by
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Var = (v, = Hlp_ Har B T Hor ) Bri10), (4.742)
Var, = (INa —HZ (M, HE H,._ ) h(.1r0), (4.74b)
Var; = (INa ar 3[Har 3Har 3] Har_3) h(er,ba)v (4.74¢)
and
h#6,.1,4) h#6,;4) he 6,;4)
H — rna , H — ria , H — ria )
[hf’(@,ba)} [h”(er,ba> “= T L hf (6,404)
4.75)

In (4.73), the weight coefficients wg,, wg,, and w,, are respectively constructed as
follows

(v, 1,0 Hy,v5,) "

ar1 ita
P = ||V¢1¢L[rlH,I-IIa®1Hbi1Vbz|| ’ (4762
H
(m lzaGZHblzvbI)
e = ||Vfr2Hga®2Hbi2Vbzll ’ (*-760)
H
o = M (4.76¢)

||Var3 bavbl“

The received signal in (4.9) can be further converted to
Ya =+ :32 Pb (\/ 8aihWa, V(I;Irl h(er,ila)hH (Ql,ila)G)thil + A/ gaizbwazvglrz :
B(0riz)D 01,120) O M, + Ba i Vo, 16 5)h" (00) ) Vo2
+ (Wa, Vb, + Way Vak, + Was Vo Mg (4.77)

This completes the construction of all beamforming methods.

4.4 Proposed HICF Power Allocation Strategy

In this section, given that all beamforming vectors are designed well in the previous
section, we will optimize the PA between CM and AN to improve the SSR
performance. The PA method of maximizing SSR is proposed. First, two exhaustive
search (ES) methods including 2D and 1D are presented, and then a hybrid iterative
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and closed-form solution is proposed to reduce the high computational complexity
and approximately achieve the same SSR performance as ES method.

4.4.1 Problem Formulation

Given all beamforming vectors, maximizing the SSR in (4.22) over the PA factors
forms the following optimization problem

max R(B1. f2) = Ra+ Ry — Re (4.78a)
st. 0<BI<1,0<pB<l. (4.78b)

Let us define
s1= Py|IVEH.(©1, @2)vi|?, 52 = PyllVELHL(©1, @) w 1%, (4.79a)
= Py|IVi Hy(©1, @2)vu||*, 54 = PollViLH,(O1, @2)w, |, (4.79b)
= Pa|lVEH,, (©1, @2)vu|?, 56 = PplIVEIH,,(©1, @2)vie|*,  (4.79¢)
= P,IVEH,, (©1, @)W, |, s53= P,[IV/IH,,(©1, ©2)w,|*. (4.79d)

Then the objective function R(B1, f2) can be rewritten as follows

R(B1, o) = log2< L) +log, (1+L>

(1 —PB2)s2 +02 (1 —B)sa+ o}
Biss
~log <1 * (1 —B1)s7+ (1 — B2)sg +a§>
B2se
-1 4.80
°g2< (1= Bys7 + (1 — Ba)ss + 02 ) (50

In what follows, let us consider two cases: 82 # B, (different, 2D) and B = B>
(equal, 1D), which are called 2D-ES and 1D-ES, respectively.

4.4.2 2D-ES and ID-ES PA Strategies

In this section, we first consider the case of 81 # f2, the 2D PA optimization
problem in (4.78) can be recasted as
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max R(Bi,B2) = Ry + Ry — R, (4.81a)

Bi.B2

st. 0<B1=<1,0=<pB =<1, (4.81b)
B1 # Ba. (4.81¢c)

Clearly, the above objective function is a non-concave function. Due to its three
constraints, it is hard to obtain its closed-form solution. It is natural to use a 2D-ES
algorithm to find its approximate solution over the 2D domain [0, 1] x [0, 1].

To reduce the computational complexity of the above 2D-ES algorithm and
consider the symmetry of two-way network, f; is taken to be equal to B,. Let us
define 81 = B> = B, then (4.78) reduces to

mélx R(B) = logZ% (4.82a)
st. 0<pB1,B <1, (4.82b)
where
Q1 = ((s1 —52)B + 524+ 0.)((53 — 52)B + 54+ 0})
(=57 — 58)B + 57+ 53 + 02)7, (4.83)
and

02 = (=28 + 52+ 02)(—s4B + 54 + 07 ) ((s5 — 57 — 58) 8
+ 57+ 58+ 02)((s6 — 57 — 53)B + 57 4 53+ 02). (4.84)

According to the derivation of Appendix 4.6 and (4.82) is equivalent to solving the
following sixth-order polynomial

fB) =B+ a1+t +a3p® +aup? +asp+ a6 =0 (4.85)

with the constraint 8 € [0, 1].

4.4.3 Proposed HICF PA Strategy

To the best of our knowledge, there is no closed-form expression for roots of a
general polynomial with order more than four in (4.85). In what follows, we will
propose a HICF method to solve this polynomial, and its basic idea is as follows:
the Newton-Raphson algorithm in [41] is first employed twice to reduce its order
from six to four with two candidate roots be computed iteratively, and the remaining
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four candidate roots can be obtained by the Ferrari’s method. The more detailed
procedure are sketched in Fig. 4.3.
Let us begin with the initialization of the Newton-Raphson method:

AB) =0+ a1+t + a3+ auB? + asp + as, (4.86)

and its derivative

_9f1(B)
=35

=68 + 5a18* + 4o B> + 3382 + 2048 + ass. (4.87)

g1(B)

The iterative step of Newton-Raphson algorithm is as follows

L)

p+l _ gp
A P g1(BP)’

(4.88)

where p is the number of iterations, and setting the initial value 8 = 0.5. Repeating
the above iterate process until |8?T! — BP| < 107 yields the first root (1),
and (4.85) is decomposed as a product of an one-order factor and one fifth-order
factor as follows

B— BB +ap* +ap +azp* +ap +as) =0, (4.89)
where

ar=a;+ 1), & =a+ B(ai, @ =a3z + B, (4.90a)

a4 = a4+ B(Das, as = as + B(1)ay. (4.90b)

The remaining five roots of (4.85) can be found by solving the roots of fifth-order
polynomial

B>+ a1t +ap’ +azpt +aup +as =0, 4.91)
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which is higher in order than four. We still need to use the Newton-Raphson
algorithm one time. Let us define the objective function and its derivative as

H(B) = B3+ a1t + ap® +ap 4+ aup + as, (4.92)
and
2@(B) = af;_/(gm =58% + 401 B> + 32 8% + 2a38 + aa, (4.93)

respectively. To avoid the increase of computational complexity caused by repeated
search, we define a new reduced search domain initial value (0, 0.5) U (8(1), 1),
and the initial value A° is randomly chosen in this interval. Repeating the procession
of computing §(1) in (4.88), a root B(2) of (4.91) is obtained in the same manner,
which is the second root of (4.85). Making use of the values of (1) and 8(2), (4.85)
has the following decomposition form

(B — BB — BB +&18° + 62p* + &3 + ) =0, (4.94)
where

Ay =a;+BQ), a =ax + BQ)ay, (4.95a)

az = a3+ BQ)az, a4 = aq + BQ)as. (4.95b)

Now, the two roots of (4.85) have been found. The problem of finding the
remaining solutions can be converted to the one of solving the roots of the fourth-
order polynomial as follows

B+ &18> + & B® + a3 + a4 = 0. (4.96)

According to the Ferrari’s method [42], the roots of (4.96) is given by

A

3.6 =Ly M 497
'B(')_Z‘Y?[_’ ()

where two =+ have the same sign, while the sign of =; is independent,

1

N =308 — 124 - a3), (4.98a)
1

v = E(_z&g + 9618283 + 726044 — 2743 — 27&744), (4.98b)
~ 2 3 2 3
o 3 3

V3=—2+ _24_ )/_2+V_1+ _2_ )/_2 ]/_1 (4.98¢)

3 2 4 27 2 4 27°
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~2
Oll N
m=y 7 —d -+, (4.98d)

3.0 o & U s & &3
m = [—ay —n] — 20 £ E(4a]a2 —8a3 —ay). (4.98¢)

4

At this point, all roots of the sixth-order polynomial in (4.85) have been found
completely. Then we have the set of all candidates for the optimal PA factor as

Spa={B(1),B(2), B3), B(4), B(5), f(6),0, 1}. (4.99)

The set of optimal values of 8 is chosen from set Sp4 with two constraints: (1)
falling in the interval [0, 1]; (2) maximizing the SSR.

4.5 Simulation Results and Discussions

In this section, we make an evaluation on the performance of the proposed two
transmit beamforming methods and one PA algorithm. System parameters are given
as follows: P, = P, = 27dBm, N, = N, = N, = §, M = 100, d = A/2,
B1 = B2 =10.9, dui; = dai, = 30m, dyp = dge = 80m, 0; 45, = /8, 0; i, = T /8,
6r.ae =47/9, Ot,ap = 57 /9, aaz = 03 = 2%2- The path loss coefficient is defined as
8ir = d‘%, where « is the path loss at reference distance dy, d; denotes the distance
between the transmitter and receiver, and c is the path loss exponent.
In what follows, three schemes will be used as performance benchmarks:

. Case I: No IRS: ©1=0,=0,/x .

. Case II: IRS with random phase: Phase of each element of both ®; and O, is
uniformly and independently generated from the interval [0,277).

3. Case III: IRS-1/IRS-2: let us set the phase-shifting matrix of one and only one

of IRS-2 and IRS-1 as zero matrix.

N —

Figure 4.4 demonstrates the curves of SSR versus transmit power P with P =
P, = Pp and no IRS as a SSR performance benchmark. It can be seen from this
figure that the proposed two methods Max-SV and Max-SLNR double and triple
the SSR of no IRS at M = 100 and M = 500, respectively. This means that double-
IRS can bring a significant SSR improvement.

Figure 4.5 plots the curves of SSR versus the number M of IRS phase-shifting
elements for dy;;, = dyi, = 40m and N, = N, = N, = 16, where no IRS and
random phase are used as performance benchmarks. Observing this figure, it is
apparent that given the transmit beamforming proposed Max-SV or Max-SLNR, the
proposed GPG makes a significant SSR enhancement over no IRS and random phase
in terms of SSR. Fixing the IRS phase-shifting method as GPG, the proposed Max-
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SV outperforms the generalized Max-SLNR when the number of IRS elements is
less than 700. Otherwise, there is a converse tendency. Additionally, as the number
of IRS elements increases, the SSR performance of the proposed schemes grow
gradually. Interestingly, even we close one of two IRSs, the performance gain
achieved by two-IRS over single-IRS is also attractive.

To see the effect of distance on SSR, Fig. 4.6 plots the curves of SSR versus
the number M of IRS phase-shifting elements by increasing d,j, from 70 to 200 m.
Clearly, as d,, increases, the SSR performance of all proposed methods degrades,
but there is a similar performance tendency among those proposed methods.

Figure 4.7 illustrates the curved surface of SSR versus the PA factors 8; and
B of the 2D-ES method where the GPG and Max-SV are used for the IRS phase-
shifting and transmit beamforming method. As we can seen in the Fig. 4.7, the
SSR performance first improves with increasing in PA factors and then decreases
dramatically when reaching the optimal point. It seems the optimal values of 8; and
B> are near one.
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Figure 4.8 depicts the curves of the SSR versus the PA factor 8 for Max-SV
method, and the equal PA is used as a benchmark. It can be seen that 1D-ES and
HICF have approximate SSRs for both cases of M =128 and 1024. In particularly,
observing this figure, we also find the fact that the SSR is a concave function of 8.
In other words, there is one unique extremum in the interval [0,1].

Figure 4.9 depicts the histograms of the SSR of the proposed HICF versus the
number of IRS phase-shifting elements M for Max-SV method with 2D-ES and
EPA as performance benchmarks. At M =128, the proposed HICF and 2D-ES can
achieve up to 10% performance gain over EPA. As the number of IRS phase-shifting
elements varies from 128 to 2048, the gain shows a slight reduction accordingly.
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4.6 Conclusion

In this book chapter, we have made an investigation of transmit beamforming and
PA for a double-IRS-aided two-way DM system. With the help of two IRSs, useful
controllable multipaths between Alice and Bob can be established. First, the IRS
phase-shifting was designed by the GPG criterion. Then the Max-SV transmit
beamforming method was proposed, and the Max-SLNR transmit beamforming
method is generalized. Finally, a HICF PA algorithm is proposed to enhance the SSR
performance with a reduced computational complexity compared with 1D-ES and
2D-ES. From simulation, we can find that the proposed Max-SV and generalized
leakage methods approximately triple the SSRs of random phase and no IRS.
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Furthermore, the proposed HICF method can provide about a 10% SSR gain over
EPA and achieve the same value of SSR as 2D-ES and 1D-ES with a significant
reduction in computational complexity. The proposed system and methods may be
applied to the future wireless networks like marine communications, UAV network,
satellite communications, even 6G.

Appendix

In Appendix, we will show how to derive (4.85) from (4.82). By a further
simplification, the objective function of (4.82) can be rewritten in a new simple
form

Q1B* + 2B + @3B + quB + s

R =1 , 4.100
(P) = log q6B* + q1B> + q3B* + q9B + q10 ( )
where
g1 = (s1 — 52)(s3 — 54)(—s7 — 58)7, (4.101a)
g2 = 2(s1 — 52) (53 — 54) (=57 — 58) (57 + 58 + 02) + [(51 — 52) (54 + o)+
(s3 — 54)(52 + 0] (—57 — 58)%, (4.101b)

2

g3 = (51— 52) (53 — 54)(57 + 58 + 0)? + 2(—s7 — 58) (57 + 53 + ) [(s51 — 52)-

(s4+07) + (53 —sa)(s2 + 0) ] + (=57 — 58)* (52 + o) (54 + 03),
(4.101c)

ga = [(s1 — $2) (54 + o) + (53 — s2) (52 + 02) ] (57 + 55 + 02 + 2(—s7 — 58)-

(52 + 02)(s4+ 07) (57 + 53+ 02), (4.101d)
g5 = (2 + 02 (sa + 07)(s7 + 53 + 02)2, (4.101e)
g6 = 5254(s5 — 57 — 58)(S6 — 57 — $8), (4.1011)

q7 = 5254(55 + 56 — 257 — 258) (57 + 5§ + 02) + (55 — 57 — 58) (56 — 57 — 58)-

[ = 2054 + ) = su(s2 + 0], (4.101g)

2

g8 =5254(57 + 55 + 02) 2+ (55 + 56 — 257 — 258) (57 + 58 + )| — 5254 + 07)—

sa(s2 + o) |+ (s5 — 57 — 58) (56 — 57 — 58) (52 + 02) (54 + o), (4.101h)
g9 = [—s52(s4 + 07) — s4(52 + 02)1(s7 + 58 + 0)* + (55 + 56 — 257 — 253)-

(57 + 58 + 0.) (52 + 0) (54 + o), (4.101i)
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q10 = (52 + 02 (54 + o) (57 + 53 + D). (4.101j)
Let us define

Q1B* + 2B + @3B + qaB + s

o) = q6B* + q18> + @3B + qoB + qi0’

(4.102)

then taking the derivative of function R(B) with respect to 8 and setting it equal
Zero give

/ OR(B) 1 /
(B) op In2.¢(,3)¢(ﬁ) ( )
Considering ¢ (8) # 0, (4.103) reduces to
¢ (B) =0, (4.104)

which means that

(418> +3q28% + 2438 + qa) (q6B8* + 18> + a8 B> + 908 + q10)—
(@18* + @8> + 438> + qaB + q5)(4q6B° + 3q787 + 2988 + q9) = 0,

(4.105)
which can be further simplified to
(@197 — 9296)B° + 24198 — 24396)B° + 3q190 + 4243
— 4397 — 3q496)B* + (491910 + 2290 — 2q4q7 — 4q5q6) B°
+ (Bq2q10 + 4399 — qaqs — 39597 B> + (2q3q10 — 2q5q8) B
+ (qaq10 — g599) = 0. (4.106)

Notice that (4.106) is a sixth-order polynomial since q1q7 — q2ge¢ # 0, let us define

a1 = (29198 — 29396) /(9197 — 9246), (4.107a)
a2 = (39199 + 9298 — 9397 — 39496) /(9197 — 9296), (4.107b)
a3 = (491910 + 29299 — 29497 — 49596) /(197 — 9296), (4.107¢)
a4 = (392910 + 9399 — 9498 — 39597)/(q197 — q9246). (4.107d)
as = (293910 — 29598) /(9197 — 9296), (4.107e)

a6 = (q4q10 — 9599)/(q197 — q246). (4.1071)
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which means

f(B) = ,36 + 011/35 + 052,34 + 013/33 + Ot4,32 +as58 4+ ag =0. (4.108)

This completes the derivation of (4.85).
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Chapter 5 )
Beamforming and Transmit Power Qe
Design for Intelligent Reconfigurable
Surface-Aided Secure Spatial Modulation

In this book chapter, an IRS-aided SSR is proposed, where the IRS perform
passive beamforming and information transfer simultaneously by adjusting the
on-off states of the reflecting elements. We formulate an optimization problem
to maximize the average SR by jointly optimizing the passive beamforming at
IRS and the transmit power at transmitter under the consideration that the direct
pathes channels from transmitter to receivers are obstructed by obstacles. As the
expression of SR is complex, we derive a newly fitting expression (NASR) for the
expression of traditional approximate SR (TASR), which has simpler closed-form
and more convenient for subsequent optimization. Based on the above two fitting
expressions, three beamforming methods, called maximizing NASR via successive
convex approximation (Max-NASR-SCA), maximizing NASR via dual ascent
(Max-NASR-DA) and maximizing TASR via semi-definite relaxation (Max-TASR-
SDR) are proposed to improve the SR performance. Additionally, two transmit
power design (TPD) methods are proposed based on the above two approximate
SR expressions, called Max-NASR-TPD and Max-TASR-TPD. Simulation results
show that the proposed Max-NASR-DA and Max-NASR-SCA IRS beamformers
harvest substantial SR performance gains over Max-TASR-SDR. For TPD, the
proposed Max-NASR-TPD performs better than Max-TASR-TPD. Particularly, the
Max-NASR-TPD has a closed-form solution.

5.1 Introduction

As a MIMO transmission scheme, SM exhibits a range of advantages and it has
been recognized as a promising transmission option for MIMO systems [1]. The
concept of SM was first proposed in [2] whose main idea was to carry additive bit
information via antenna indices [3]. Different from the two typical forms of MIMO,
Bell Laboratories Layer Space-Time (BLAST) [4] and space time coding (STC)
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[5], SM may strike a good balance between spatial multiplexing and diversity and
is called the third way between BLAST and STC. Compared to BLAST and STC,
SM becomes more attractive due to its advantages of no inter-channel interference
(ICD), inter-antenna synchronization (IAS) [6] and the use of less active RF chains.
Thus, it is also a green wireless transmission technique.

However, for such an SM system, due to the broadcast nature of wireless channel,
like other MIMO systems, it is very possible that the confidential messages are
intercepted by unintended receivers. As how to achieve a secure transmission
is becoming a hot research topic in wireless networks, physical layer security
[7, 8] in MIMO systems has been widely investigated. There are several ways
to improve the performance of SM including transmit antenna selection [9—13],
linear precoding [14, 15], power allocation [16, 17] and so on. In [18], the author
enhanced the legitimate security by jointly precoding optimization with and without
eavesdropping CSI. In [19, 20], the authors proposed a joint precoding optimization
scheme which applies nonlinear energy harvesting (EH) model. Several transmitter
precoding methods were proposed in [21] to increase the cut-off rate of SM
systems. In [22, 23], security was enhanced by emitting the AN onto the null-
space of the desired channel and the latter derived the closed-form approximated
expression of ergodic secrecy rate (ESR) in perfect and imperfect CSI, respectively.
In [24], the authors proposed three precoding methods and five transmit antenna
subarray selection methods to improve the security performance under the hybrid
SM systems. Additionally, the authors in [25] considered the malicious attacks from
the eavesdropper and proposed several effective beamforming methods to eliminate
the interference from eavesdropper.

As a matter of fact, the IRS has emerged as a revolutionary technology for
improving the coverage and energy/spectrum efficiency of future wireless commu-
nications [26].

Specifically, IRS consists of a large number of small, low-cost, and passive
elements of only reflecting the incident signal with an adjustable phase shift
without complex precoding and radio frequency processing. Equipped with a
smart controller, the IRS is able to intelligently adjust the phases of incident
electromagnetic waves to increase the received signal energy, expand the coverage
region, and alleviate interference, so as to enhance the communication quality of
wireless networks.

There have been several innovative studies on the IRS-assisted wireless com-
munication systems by jointly optimizing the beamforming vector and the phase
shifts at the IRS [27-31]. An IRS-aided secure wireless information and power
transfer (SWIPT) system was studied in [27], and the authors adopted the SDR
and alternating optimization algorithm to maximize the harvested power. Addition-
ally, multigroup and multicell MIMO communications were studied in [28, 31],
respectively, where the former proposed to invoke an IRS at the cell boundary of
multiple cells to assist the downlink transmission to cell-edge users, and the latter
jointly optimized the transmit beamformer, AN vector and phase shifts at the IRS
for minimizing the transmit power at Alice subject to the secrecy rate constraints as
well as the unit modulus constraints of IRS phase shifts. In [29], the authors jointly
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optimized the precoding matrix at the BS, covariance matrix of AN and phase shifts
at the IRS for maximizing SR under the consideration of an AN-aided secure MIMO
system. [31] considered the fairness among cell-edge users, and the authors aimed
at maximizing the minimum achievable rate of cell-edge users by jointly optimizing
the transmit beamforming at the BSs and the phase shifts at the IRS.

As mentioned above, SM is a special MIMO technology of activating one
transmit antenna with one transmit antenna and exploits the index of the active
antenna for information transfer. The undeniable potential of both SM and IRS
based communication schemes has attracted more and more attention nowadays.
The concept of IRS-assisted communications was first brought to the realm of
SM in [32]. In [33], the authors applied SM principle to the IRS by adjusting
the ON (active) and OFF (inactive) status of each reflecting element. Therefore,
the IRS can deliver additional information by adopting SM on the index of the
reflecting elements. In [32], the authors investigated the IRS-aided receive SM
(RSM) technique. Inspired by [32], the authors in [34] extended its structure to
combine the transmit and receive antenna indices for joint spatial modulation by
shaping the reflecting beam with IRS. It is worth mentioning that conventional SM
cannot combine transmit SM (TSM) and RSM at the same time, due to the limitation
of a single activated transmit antenna.

Prior works on IRS-aided SM systems are mainly focused on maximizing the
received signal strength, achievable rate, spectral efficiency and outage probability
which also showed that the IRS-aided SM system outperforms the conventional SM
system. So far, there have been no study on the SR performance of IRS-assisted
SSM system, which might be a potential way to make a significant improvement
in SR performance. To investigate this issue, we propose an IRS-aided SSM (IRS-
SSM) system. In this system, we activate a subset of the IRS elements for reflecting
a beam towards the intended destination, while exploiting the index combination of
the ON-state IRS elements to implicitly convey the spatial information of the IRS.
Additionally, considered that the transmit channels from transmitter to receivers
are blocked by obstacles, where the IRS is necessary for communication. As there
exists an illegal receiver to eavesdrop on the confidential information, we optimize
the beamforming at IRS and the transmit power at transmitter jointly to maximize
SR. The main contributions of this book chapter are summarized as follows:

An IRS-aided secure SM system model is established, where the direct path
channels in the communication system from transmitter to receivers are obstructed
by obstacles. Additionally, the transmitter is equipped with a single antenna, the
desired receiver and eavesdropping receiver are equipped with multiple antennas.
Since the IRS elements have been divided into multiple subsets equally, the
spatial bits are carried by activating one of the subsets of IRS rather than the
transmitter/receiver antenna, while the APM symbols are reflected by the active IRS
subset by adjusting the activated subset to ON state. Each IRS subset reflects single
bit stream by using multiple reflecting elements with secure beamforming. This will
create spatial diversity and will be exploited to improve the security performance of
the IRS-SSM.
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To improve the secrecy performance, we first formulate the optimization problem
with the aim of maximizing secrecy rate subject to constraints of transmit power
limit and unit modulus of IRS phase shifts. As the objective function is different
from the traditional SSM, we rederive it in Sect. 5.2. Additionally, as the objective
function does not have the closed-form expression, which increases the difficulty
of subsequent optimization, we review the TASR expression and propose a NASR
expression. Meanwhile, the NASR fits the secrecy rate curves well and has a simple
closed-form expression, which facilitates further optimization work.

To improve the secrecy performance, three IRS beamforming methods, based
on the above two fitting expressions, called Max-NASR-SCA, Max-NASR-DA and
TASR via Max-TASR-SDR are proposed. Due to the fact that the NASR has simpler
expression than the TASR, more effective algorithms are proposed to approach
the optimal solution. Simulation results show that the secrecy rate performance
of the proposed Max-NASR-DA is better than the proposed Max-TASR-SDR and
the proposed Max-NASR-SCA. In particular, the proposed Max-NASR-SCA has a
better secrecy rate performance than Max-TASR-SDR in the medium and high SNR
regions.

In order to further improve the secrecy performance, two secure TPD methods are
proposed based on the NASR expression and TASR expression, respectively. Max-
NASR-TPD is proposed based on the NASR expression which has the sum of ratio
form. Hence, we first transform the objective function from fractions to integrations
by using the quadratic transform method. Then, by solving the KKT conditions
of Lagrange functions, we have a closed-form solution towards the optimization
problem with low complexity. For comparison, we propose Max-TASR- TPD based
on the TASR expression. As the expression is complex, we adopt the gradient ascent
method to solve it. Simulation results show that the proposed Max-NASR-TPD
harvests a substantial SR performance gain over the Max-TASR-TPD.

Notations Boldface lower case and upper case letters denote vectors and matri-
ces, respectively. (-)" denotes the conjugate transpose operation. E{-} represents
expectation operation. || - || denotes 2-norm. [A] represents the estimation operation.
A’ represents a matrix that is different from the original matrix A but has a linear
transformation relationship with the original matrix.

5.2 System Model

5.2.1 IRS-Aided Secure Spatial Modulation System

As shown in Fig. 5.1, we consider a system where the transmitter (Alice), the legal
receiver (Bob) and the eavesdropper (Eve) are equipped with single antenna, N
and N, antennas respectively. We further assume that the IRS consists of N low-
cost passive reflecting elements. Meanwhile, we follow the hypothesis in [32] that
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Fig. 5.1 System model for IRS-aided secure spatial modulation

the direct link between the transmitter and receiver is obstructed. In the following,
the IRS reflects signal only one time.

Different from the traditional SM system, where the system adds spatial module
to the transmitter or the receiver, the system in this book chapter adds spatial module
to the IRS by adjusting the ON-OFF states of the reflecting elements. We adopt the
IRS-elements grouping method, where a total number of N unit cell elements are
divided into G groups, each of which consists of N = N/G adjacent elements and
the reflection coefficient of each element in the same group is different. Specifically,
for each symbol duration, one of G groups is randomly turned ON for reflecting the
incident signals, and the remaining (G — 1) groups are deliberately turned OFF for
realizing the SM scheme.

Accordingly, the transmission information is divided into two parts: the first one,
denoted as j € {1,2,---, M}, is modulated as an M-ary quadrature amplitude
modulation (QAM) or phase shifted keying (PSK) symbol, and the second one,
i €{1,2,---,G} is used to activate the IRS subset S. Therefore, the data rate of
IRS-aided SM is expressed as

R =logy, (M) + log, (G). 5.1)

Additionally, the reflection coefficient vector of IRS is denoted as 0y £
(61,65, - ,0N1, where 6, = Bn,e %, in which B, € [0,1] and ¢, € (0, 27]
represent the common reflection amplitude and phase shift for the n-th reflection
element. To ease the hardware design [32], the reflection amplitudes of the ON-
state groups are set to the maximum value, i.e., 8, = 1. Meanwhile, let h, =
[t1,t,--- ,tg] € (CIXN, Hp = [B,By,---,Bg] € CNoxN - and Hr =
[E1,E;, - ,Eg] € CN*VN denote the channels from Alice to IRS, IRS to Bob,
and IRS to Eve, respectively, where t, € C'*V, B, € CY*N and E, € CNexV
denote the baseband element-wise channels from Alice to group g and from group g
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to Bob and Eve, respectively. Without loss of generality, we assume that h,, Hp and
Hpr are Rayleigh flat fading channels with each element obeying the independent
and identically distributed (i.i.d.) Gaussian distribution CN(0, 1).

Moreover, due to the severe path loss and high attenuation, the signals reflected
by the IRS more than once have negligible power and hence can be ignored.
Accordingly, the received signal at Bob and Eve are given by

y» = PiHpdiag {0} diag {s;} h;b; + np, (5.2)
Ye = PiHpdiag {6} diag {s;} h;b; + ng, (5.3)
respectively, where's; = [0,---,0,¢;,0,---,0]" € RV* e, =11,1,---,117 €
RNX1 b ; is the digital symbol chosen from the M-ary constellation for j € M =
{1,2,---, M}, and satisfies E|b;|?> = 1, P, = B*P; is the transmit power with the

constraint of P, < Ny, 0 < < 1 is the transmit power factor and P; = N, is the
total transmit power at Alice. ng ~ CN(O, O’bZINb) and ng ~ CN(O, O'L,lee) denote
the complex AWGN vectors at Bob and Eve, respectively.

By changing the form diag {#} diag {s;} h, as diag {h;} ®s;, where ® = diag {0},
we can rewrite (5.2) and (5.3) as follows

y» = B2 P;Hp ®s;b; + ng, (5.4)
= B2PH), ®s;b; + ng, (5.5)

where Hy = Hpdiag {h;} and H}, = Hgdiag {h,}.

5.2.2 Problem Formulation
Here, we characterize the security by evaluating average SR, formulated as

Ry =By, (1 (b). si: yo Hp, Hp)—1 (b, 513 ye[Hp, Hp)[F) | (5.6)
where [a]™ = max {a, 0} and 1(b;,s;;y,H, JHYy) 1(b;,si; y.|Hy, Hy) are the

mutual information over desired and eavesdropping channels with the finite and
discrete complex signal set, respectively. Similar to [22], it can be derived as follows

P(y}a»sub)
1(b;.5:: yo|Hly. HY) / (Y. i, bj) logy L2 50200) 4o,
I E 2; ' & W PG b))

ZZp(yblsl,b,)
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GMp(yplsi, bj)
Y N p(yblsi. b))

=log, GM — —— Z ZE,,B log, Z (5.7)

llJl =1 j'=1

— B2 P;Hy @ (s;b; —siybj) + gl + [ng|?
p o2 .
b

x log,

Similarly, we can derive the mutual information over eavesdropping channel as
follows

G M G M
I(bj. i Ye[Hy, Hy) = log, GM — —— ZZEnE logy ) ) (5.8)
i=1 j= i'=1j/=1

[—IIﬁzPH’ (sibj —sibjr )+nE||2+||nE||2“
exp .

2
O¢

Finally, our objective is to maximize the SR by designing the beamforming at
IRS and the transmit power at Alice, which is casted as the following optimization
problem

(P1) : max R, 5.9
S.t. |<I>n,n| =1,
g% <1. (5.10)

5.3 Approximation of the Ergodic Mutual Information

5.3.1 Traditional Approximate Secrecy Rate Expression

In accordance with the definition of the cut-off rate for traditional MIMO systems
in [35], we have the cut-off rate for Bob and Eve as follows

gmaom (—ﬂzPsdeHHgISZBlH’B <1>d,-,-> S

= 2log,GM —logZZZexp )
i=1j=1

which can be derived similarly to Appendix A in [35] with a slight modification as
d; j =x; —X; and x = s;b;. Similarly, the cut-off rate for Eve is given by
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GMGM 2p aH & HY'H o—111/
g2 p,dl @HHH Q7 'H/, &d;;
IE = 2log,GM —1 J , 5.12
0 08y 0g) ;1 jzlexp ( 1 (5.12)

where 2 = abzINb and Qg = anINe. Therefore, the TASR can be expressed as

RO =18 —1IF. (5.13)

5.3.2 Proposed Newly Approximate Secrecy Rate Expression

As previously stated, (5.7) and (5.8) can be applied to evaluate the ergodic mutual
information (EMI). With this equation, we know that the mutual information is
decided by the four variables, s;, b;, H and n, and its expression is complex and
does not have a closed-form expression. Authors in [36, 37] tried to replace the
above four variables with one variable SNR and they used the 1stOpt software to
get a fitting expression which is simpler and has the closed-form expression. Here,
we first try to fit the EMI in the same way as the authors in [36]. However, we found
that if we choose the expression of the same independent variable as [36, 37], the
SR does not fit well. Therefore, we try to find another expression of independent
variable which is derived from (5.8) and (5.9) directly.
Inspired by the formula given in [[6], Eq. (4.3.34)], (11) can be rewritten as

GMGM

1
lf=—logs) > / PsIx) 2 plyslx ) 2dys, (5.14)
i=1j=1

where x; = s;b;. For a given channel H, assuming the decoded received signal y;
is a complex Gaussian distribution, the corresponding conditional probability is

Py = e (155 — B P Hs @) I7) (5.15)
b (JTUE?)N” b

By plugging p(y)|x;) and p(y,|x;) into (5.14), we get

1

GM GM 2
10_2m&GkLth§:§:/[ H@b ﬁ23H3¢mM3]
j=1j=1
1

1 , ’
x [WGXP@(Y;;—/32PSHB<I’X,/)||2>:| dyy, (5.16)

where the integrand can be simplified as
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1
I S G SRS 2
Il_(ﬂ'sz)Nb eXp( ¥y 117 5118~ Py Hp @x; | (5.17)

1
~ 1B P Hp @X; [P+ R, {(,BZPSHB<1>X,~) " y;,]+Re {(ﬂZPSng(I)xj) « y;,] )

Then, substituting I; into (5.16) yields

GH oM IHp e (255 |2
IOB: 2log,GM — log, Z Z exp | — 5 (5.18)
j=1j=1 %
GuGH Iy, ~Hp® (3% |2 T,
oYY [ [ exp[ - e L
j=1j=1 b

where the third item integral is equal to 1 since the integrand is a multi-variate
Gaussian probability density function. Moreover, we can simplify the second item
by the Jensen’s inequality as follows

M I Hpe(x; — x|
18 (v)= 2log, GM —1 - L) 5.19
o (¥)="2log, 0g, exp ?_l: j; 402 (5.19)

14

For the sake of improving the accuracy of the fitting expression, we choose y in
the above as the independent variable. We plot the mutual information with respect
to SNR for various values of G in Fig. 5.2, and we find that the sum of ratio term(s)
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curve fitting based expression can be applied to accurately fit 1 (b;, s;; y»[Hy, H}),
which is expressed by

*M,G
L(bj,si: yplHy, Hy) ~ 1879 (1)

kg (G)

&Y
=> e (5.20)
i=1 ";:,' + Vb

By using the open-source fitting software package 1stOpt, the fitting parameters
ky, kg, {Ci(M)} and {é;G) } can be found, which are listed in Table 5.1. The values

of the SR and y;, used for fitting are obtained by the corresponding expectations of
the SR and y;, when 1000 channel realizations are randomly given. Notice that the
mutual information will tend to log, GM or 0 when y tends to +00 or —oo. In this
table, RMSE is short for means root mean square error, standing for the gap between
the exact and approximated value.

To further investigate the precision of (5.20), we compare the approximated and
exact mutual information in Fig.5.2, which is shown in the simulation part for
different modulation schemes and different number of G. It can be seen from the
figure that the approximation results are very close to the simulation results, which
verifies the precision of (5.20).

Similarly, we can get the approximate expression of the mutual information over
wiretap channel as follows

*(M,G
1(bj,si; yelHyg, Hy) =~ IMD (3,

kg (G)
Z W (5.21)
Therefore, the optimization problem (P1) can be rewritten as follows
kg (6) kg (G)
§i ve §i Ve
(P2) : max Z - - Z e (5.22)
p.e D57+ T+
S.t. |q>n,n| = 17
B <1,

where the expressions of y, and y, can be further simplified from the original form
in (5.19) as follows

IHy @(x; —x;)?

=3 (5.23)

tr (H’ od; ;a/" <1>HH’H)

GM GM
= Z Z o (5.24)
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GM GM

1
= 1t > Hjed; ;o H} (5.25)
j=1j=1
1
= 5t (Hggcbnijqﬁ u ) (5.26)
1
= 5t (Dij<1>HH/§1H;;<I>). (5.27)

The derivation from (5.23) to (5.24) is achieved by denoting d; ; = X; — X;, and
the derivation from (5.24) to (5.25) and (5.26) to (5.27) is achieved by utilizing the
trace property, i.e., tr(A+B) = tr(A) 4+tr(B) and tr(ABC) = tr(BCA), respectively.
Similarly, we can get the expression of y, as follows

tr(D;; @YHHH, ®)
Ye = Go? :

(5.28)

P2 is difficult to solve due to the non-concave objective function as well as the
coupled optimization variables. However, we observe that the resultant problems
can be efficiently solved when one of ® and P; is fixed. This thus motivates us to
propose an alternating optimization based algorithm to solve P2 sub-optimally, by
iteratively optimizing ® (P2-1) and P, (P2-2) with the other being fixed at each
iteration until convergence is reached, as detailed in the next sections.

5.4 Beamforming Design for Given Transmit Power Based
on Approximate Expression of SR

For IRS-aided SM systems, the design of beamformer at IRS is necessary to improve
the system performance. In this section, two beamformers at IRS, called Max-
NASR-SCA and Max-NASR-DA, are proposed based on the proposed NASR to
enhance the security of IRS-aided SM systems. Additionally, the Max-TASR-SDR
based on the traditional ASR is proposed and used as a performance reference.

5.4.1 Proposed Max-NASR-SCA

Observing the optimization problem in (P2), we find it is the fractional program-
ming problem actually. However, the conventional FP techniques mostly can only
deal with the single-ratio or the max-min-ratio case rather than the multiple-ratio
FP problems like (P2). Thus we propose the Max-NASR-SCA method which first
decouples the numerator and the denominator of each ratio term, and then utilizes
the SCA method based on SDR to solve the problem. First we rewrite optimization
problems with P; fixed as follows
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kg (G) HyyHyy
© pu(D;; HHHH, &
(P2-1) : min ) (g’) 1D £ 5 )
® =462 4 puD; @ HIH, @)

1

(5.29)

_f ¢@ Pte(D;; @ H H, @)
G
= 45; )62 + Pu(D;; @ HIH, @)

st @y, = 1.

It is easy to see that the problem P2-1 is equivalent to the following problem
2k

(P2-1-1) : min ;‘ o (5.30)

hi(®

B®) o= 1 2%,
8i(®)
|<I’n,n|:l»

where a refers to a collection of variables {041, Cee L Okg } and when ® is fixed, the
optimal ¢; can be found in closed form expression as

a?z%, Vi=1,---,2¢g (5.31)

where
hi(®) = U; P,tr(D;; @ H, H, @), (5.32)
and

gi(®) =4Q;0; + Pr(D;; " H}H, ®), (5.33)

where g stands for B (Bob) or E (Eve), U; € i{i(G), —§;G) , Qi € {Ei(G), %‘;G)}.
Combined with Table 5.1, we can see that U; could be positive or it could be negative
and Q; is all positive. Additionally, it is easy for us to see that «; always has the

same sign as U;. Therefore, we can rewrite (P2-1-1) as follows with the condition
gi(®) > 0.

2k

(P2-1-2) : min zl:a,- (5.34a)
1=

st fi(®) <0, i=1,--,2kg, (5.34b)

|@y0l =1, (5.34¢)
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where

Ji(®) = hi(®) — ;g (P)
= (Ui — ;) Pytr(D;; @7 H'H[, ®) — 4o; Qiogz. (5.35)
Next, we aim to transform the constraints (5.34b) and (5.34c) to the convex

constraints. First, we derive the first order and second order Hessian matrices
of (5.34b) with respect to ® as follows

Vfi(®) = (U — ;) HH® (Di,» 4 D{;) , (5.36)
V2 f:(®) = (U; — o) LH'H (Dij 4 ij) , (5.37)

which hold due to the fact that

atr(WATWHB
IrWATWTE) _ pwa + B WAY, (5.38)
IW
JAWB
= A"B. 5.39
B (5.39)

From (5.36) and (5.37) we can see that the convexity of constraint (5.34b) is
determined by the positive and negative properties of (U; — «;), which is not sure
as U; always has the same sign as «;. Notice that linear functions can be considered
either convex or concave and we use SCA method to solve the above problem when
(U; — ;) < 0 as follows

fi(®) = fi(®o) +tr [V f; (@) (P — ®p)]. (5.40)
Accordingly, the constraint (5.34b) can be rewritten as follows

U; — )P uD; ;@ "H H®) — 4o Qi Ui —a)>0

U; —a)) Pyte(D @ H H,®0) + U; — )
fi(®)= (5.41)

P,tr(HHH<1> (D,- ,-+Df}) (<1>—<1>0)) — 4o Ui—a)<0

2
x Qo

And the constraint (5.34c) can be transformed to convex by relaxing (5.34c) as
follows

|@.0| < 1. (5.42)



5.4 Beamforming Design for Given Transmit Power Based on Approximate. .. 101

Hence, the optimization problem (P2-1-2) can be transformed to (P2-1-3) as follows

2k
(P2-1-3) :min 2} o (5.43)
1=

st (5.41), (5.42)

which can be solved by using convex optimizing toolbox such as CVX. Then, we
can get the beamformer at IRS as follows

®,, = e/(®un) vy =12 ... N. (5.44)

Additionally, a step-by-step summary is provided as follows: Algorithm 1.

Algorithm 1: Proposed Max-NASR-SCA beamformer

Input: the channel matrix H;; and H/E P;, the M-ary constellation
Output: &
. Initialize @ to a feasible value.
: Initialize a? = %, step k = 0.
: Reformulate the problem by the SCA method to get P2-1-3
repeat
Letk =k +1
Update ax by (5.31)
Update the beamforming matrix ®; by solving the reformulated convex optimization
problem (5.43) over ®;, for fixed oy
8: until | ®; — P;_1]]2 < 0.01
9: Compute ® as the beamformer at IRS according to (5.44).
10: return ®

A A e

5.4.2 Proposed Max-NASR-DA

In the previous section, the Max-NASR-SCA algorithm was presented to optimize
the secure IRS beamforming matrices. For the comparison of the secrecy perfor-
mance and to offer a new solution to this non-convex optimization problem, we
propose another secure IRS beamforming method with better performance, namely
Max-NASR-DA, in what follows.

Observe the objective function below

kG

P2-1) : mda;lx Z

i=1

st [®ual=1,

hi(®)

— 545
8i(®) 64
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it is easy to see that in each of the ratios, the denominator g;(®) > 0,Vi =
1,2,---,2kg, and the numerator /; (®) can be negative which makes it difficult for
us to realize quadratic transform. Therefore, we first realize the equivalent transform
as follows

2kg 2kG
hi(®) + M; gi (®)
(P2-1-4) : max — M; (5.46)
¢ ; 8i(®) ; ’
st [®@,, =1,
where M; > max |U;|,i = 1,2---,2kg and the numerator can be written as
ui(®) = hi(®) + M;gi(P®) (5.47)
_ . R / . oHH .2
= (U; + My) Pitr (Hg<1>D,.,<I) H/ )+4M, 002 .
— —’
4120 ar>0
According to (5.47), we can rearrange (5.46) as follows
k6 (U; + M;) Pitr (H’g<1>Di,-<1>HH’gH)
(P2-1-4) : max (5.48)
¢ D 4Qi02+ Pir (Hé@Dij¢HHéH>
2kg 2 2kg
4M; Qo
+ 1 Ql _ Ml

S 4Qi02 + Pur (H/g<1>D,-j<I>HH’gH) P
St [ @nnl =1,

where each numerator and denominator are positive. Using quadratic transform
proposed in [38, 39], (P2-1-4) can be reformulated as an equivalent optimization
problem with a new objective function:

2kG 2kg

2k
F(®) =2y /(Ui + M;) PH,@D* + 3" 2yi\/4M; Q107 — > " M;
i=1 i=1 i=1

%6
=Y 22 [40i0% + P (H @D, 0" H) |, (5.49)

i=1

where the auxiliary variables y; can be found in a closed-form expression as follows

o Y@
T a@

Vi=1,---,2kg, (5.50)
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when @ is fixed. (P2-1-4) has been transformed as a non-convex optimization prob-
lem with convex objective function and non-convex equality constraint. According
to the equality constraint, we adopt the dual ascent (DA) algorithm to solve (P2-1-4).
The key idea of the non-convex DA is to introduce an auxiliary vector ¢ = ®, as
well as a penalty term for ¢ # ®. Then, (P2-1-4) is equivalently represented as

1)
(P2-1-5) :max f(¢) + S ¢ — @[3 (5.51)
st o, =1,
¢ =@,

where p > 0 is the penalty parameter. Then, we have the Lagrangian function of
(P1.5):

2k

Glp. ®.1) =) 2)? [—4Qia§ — P (H;q;D,»j(pHH;H)]
i=1

2kg 2kg
+> 2y (Ui + My) PtH:ngi_jl/z—ZMi
i=1 i=1
2kg
Y 2/ +hp -0+ lo— oI}, (5.52)
i=1

where A is the dual variable for Re {¢p — ®} = 0 and Im {¢p — ®} = 0, respectively.
The alternating iterative process of DA includes three main expressions:

o't = argmqe)lxg((p’, o, 1), (5.53)

@' = argmax G(p, ', 1), (5.54)
@

xt+1 — )ul 4 p(‘pf+1 _ <I>t+1), (555)

where t is the iteration index.

54.2.1 Optimizing ¢

In (5.53), the optimal @ for fixed ¢’ and A’ is

o — ejangle((p’—%x’). (5.56)
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5.4.2.2 Optimizing ¢

In (5.54), ¢ is optimized for fixed ®' and A’, and we have

2kG -1

o = | ply = > 252 P H, (Dy; + DY) (5.57)

i=1

2kg

H —1/2
x| A= "2y /(Ui + M;) PHLD ' 4 pao' !
i=1

Additionally, a step-by-step summary is provided as follows: Algorithm 2.

Algorithm 2: Proposed Max-NASR-DA beamformer

Input: the channel matrix H;g and H/E P;, the M-ary constellation
Output: &
. Initialize @9, ¢ and Ag to a feasible value.
. Initialize ylp = %, stept = 0and p = 0.5.
: Reformulate the problem by the DA method to get P1.5
repeat
Lett =t+1
Update y! by (5.50)
repeat
Update the beamforming matrix @, according to (5.56)
Update the auxiliary matrix ¢, according to (5.57)
Update the dual matrix A;4 according to (5.58)
until ||®; — &> <0.01
: until Ry (®,,1) — Ry (®;) <1074
: return ¢

A A

—_
w29

5.4.3 Proposed Max-TASR-SDR Method

Based on the traditional approximate expression, we propose the Max-TASR-SDR
method in this subsection. The expression of SR is given by

RO =18 —IF, (5.58)

where IOB and I(f are shown in (5.12) and (5.12). By using the Jensen’s inequality
and changing variables as ®d;; = diag {dij} @, the lower bound of RY is
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GMGM (_ Hy N di )
=10gzeXpZZ( ¢ lag{d,]} E Elag{du}(ﬂ>

bt £ 4
i=1 j=1

UM [ _oH diag {d;;}" H H ydiag {d;; ]} ¢
—logyexp Y Y ( 1 ) (5.59)
i=1 j=1
GM GM THyy! 4;
o' diag {d;;}" W} M) diag {d;;} o
= 10g2 e - Z Z ( 4
i=1 j=I
_%GM (_(pHdiag{dij}H H/b{ijEdiag{dU}(p) (5.60)
i=1 j=1 4
Hence, Problem (P2-1-6) can be rewritten as follows
(P21.6) : max 282¢ . ,Hg, (5.61)
st. |enl =1,
where
GM GM
Q= (—diag {a;;}" B/ W diag {a; })
i=1 j=1
GM GM
ZZ( diag {d;; " Hj' Hydiag {d;;}) (5.62)

The objective function of (5.61) can be rewritten as Qe = tr (2Q) with
Q = ¢ofl. In particular, Q is a positive semidefinite matrix with rank(Q) =
However, as the rank-one constraint is non-convex, we apply the semi-definite
relaxation (SDR) method to relax this constraint and reformulate (P2-1-6) as

1
(P2-1-7) : max —22% . (QQ) (5.63)
st. Qun=1,
Q >0,

which is a standard convex semi-definite programming (SDP) problem and can
be solved via existing convex optimization solvers such as CVX [40]. It is worth
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pointing out that after the relaxation, the optimal solution Q* to problem (P2-1-
7) may not be a rank-one solution and we can solve it by the method of Gaussian
randomization.

5.5 Transmit Power Design for Given Beamforming Based
on Approximate Expression of SR

In IRS-aided SM systems, transmit power design is an important technique to
improve the system performance. In this section, two transmit power design meth-
ods are proposed based on the TASR and proposed NASR expression respectively,
for secure IRS-aided SM systems: Max-NASR-TPD and Max-TASR-TPD.

5.5.1 Transmit Power Design Based on Proposed NASR

As the beamformer is fixed, we can write the optimization problem as follows

2k
P2-2) : max ; % (5.64)
st Br<l,
where
hi(B) = U; p*ur(D;; " H} H,, ®), (5.65)
and
gi(B) = 4Q;0; + pruD; " H H, @), (5.66)

where g stands for B (Bob) or E (Eve), U; € [;i(c), —{}G)}, 0; € {Si(c), 5}6)}.
Similarly, to ensure the denominator and the numerator are all positive, we transform
the optimization problem as follows equally

%o, o 2%g
(P2-2-1) : max Z W _ Z M; (5.67)
A T -

s.t. g2 <1,
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where M; > max |U;|,i = 1,2,---,2kg and therefore the numerator and the
denominator in each ratio are positive. Similarly, we can rearrange (5.67) as follows

k6 (U + M) B2Pstr (H’gonijchH’gH)

(P2-2-1) : max (5.68)
o 40,02 + 2P (H;¢Dijq>HH;H)
2kg 2 2kg
4M; Qo
_% 1(21 ——j{:A4i
IS 40i02 + 2Py (H/g<1>D,-,-<1>HH;H) =
st. pr<l,

Using quadratic transform proposed in [38], (P2) can be reformulated as an
equivalent optimization problem with a new objective function:

2k

FB) = Zzyi\/ (Us + M) tr (H, @D, 0T H ) 2P,
i=1

2kg 2kg
+ 22)’[\/ 4M; Q02 — ZMi
i=l1 i=l1
2k
~3 2y [4Q,-ag2 + B2Ptr (H;<I>Dij<I>HH(’gH)] , (5.69)

i=1
where the auxiliary variables y; can be found in a closed-form expression as follows

i i8i .
yp = YHPIEMigiB) oy g, (5.70)

gi(B)

when P; = ,BZPS is fixed.
Then, we have the Lagrangian function of (P2-2-1):

2
LB, A = ZZyi\/(U,- + M) tr (H;,<I>Dl-j<I>HH/gH)IB

i=1

2kG 2kG

+ > 2iVAM Qi = Y M — 2 (B2P — 1)
i=1 i=l
2kg

=Y 23?2 [40i07 + B2 Pur (W, @D 0 B )| 5.71)

i=1
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And we get the KKT condition equations as follows

VgL(B,») =0,
B*P; —1>0,
(5.72)
AB*P;—1) =0,
A =>0.
which yields the solution
leicf yi\/(Ui + M;) Pstr (H’g(I)Dl-j(I)HH/gH)
B = ,
x+2§hﬁm%@pmﬂwﬂf) (5.73)
A =0.

Additionally, a step-by-step summary is provided as follows: Algorithm 3

Algorithm 3: Proposed Max-NASR-TPD transmit power method

Input: the channel matrix H; and HY;, ®, P;, the M-ary constellation
Output: g
: Initialize B° to a feasible value.
. Initialize ylo according to (5.70), step k = 0.
Reformulate the problem by the quadratic transform to get (5.68).
repeat
Update k = k + 1
Update yg‘ according to (5.70)
Update g* by (5.73)
: until Ry (BY) — Ry(8*~") < 107*
. return P;

R A ol ey

5.5.2 Transmit Power Design Based on TASR

In the previous section, the Max-NASR-TPD algorithm was presented to optimize
the transmit power for higher SR. For the comparison of the secrecy performance
and to offer a new solution to this non-convex optimization problem, we propose
another secure transmit power scheme, namely Max-TASR-TPD based on the TASR
expression, in what follows. To maximize R{ (P;), the Max-TASR-TPD method can
be employed to directly optimize the transmit power P;. We derive the gradient of
R&(P;) with respect to P; applying P, = B2P; as
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— GMGM
_ﬁ PS 1 2
a e e
VR (B) = 3922 = igljglexp(ﬂ Psai’j> “af

GMGM

1
——Zzexp(ﬁmaﬁ j) ol | (5.74)
KB o1

where

_d{',H/BH<1>H<1>HBd,-,j

b 5
of = — , (5.75)
d? H &" ®Hgd, ;
of j = ——F——— : (5.76)
GM GM
g =logy > Y exp (ﬂzPSafj> , (5.77)
P
GM GM
g =logy Y Y exp (,BZPS(xfj) . (5.78)
i

In order to find a locally optimal B, we first initialize § and R{, solve the gradient
Vg R{(B), and adjust P; according to Vg R¢ (B). The value of B is updated according
to the following iterative formula

Bi+1 = Bk + VR (Br). (5.79)

Then, obtain R¢, update B or step size u according to the difference between before
and after R{, and repeat the above steps until the termination condition is reached.

5.6 Complexity Analysis

The unit of computational complexity is floating-point operations (FLOPs), which
is omitted for convenience in what follows.

For the proposed Max-NASR-SCA method, the computational complexity is
divided into three parts: (a) the computation of (5.31), (b) the computation of
the function (5.43) using CVX, (c) the computation of NASR. For part (a), the
computational complexity of 4;(®) is M>G*(N*Nj, + 2NN), hence, «; requires
Cyo; = 2kG(2N? 4 Ch.(@)) = 2kg M2>G*(N*Nj, + 2NN) + 4k N?. The highest-
order computational complexity per iteration in part (b) is O(N?). We can easily get
the computational complexity of part (c) from (5.20) and (5.21),

Cnasg = 2k(2N? 4 Ch.(a)).- (5.80)
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Therefore, the computational complexity of Max-NASR-SCA method is:
Cnasr—sca = Dsca (4kGM2G2(N2Nb +2NN) + 8k¢ N2> , (5.81)

where Dgc4 denotes the iteration time of the SCA algorithm.

For the proposed Max-NASR-DA method, the computational complexity is
composed of three parts: (a) the computation of auxiliary variables 4; (®) and y;
in Eqgs. (5.48) and (5.50), (b) the computation of the Lagrangian function (5.52),
(c) the computation of NASR. The computational complexity of #;(®) requires
Choy=M 2G2(N2Np, + 2N'N), therefore, the complexity of part (a) is expressed:

Ca = 2kG(2N* + Ciy (@)
= 2kGM?>G*(N*Nj + 2NN) + 4N%kg. (5.82)
According to [41], the complexity of the Lagrangian function (5.52) is 2(N3 +
NZ(N + M)), where N shows the dimension of the problem. The calculation of

NASR is omitted here because it has been described previously.
Consequently, the computational complexity of Max-NASR-DA method is:

Cwasr-pa = Dpa(4k6M*G*(N*N; +2NN)
+2(N3 + N2(N + M) + 8N2kG), (5.83)
where Dp 4 stands for the iteration time of the DA method.

For the proposed Max-TASR-SDR, the computational complexity is partitioned
into three parts: (a) the computation of the objective function in (5.63), (b) the
computation of the SDP problem (5.63) using CVX, (c) the computation of TASR.
For part (a), the computational complexity of the objective function in (5.63)
requires C, = 2M>G?(2N*Ny, + 3NN), The complexity of SDP problem (5.63)
using CVXis Cspp = O(N4'510g(é)) +2M2G?(3N?N,+4NN), where ¢ denotes
the accuracy of solution. For part (c), we have

Crasg = 2M*G*(4N? + N, + N,). (5.84)

As a result, the computational complexity of Max-TASR-SDR method is:
1 —
Crasr-spr = Dspr ((N4'510g(—)) +2M*G*(3N?*Nj, + 4NN
S
+2N2Np, + 3NN +4N2 + Nj, + Ne)), (5.85)

where Dgpg represents the iteration of SDR method.
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As a contrast method, the computational complexity of gradient-based optimiza-
tion in [42] is

Coa =2DGAM*G*(11N? + Ny + N,), (5.86)

where D¢ 4 denotes the iteration time of GA algorithm.

The complexity of Max-NASR-TPD is 2kG Dy aszr—7ppIM*>G*(N*+2NN) +
4N 2], where Dy asr—7pp indicates the iteration time. The complexity of MAX-
TASR-TPD is 2kGDrasg—rppM*G*(4N? + N, + N,), where D7asr—7pPD
expresses the iteration time.

The above analytical results show that, the computational complexities of the
three proposed IRS optimizations and the gradient-based method are listed in an
ascending order: GA, NASR-SCA, NASR-DA, and TASR-SDR.

Concerning the TPD, as the number of electromagnetic units N is the main
impact factor, we can see that the proposed two TPD methods have the same highest
order of computational complexity.

The complexity of the three combinations for the beamformer and TPD men-
tioned in Sect. 5.7, are detailed as follows,

Cc1 = Dci(CNasrR-pa + CNASR-TPD) (5.87)
= Dc1{2Dpa(N? + N*(N + M))
+ (4kGDpa + 2k Dy asr—1pp)(M*G*(N? + 2NN))
+ 8kG(Dpa + Dnasr-1pPD)},
Cc2 = Dc2(Cyasr—sca + CNaSR-TPD) (5.88)
= Dc1{2DscaN’ + (4kG Dpa + 2k Dy asg—1pp) (M>G*(N? + 2N N))
+ 8kG(Dpa + Dnasr-TPD)}

and
Cc3 = Dc3(Crasr—sprR + CTASR-TPD) (5.89)
45 1 2 2 a2 - 2 -
=DC3{DSDR<(N 10g(=))+2M2G2 (3NN, +4NN +2N N,,+3NN))
9
+2(Dspr + Drasr—1pp)M>G*(AN? + Nj, + N,)},

where Dc1, Dca and Dc3 represent the number of outer layer iterations of each
combination.
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5.7 Simulation Results and Analysis

5.7.1 Rayleigh Fading Channel

In this section, we evaluate the performance of these beamformers and these
transmit power methods. The system parameters are set as follows: G = 4,
N = 100, N, = 1, P, = N/W and quadrature phase shift keying (QPSK)
modulation[43, 44]. For the convenience of simulation, it is assumed that the total
transmit power P = N; W. For the sake of fairness of Bob and Eve, it is assumed
that all noise variances in channels are identical, i.e., 013 = aez and N, = N, = 2.

We compare our proposed algorithms to the following benchmark schemes:

(1) Case I: IRS with no beamforming: Obtain the maximum SR by optimizing
beamforming vectors with the IRS phase-shift matrix set to zero with the magnitude
set to one, i.e., ® = Iy« y.

(2) Case II: IRS with Random beamforming: Obtain the maximum SR by
optimizing the beamforming vectors with all the phase for each reflection element
uniformly and independently generated from [0,27).

Figure 5.2 demonstrates the mutual information fitting results for the NASR
which is proposed in Sect.5.3 with BPSK and QPSK employed. For BPSK
(Fig. 5.2a), the simulation results of NASR fits the curves of practical simulation
results well with different number of IRS subsets in all SNR regions. As for QPSK
(Fig. 5.2b), we have the same the conclusion about the accuracy of fitness.

When the Max-NASR-TPD transmit power strategy is adopted in IRS-aided
SM, Fig.5.3 demonstrates the curves of average SR versus SNR of the proposed
Max-NASR-DA, proposed Max-NASR-SCA and proposed Max-TASR-SDR for
G = 4 with the above Case I and Case II as the performance benchmarks. It is seen
that the SR of the proposed Max-NASR-DA algorithm is much better than that of
Max-NASR-SCA and Max-TASR-SDR in all average SNR regions. As the average

Fig. 5.3 Curves of average 35 ‘ ‘
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SNR increases, the Max-NASR-DA algorithm can approach the rate ceil of the
achievable SR with a more rapid rate than Max-NASR-SCA and Max-TASR-SDR.
This tendency implies that the SR performance of the proposed Max-NASR-DA
beamformer is better than that of Max-TASR-SDR and Max-NASR-SCA. The SR
performance of the proposed Max-NASR-SCA method is in a region between the
proposed Max-TASR-SDR and Max-NASR-DA in the medium and high average
SNR regions, and only slightly higher than the Max-TASR-SDR algorithm in the
low average SNR region.

Now, we fix the IRS beamforming method, and make a performance comparison
of two TPD strategies. Fig. 5.4 demonstrates the average SR versus average SNR
of two TPD methods when G = 4 and N = 100. Figure 5.4a, we adopt the Max-
NASR-DA method as IRS beamformer, it can be clearly seen that the proposed Max-
NASR-TPD strategy has higher security performance than Max-TASR-TPD nearly
in all average SNR regions. Meanwhile, Fig. 5.4b which adopt Max-TASR-SDR
method as the fixed IRS beamformer, the tendency of the curves is the same as those
in Fig. 5.4a. However, in all SNR regions, the proposed two methods outperform two
fixed transmit power strategies in terms of SR. This confirms that TPD can improve
the SR performance. Observing Fig. 5.4, we find the SRs of Max-NASR-TPD and
Max-TASR-TPD increase as SNR increases. For the three fixed TPD strategies,
their SRs first increase up to the corresponding maximum values, and then reduce
gradually as SNR increases. The main reason is that their transmit power are fixed
and independent of the change of SNR while the remaining two schemes adaptively
adjust their transmit power in accordance with the exact value of SNR in the channel.

Figure 5.5 plots the maximum achievable SR versus transmit power with different
SNR. From this figure, we can see that for all fixed SNR, the Max-NASR-TPD
always approaches the value got from optimal ES better, where the configurations
are the same as Fig. 5.4. Additionally, it can be observed that when SNR=0dB, the
change of SR versus transmit power is generally gentle, while there is a slightly
big difference between the transmit power solved by different algorithms, but the
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corresponding SR value does not change much. As for under the other values of
SNR, it can be observed that the change of SR versus transmit power becomes
steeper, and the solutions obtained by the three different algorithms are relatively
close.

Figure 5.6 plots the curves of the average SR versus average SNR for jointly opti-
mizing IRS beamformer and transmit power with the previous Case I and Case II as
the performance benchmarks. There are three combinations for the beamformer and
TPD: (1) Combination I:Max-NASR-DA plus Max-NASR-TPD; (2) Combination
II:Max-NASR-SCA plus Max-NASR-TPD; (3) Combination III:Max-TASR-SDR
plus Max-TASR-TPD. From Fig. 5.6, it is obviously seen that the SR performance
of Combination I performs much better than those of other combinations as
Max-NASR-DA and Max-NASR-TPD both have the best security performance.
Compared with Combination III, Combination I and Combination II harvest more
SR performance gains in all SNR regions. And Combination II is between the
proposed Combination I and Combination III in most SNR regions.
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Figure 5.7 plots the average SR performance achieved by the above three
combinations by fixing G = 4 and N, = 2, and only changing N,. When N, =
N, = 2, as the average SNR increases, the SR curves increase until it reaches a
certain average SNR, and then the curves will descend slightly. However, when N,
is larger than Nj, the SR will descend much when the average SNR is beyond some
thresholds. As N, increases, the SR curves can achieve the corresponding maximum
SRs, and then decreases. This is because when the average SNR is very high, both
Bob and Eve have a very good quality of channels, while Eve has a larger number
of receive antennas than Bob, which is the worst situation, so the SR performance
begins to decline.

Figure 5.8 shows the cumulative distribution function (CDF) curves of the three
combinations for the different numbers of eavesdropper’s antennas when average
SNR = 5dB. In this situation, Fig.5.8 has the same descending trend in SR
performance as Fig. 5.7: Combination I, Combination I and Combination III.
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In Fig. 5.9, we investigate the impact of the numbers of IRS phase-shift elements
on SR performance under (a).low-SNR region and (b).high-SNR region, respec-
tively. From Fig. 5.9a, b, it can be seen that the proposed three combinations improve
the SR performance whether in the low-SNR regime or the high-SNR regime. As
the number of IRS elements increases, the SR gains achieved by Combination I and
Combination IT over IRS with no beamforming and random phase grow gradually
and become more significant. Compared with IRS with no beamforming and random
phase scheme, the IRS phase-shift-optimization schemes and transmit power design
performs much better, especially with a large value of N. This is explicit about
the importance of the optimization of the phase-shift design. Even with a value of
N = 30, our proposed scheme can also perform better than that scheme without the
IRS phase-shift-optimization.

5.7.2 Rayleigh Fading Channel Considering Path Loss

A three-dimension coordinate system shown in Fig.5.10 is considered, where the
positions of Alice, IRS, Bob, and Eve are located at (dy,m, Om, 2m), (Om, dym, 2m),
(dxpm, dypm, Om), (dy.m, and dy.m, Om) respectively. All channels are assumed to
follow the Rayleigh fading model and the path loss at the distance d is modeled as:

d
PL(d) = PLo — 10logo(~). (5.90)
0
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Fig. 5.10 3D coordinate “
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where PLy = —30dB represents the path loss when dy = 1m and « denotes path

loss exponent. In an IRS aided communication scenario [45], it is reasonable to
place IRS near Alice or Bob to improve system performance. Thus, we place IRS
near receiver and the parameters are set as dy, = dyxp = dye = 10, dyp = 136 and
dy. = 115. To investigate the impact of the IRS position on the safety performance
when the IRS moves on the receiver side, dy € [100, 145] is set. The path loss
exponents of the Alice-IRS and IRS-Bob/Eve are set to be og = 2.2 and a1 = 2.5,
respectively. Unless specified otherwise later, the other simulation parameters are
setas: G = 4, N = 16, N; = 1, P, = N,W and quadrature phase shift keying
(QPSK) modulation. For the convenience of simulation, it is assumed that the total
transmit power P = N; W. For the sake of fairness of Bob and Eve, it is assumed
that all noise variances in channels are identical, i.e., obz = aez and N, = N, = 2.
It is shown clearly in Fig. 5.11 that the approximate SRs of the three IRS beam-
former designs change as the number of iterations increases. It can be seen from
the figure that at the beginning of the iteration, the approximate SR value increases
significantly, and as the iteration continues, the approximate SR value increases
gradually until the convergence tolerance is reached. Moreover, from Fig.5.11, we
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can know that the convergence speeds of these methods have an ascending order:
Max-NASR-DA, Max-NASR-SCA, and Max-TASR-SDR. In accordance with the
complexity analysis mentioned, we can see that the computational complexity of
the Max-NASR-DA scheme is the highest, which means that the optimization cost
of the Max-NASR-DA scheme is higher, but the number of iterations is less. The
Max-NASR-SCA scheme sacrifices a certain number of iterations in exchange for
lower optimization complexity, while the Max-TASR-SDR scheme has the lowest
optimization complexity, but also requires the highest number of iterations.

The impact of free-space path loss (FSPL) on secrecy performance of IRS-SSM
is shown in Fig. 5.12. From this figure, it is observed that all curves have a similar
trend. It is clearly shown that when IRS getting near the Eve, the average SR
decreases. And with IRS getting close to Bob, the average SR increases rapidly.
Moreover, when IRS moves away from Bob, the average SR declines as both Bob
and Eve receive lower signal energy.

Figure 5.13 plots the average SR versus IRS position dy for different IRS
beamforming algorithms when the transmit power factor S is fixed at 0.5. The con-
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ventional Max-TASR-GA IRS optimization and random beamforming are presented
in Fig. 5.13 as performance benchhmarks. It is clearly shown in this figure that the
security performances of the two proposed algorithms and the conventional TASR-
GA algorithm are better than random beamforming, which shows the importance
of IRS beamforming design. Besides, the performances of these three algorithms
are listed in an ascending order: TASR-GA, TASR-SDR, NASR-DA. It is worth
noting that when the IRS gets close to the Eve, the SR of the TASR-GA is 0, but the
two proposed algorithms can still guarantee the secrecy performance of the system.
Thus, compared with the traditional TASR-GA, the two algorithms proposed are
more suitable for harsh communication environments.

5.8 Conclusion

In this book chapter, we have made a comprehensive investigation of IRS beam-
forming and transmit power design concerning IRS-SSM. In such an architecture,
the first part of bitstream is transmitted by APM symbol, and the second part
of bitstream is carried by selecting a subset in the IRS rather than a single
transmit/receiver antenna. Considering the physical-layer security, a simple approx-
imated SR expression was proposed. Based on the NASR and TASR, three IRS
beamformers, Max-NASR-DA, Max-NASR-SCA and Max-TASR-SDR, were pro-
posed. Simulation results showed that the proposed beamforming methods have an
ascending order in SR: IRS with no beamforming, IRS with random beamforming,
Max-TASR-SDR, Max-NASR-SCA and Max-NASR-DA. Particularly, two TPD
methods were also proposed: Max-NASR-TPD and Max-TASR-TPD. Simulation
results showed that the proposed TPD strategies have an ascending order in SR:
fixed transmit power, Max-TASR-TPD and Max-NASR-TPD. Accordingly, either
the IRS beamforming or the TPD algorithms based on the NASR performs better
than those based on the TASR.
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Chapter 6 ®
IRS-Aided Covert Wireless e
Communications with Delay Constraint

In this chapter, we examine the performance gain achieved by deploying an IRS in
covert communications. To this end, we formulate the joint design of the transmit
power and the IRS reflection coefficients by taking into account the communication
covertness for the cases with global CSI and without a warden’s instantaneous CSI.
For the case of global CSI, we first prove that perfect covertness is achievable with
the aid of the IRS even for a single-antenna transmitter, which is impossible without
an IRS. Then, we develop a penalty successive convex approximation (PSCA)
algorithm to tackle the design problem. Considering the high complexity of the
PSCA algorithm, we further propose a low-complexity two-stage algorithm, where
analytical expressions for the transmit power and the IRS’s reflection coefficients
are derived. For the case without the warden’s instantaneous CSI, we first derive the
covertness constraint analytically facilitating the optimal phase shift design. Then,
we consider three hardware-related constraints on the IRS’s reflection amplitudes
and determine their optimal designs together with the optimal transmit power. Our
examination shows that significant performance gain can be achieved by deploying
an IRS into covert communications.

6.1 Introduction

To meet the ever-increasing demand for high-data rate applications and massive
connections in wireless networks, multiple advanced technologies, such as massive
MIMO, mmWave, and ultra-dense network (UDN), have been advocated [1, 2].
However, these technologies generally suffer from high energy consumption or high
hardware complexity, due to the use of a large number of power-hungry RF chains.
As aremedy, IRS is emerging as a promising solution to improving the spectral and
energy efficiency effectively [3]. Specifically, IRS is a planar surface consisting of
a large number of re-configurable and low-cost passive reflecting elements, each of
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which is able to reflect the incident signals with controllable amplitudes and phase
shifts. Thus, IRS can customize the propagation environment from the transmitter to
receiver to achieve various design objectives (e.g., signal enhancement, interference
suppression).

Due to the aforementioned advantages, IRS has been investigated in various
application scenarios, e.g., single-user systems [4, 5], multi-user systems [6—11],
and wireless information and power transfer systems [12, 13], and it has been
considered as a promising technology for enabling the 6G wireless networks
[14, 15].

Recently, considering the increasing concerns on security issues in wireless
communications, several recent works addressed communication security in the
context of IRS-assisted wireless networks from the perspective of physical layer
security, e.g., [16-23]. In general, the secrecy performance of IRS-assisted net-
works can be improved by properly designing the IRS reflection coefficients to
simultaneously enhance the received signal strength at desired users and weaken
them at eavesdroppers. For example, as shown in [16], by jointly optimizing
the transmit beamforming together with the reflect beamforming, physical layer
security is guaranteed in IRS-assisted network, even if the eavesdropping channel
quality is higher than that of the legitimate channel. Along this direction, an
alternative optimization algorithm based on SDP relaxation technique was proposed
to determine the secure transmit beamforming and reflecting phase shifts in [17]. In
addition, the authors of [18] tackled the question whether and when AN is beneficial
to the physical layer security in IRS-assisted wireless communication systems.
Meanwhile, MIMO wiretap channels were considered in [19-21] for optimizing
the transmit covariance matrix and IRS phase shifts, and the channel imperfectness
on multiuser MISO and MIMO wireless secure communications were considered in
[22] and [23], respectively.

The aforementioned physical layer security technologies focus on protecting
the content of the transmitted message against eavesdropping. However, these
technologies cannot alleviate privacy issues posed by discovering the presence of
the transmitter or transmissions. Fortunately, the emerging and cutting-edge covert
communication technology, which aims at hiding the existence of a wireless trans-
mission, is able to preserve such a high-level security and privacy [24]. In general,
a positive covert transmission rate can be achieved when the warden (Willie) has
various uncertainties, e.g., noise uncertainty [25] and channel uncertainty [26]. In
particular, the fundamental limits of covert communication in AWGN channels was
established in [27], where the authors proved that at most O(4/n) bits of information
can be covertly and reliably conveyed to from a transmitter (Alice) to a desired
receiver (Bob) over n channel uses. In addition, covert communication with the help
of a FD receiver was examined in [28], where a FD receiver generates AN with a
random transmit power to deliberately confuse Willie’s detection. Inspired by this,
the authors of [29] introduced an uninformed jammer to impose artificial uncertainty
on Willie. It was revealed that, under the average covertness constraint, the optimal
transmit power strategy is in the form of truncated channel inversion. Meanwhile,
covert communication in relaying networks and UAV networks was examined



6.1 Introduction 125

in [30] and [31, 32], respectively. Furthermore, the conditions for guaranteeing
the optimality of Gaussian signalling for covert communication was addressed
in [33]. Most recently, covert communication in random wireless networks and
covert communication with delay constraints were investigated in [34, 35] and [36],
respectively.

Although the aforementioned works on covert communication, i.e., [24-36],
have studied various strategies to improve its performance, the achievable covert
communication rate is still in a low regime due to the stringent covertness
requirement (e.g., a low transmit power). We note that the IRS has the capability
of simultaneously enhancing the received signals at a legitimate receiver and
deteriorating them at a warden. Therefore, the IRS technique is practically appealing
in improving covert communication performance, which has been pointed out in a
recently published magazine article [37]. In addition, the impact of a warden’s
noise uncertainty on IRS-assisted covert communication was examined under the
assumption of infinite number of channel uses (i.e., without delay constraints) in
[38], where the reflection beamforming was optimized with fixed IRS reflection
amplitudes. We note that the communication delay from a transmitter to a receiver
generally increases as the number of channel uses increases. In order to meet the
requirement in some low-latency applications (e.g., real-time video processing,
connected vehicles), a short packet (i.e., a finite blocklength) should be considered.
We also note that the finite blocklength implies that the transmission should occur
within the available channel uses, which is essentially a delay constraint. In addition,
covert communications with a finite blocklength is fundamentally different from
that with an infinite blocklength, which is due to that the decoding error probability
is not negligible in short-packet communications. As such, the main challenge of
the covert communications with a finite blocklength arises from that the coding
strategy needs to balance between the receiver’s decoding error probability and the
warden’s detection error rate. Furthermore, in the context of covert communication,
fixing the IRS reflection amplitudes to 1 may limit its performance and thus may
not be optimal. Against this background, this work considers the delay-constrained
IRS-assisted covert communication, where Alice wants to transmit information to
Bob covertly in a finite blocklength with the aid of an IRS, while Willie intends to
detect the existence of this transmission. We jointly design Alice’s transmit power,
the IRS reflection amplitudes and phase shifts to enhance covert communication
performance. The main contributions of this work are summarized as below.

* Considering global CSI being available, we prove that perfect covertness (i.e.,
Willie’s detection is equivalent to a random guess) with non-zero transmit power
is achievable for a single-antenna Alice in the IRS-assisted covert communication
system. Specifically, our analysis reveals that the condition for achieving the
perfect communication covertness is that the quality of the channel of Alice-
IRS-Willie is better than that of the channel Alice-Willie. Intuitively, this is due
to that the reflected signals from the IRS is able to cancel the signals transmitted
from Alice directly to Willie. It is found that without the deployment of an IRS,
it is impossible to achieve such perfect covertness for a single-antenna Alice,
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due to the lack of a null space in the channel from Alice to Willie. This result
demonstrates the importance of IRS for covert communication.

* With the global CSI, we first prove that the covertness constraint is convex. We
then transform the optimization problem into a generalized nonlinear convex
programming (GNCP) and develop a PSCA algorithm to jointly optimize Alice’s
transmit power together with the reflection amplitudes and phase shifts at the
IRS. In order to reduce the computational complexity, we further develop a
low-complexity two-stage algorithm, where we derive analytical expressions for
Alice’s transmit power and the IRS’s reflection coefficients.

* Considering the case without Willie’s instantaneous CSI, we first prove that
the Kullback-Leibler (KL) divergence adopted in the covertness constraint is
a monotonically increasing function of the received power at Willie, based
on which we derive a closed-form expression for the covertness constraint in
this case. Our analysis reveals that the covertness constraint is independent of
the phase shift of each IRS element, which only affects the signal-to-noise
ratio (SNR) at Bob. This observation facilitates the design of the optimal IRS
phase shifts. Then, we consider three different practical constraints on the IRS’s
reflection amplitudes p,, i.e., p, = 1,Vn, p, = po,V¥n,and 0 < p, < 1,Vn,
under which the IRS’s reflection amplitudes and Alice’s transmit power are
determined. Our examination shows that the considered IRS-assisted system
can significantly outperform the system without an IRS in the context of covert
communications in both the considered CSI scenarios.

The remainder of this work is organized as follows. Section 6.2 presents the
considered system model. Sections 6.3 and 6.4 respectively present the covert com-
munication design for the cases with global CSI and without Willie’s instantaneous
CSI. Section 6.5 provides our numerical results, where the impact of the IRS’s
location is also examined. This book chapter is concluded in Sect. 6.6.

Notation Vectors and matrices are denoted by Boldface lowercase and uppercase
letters, respectively. AT, A¥ | represent transpose, conjugate transpose, respectively,
while A > 0 denotes semidefiniteness of matrix A. E,[-], arg(-), || - ||, || - |1, and | - |
denote the statistical expectation of x, phase, £2-norm, £;-norm, and the absolute
value, respectively. Pr{-} and CN(u, ) denote the probability of an event and
Gaussian distribution with mean p and variance o2, respectively.

6.2 System Model

6.2.1 Considered Scenario and Assumptions

As shown in Fig. 6.1, we consider an IRS-assisted covert communication system,
where Alice intends to transmit information to Bob covertly with the aid of an IRS,
while a warden Willie seeks to detect the existence of this transmission. We assume
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Fig. 6.1 IRS-assisted wireless covert communications

that each of Alice, Bob, and Willie is equipped with a single antenna. The IRS is
equipped with N passive reflecting elements and the reflection coefficient (including
phase shift and reflection amplitude) of each reflecting element can be dynamically
adjusted based on the propagation environment. In addition, it is assumed that the
signals reflected by the IRS twice or more are ignored due to the significant path
loss [8]. All channels in the considered system are subject to quasi-static flat-fading.
Specifically, the baseband equivalent channels from Alice to IRS, Bob and Willie are
denoted by hyy = \/XarBar, hap = /Xavhap, and hay = /Xawhaw, respectively,
while the channels from IRS to Bob and to Willie are denoted by h® = /x;,h/
andhf = Xrw! h# | respectively. In addition, ; j denotes the large-scale path loss,

where ij € {ar,ab,aw, rb, rw} corresponding to different channels, while l_lm,
Haby Baw, l_lg], and l_lffu are the corresponding small-scale fading coefficients. We
denote © = diag (p1€/%", pre/®, - -+, pye/¥N) as the diagonal reflecting matrix of
IRS, where 6, € [0,27) and p, € [0,1],n = 1,2,---, N, represent the phase
shift and reflection amplitude on the combined incident signal at the n-th element,
respectively. Furthermore, we assume that the signal transmitted by Alice in the i-th
channel use is denoted by x[i], Vi € {1,2,---, L}, where x[i] ~ CN(0, 1) and L is
the total number of channel uses, which is the total number of symbols transmitted
over the considered fading block.

6.2.2 Binary Hypothesis Testing at Willie

In this work, we focus on delay-constrained covert communications, i.e., the number
of channel uses L is finite. In order to detect the existence of the transmission, Willie
is required to distinguish between the following two hypotheses:
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. nw[l]a 7{03
ywli] = . . (6.1)
VP4 (W, ©hy, + hay) x[i]+ nylil,  Hi,

where y,,[i] is the received signal at Willie for the i-th channel use, H( denotes
the null hypothesis in which Alice does not transmit, and ) denotes alternative
hypothesis in which Alice transmits information to Bob. In addition, P, is the
transmit power of Alice and n,[i] is the AWGN at Willie with zero mean and
variance 03}. Following (6.1), the false alarm rate and miss detection rate at Willie
are given by Pr{D;|Hp} and Pr{Dgy|H,}, respectively, where D and Dy are the
binary decisions that infer whether Alice’s transmission occurred or not. Then, the
total detection error rate at Willie is given by

& = moPr{D1|Ho} + m1Pr{Do|H1}, (6.2)

where 7y and 71 = 1 — mp denote the priori probabilities of hypotheses Hp
and H, respectively. We note that the knowledge of the priori probabilities is
beneficial to improving Willie’s detection performance. In this work, we assume
mo = 1 = 0.5 (i.e., equal priori probabilities), which has been widely adopted in
covert communications (e.g., [32, 35]).

In covert communications, Willie wishes to minimize its total detection error rate
& to detect the presence of the transmission. The optimal test that minimizes & is the
likelihood ratio test, which is given by

Py 2 [T, fOulill#H) 2
Po £ [T/, fOulillHo) 5,

6.3)

where Py and IP; are the likelihood functions of Willie’s observation vector over L
independent channel uses under Hy and H, respectively. We have f(yy,[i]|Ho) =
CN(0,02) and f (yy[il|H1) =CN(O, P, b2 ®hy, +1gy|>+02) as the likelihood
function of y,,[i] under Hy and H, respectively. We note that the optimal detection
threshold and the corresponding minimum detection error rate £* at Willie can
be derived based on (6.3) [36]. However, the resultant expression for £* involves
incomplete gamma functions, which is not tractable for subsequent analysis and
design. To overcome this difficulty, we present a lower bound on &£*, which is given

by Bash et al. [27]
1
" >1— ED(POHP)I), (6.4)

where D(Py|P;) is the KL divergence from Py to P, and given by Yan et al. [36]
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Py lhf @hy, + hyy|? P, hf @h,, + gy |
D(POIIP’l):L[ln (1 Py Ollar + hau) ) allyy Ot + haw| 2]
o5 P;|hf, ®hy + hgyl* + 05
(6.5)
Following the fact that h/ @ha, = Hdlag(h ! Yhy,, [hH, G)ha, + haw|2 an
be equlvalently rewritten as |v7 a+haw| where v = [v,va, -+ ,on]7, a =

dlag(h wher and v, = p,e —J% Vp.

In covert communications, £* > 1 — € is generally adopted as the covertness
constraint, where € is a small value to determine the required covertness level. As
per (6.4), we note that D(Py|P;) < 2¢2 is a more stringent constraint than the
constraint £* > 1 — €. As such, in this work we adopt D(Py|P;) < 2¢2 as the
required covertness constraint.

6.2.3 Transmission from Alice to Bob

When Alice transmits information, the received signal at Bob for the i-th channel
use can be expressed as

wlil = V/Pa (0 @by + hap ) 211+ mylil, (6.6)

where np[i] is the AWGN at Bob with zero mean and variance ob The correspond-
ing SNR at Bob is given by

Vo 2|h ©hy, + hap|* —0—§|v”b+hab|2, 6.7)
2 b

where b = diag(hz)ha,.

We should point out that the decoding error probability 6 at Bob is not negligible
for a fixed transmission rate R, when the number of channel uses L is finite.
As such, the effective throughput, i.e., LR(1 — §), can be employed to quantify
the covert transmission performance of the considered delay-constrained scenario.
We note that the effective throughput increases with L. However, Willie would
have more observations to detect the covert communication as L increases, which
improves his detection performance. We also note that D(Py|P;) is a monotonicity
increasing function of P, |hH Oh,, + hay |2. As such, we can reduce the value of
P, |hg ®h,,, +h,p|? by properly designing the transmit power P, and IRS reflection
beamforming in order to limit the value of D(Py|P;) when L increases, in order to
satisfy the covertness constraint. The recent works [36] and [39] revealed that the
optimal number of channel uses in the delay-constraint covert communications is
the maximum allowable number of channel uses and the effective throughput is
an increasing function of y; for a fixed transmission rate R. As such, in this work
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we use )} to evaluate the communication quality from Alice to Bob, and then we
aim to maximize y}, subject to the covertness constraint D(Py|P;) < 2¢2 and other
practical constraints.

6.3 Covert Communication Design with Global Channel
State Information

In this section, we assume that the CSI of all channels in the considered system is
publicly available, which enables us to obtain an upper bound on the performance
gain achieved by introducing IRS into covert communications. We note that the
acquisition of accurate CSI in IRS-aided communication systems is practically
challenging, since the total number of channel coefficients that need to be estimated
are significantly increased compared with the case without IRS, while IRS is
generally without active transmit RF chains. This challenge was addressed in
the literature. For example, the recent works [40] and [41] respectively proposed
a matrix-calibration based cascaded channel estimation method and a parallel
factor decomposition based framework, which can accurately estimate the involved
channels in IRS-aided systems.

6.3.1 Optimization Problem and Perfect Covertness Condition

Our goal is to maximize the received SNR at Bob by jointly designing the transmit
power at Alice and reflect beamforming vector v (i.e., the phase shifts and reflection
amplitudes) at the IRS, subject to the covertness constraint and the maximum
transmit power constraint at Alice together with the IRS reflection coefficients
constraint. The formulated optimization problem can be written as

P1) : rpax Pa|VHb + habl2 (6.8a)
asV

s.t. DPo|P)) < 262, (6.8b)

Pa = Pmax, (6.80)

|vl‘l|§15vn:1725”'5N7 (6'8d)

where sz is omitted in the objective function (6.8a), since it is a constant term. In

addition, (6.8b) is the covertness constraint and (6.8d) is due to p, € [0, 1], since the
IRS cannot amplify signals. We note that, following [42] and [43], constraint (6.8d)
implies that the reflection amplitude and phase shift of each IRS element can be
independently adjusted over [0, 1] and [0, 277), respectively.
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We should point out that for some specific hardware implementations, IRS
reflection amplitudes may depend on its phase shifts, which leads to that the
reflection amplitudes and phase shifts are coupled [44]. As such, the independent
design of IRS reflection amplitudes and phase shifts may suffer from a certain
performance degradation caused by this coupling impact. Meanwhile, some existing
works (e.g., [42, 43]) expected that near future hardware improvement may support
the feasibility that the IRS reflection amplitudes and phase shifts can be adjusted
independently. On the other hand, the formulated optimization problem (P1) jointly
designs the reflection amplitudes and phase shifts of the IRS, where only designing
the phase shifts of the IRS serves as a special case. In addition, the considered
joint design can help us obtain an upper bound on the performance gain achieved
by introducing an IRS into covert communications. Furthermore, it can also help
us determine the impact of IRS amplitude control on delay-constraint covert
communications.

We note that the considered representative single-antenna setup enables us to
identify the fundamental reasons why IRS is beneficial to covert communications
and to facilitate us to draw useful insights regarding the impacts of different system
parameters on the system performance. The extension of the considered setup to the
one with multi-antenna transceivers (e.g., Alice, Bob, and Willie) requires the joint
optimization of transmit beamforming and IRS’s reflection coefficients. For this
joint optimization, the number of data streams transmitted from Alice to Bob and the
observation correlation at different antennas should be considered. In addition, the
number of antennas at Alice and Willie could significantly affect the optimal design
together with the achievable communication covertness of such a multi-antenna
system, e.g., the conditions for achieving perfect communication covertness. This
is beyond the scope of the chapter and such an extension is left for future work.

Before solving the problem (P1), in the following theorem, we first identify the
conditions for achieving perfect covertness (i.e., D(Py|P;) = 0) with non-zero
transmit power in the considered IRS-assisted covert communication system. We
note that when the blocklength is finite, perfect covertness is not achievable in covert
communication systems without an IRS (e.g., [36]).

Theorem 6.1 Perfect covertness can be achieved with non-zero transmit power, i.e.,
the below optimization problem

(P1) max P v + hap|? (6.92)
st. Pyvia+ hg,|> =0, (6.9b)

Pa = Pma)u (6.90)

lonl <1,V =1,2,--- ,N. (6.9d)

is feasible, if and only if Z;V:l lan| = |hawl, where ay, is the n-th element of a =
diag(hf}, )hg.
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Proof The detailed proof is provided in Appendix. O

We note that v/ a is the equivalent channel coefficient of reflect-path from Alice
to Willie through the IRS. We also note that Zﬁ:’:l la,| = ||a||1, which can be
equivalently written as ||a||; = |vFal; when p, = 1,Vn. In addition, /g, is

the channel coefficient of direct-path from Alice to Willie. Thus, Theorem 6.1
implies that when the channel quality of the reflect-path is higher than that of
the direct-path, perfect covertness can be achieved. Interestingly, Theorem 6.1 also
reveals that the additional reflect-path can deteriorate Willie’s detection performance
(i.e., Willie receives less covert information energy transmitted by Alice), when
the reflect beamforming is properly designed. This essentially shows that the IRS
is capable of effectively improving the communication covertness, which will be
explicitly examined through solving the optimization problem (P1). We should
point out that under the condition of achieving perfect covertness as given in
Theorem 1, an eavesdropper is not able to wiretap any information from the
legitimate transmission, since the eavesdropper cannot receive any useful signal for
decoding the confidential information, which indicates that this condition can also
be applied to guarantee the physical layer security [45].

It should be emphasized that problem (P1’) given in (6.9) is a special case of the
problem (P1), where (P1) is non-convex due to the non-concave objective function
and the non-convex covertness constraint (6.8b). In the following, we first propose
a joint design based on PSCA algorithm to solve (P1) and then we develop a low-
complexity solution to balance the computational complexity and the achievable
covert communication performance.

6.3.2 Joint Transmit Power and Reflect Beamforming Design

In this subsection, we first transform problem (P1) into a GNCP problem. Then, a
PSCA algorithm is developed to solve the resultant problem. To proceed, we first
note that P,|v'b + hgp|? in the objective function (6.8a) and the term P,|va +
haw|? in the covertness constraint (6.8b) can be equivalently rewritten as

P, (v”bev+2Re(v”bh;,,t) 4 Ihab|2|t|2>, (6.10)
P, (vHaaHv+2Re(vHah;wr) + |haw|2|t|2), 6.11)
respectively, where the newly introduced slack variable ¢ satisfies |f|> = 1. In

fact, (6.10) and (6.11) can be further rewritten into a quadratic forms P,uf’Bu and
P,u’! Au, respectively, where

% bb"  bh* ] |: aaf an* ]
u= , B= ab | A= awil. (6.12)
|:ti| |:habe |hab|2 hawaH |haw|2
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Following the above transformations, (P1) can be equivalently rewritten as

(P1.1) : max P,u’Bu (6.13a)
a-u
Puf A P,uf A 2¢?
s.t. In (l—i— ”uz u) — gu u S < i’ (6.13b)
o5 P,u"Au+ o L
Pa = Pl’IlaXs (6130)
Iunlflvvn=1927"' 7N5 (6.13d)
lun+1]l =1, (6.13¢)

where (6.13d) is due to p, € [0, 1], while (6.13e) is to guarantee |¢| = 1. We
note that if u is an optimal solution to the optimization problem (P1.1), ¥ is an
optimal solution to the original optimization problem (P1). However, (P1.1) is
still difficult to tackle due to the fact that the transmit power variable P, and the
reflect beamforming vector u are coupled in the objective function (6.13a) and the
covertness constraint (6.13b). Fortunately, P, is a scale variable and it is constrained
by (6.13c), which allows us to simplify (P1.1) as

(P1.2) : max w/’Bw (6.14a)
P,,w
wi Aw + o2 wi Aw 2¢?
s.t. In 3 - 7= (6.14b)
oy wiAw + o L
Py < Pmax, (6.140)
lwn| < v Pa,Vn=1,2,---, N, (6.14d)
lwyt1] =/ Pa, (6.14e)

where w = +/P,u. We note that (P1.2) is NP-hard due to the non-convex
constraints (6.14b) and (6.14e), which generally difficult to tackle directly. To
facilitate the develepment of problem, we first define W = ww/. Then, problem
(P1.2) can be recast as

(P1.3) : max Tr(BW) (6.15a)
Py, W
Tr(AW Tr(AW 2¢?
.t ln<1+ rA )>_ aw) 2 (6.15b)
o5 Tr(AW) + o L
Pa = Pma)u (615C)
Wn,n <P, Vn=1,2,--- N, (6.15d)

Wyii v+l = Pa, (6.15¢)
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W >0, (6.15%)
rank(W) =1, (6.15g)

where (6.15f) and (6.15g) are in (P1.3) to guarantee that W = ww” holds after
the optimization. We note that the objective function (6.15a) is linear, while (6.15¢)
and (6.15d) together with (6.15e) are linear constraints. In addition, (6.15f) is a
linear matrix inequality (LMI), which are convex with respect to the corresponding
optimization variables. In the following, we first present a lemma to determine the
convexity of the covertness constraint (6.15b), and then we tackle the non-convex
rank-one constraint (6.15g).

Lemma 6.1 The constraint (6.15b) can be rearranged as

2 2
(10 ) (232
g

2
w w L 4

which is a convex constraint with respect to W.
Proof The detailed proof is provided in Appendix. O

In the following, we focus on tackling the non-convex rank-one con-
straint (6.15g). In general, problem (P1.3) can be transformed into a convex
optimization problem by relaxing the rank-one constraint (6.15g) and the constraint-
relaxed problem can be solved by convex optimization tools, such as CVX [46].
However, the optimal W of the resultant problem may not be rank-one and the
corresponding optimal objective value serves as an upper bound on that of problem
(P1.3).

In the following, we develop a PSCA iterative algorithm to solve (P1.3), which
guarantees that the ultimate convergence solution is a locally optimal solution. To
proceed, we first note that the rank-one constraint (6.15g) is equivalent to

Tr(W) - )\max(w) =< 0, (617)

where Amax (W) is the maximal eigenvalue of W. This follows from the fact that
Tr(W) — Amax(W) > 0 must hold when W > 0. As such, constraint (6.17) is
equivalent to Tr(W) = Apax(W), which implies that W has only one non-zero
eigenvalue. It should be emphasized that Ay,x (W) is a spectral function and is
convex with respect to W. Following this fact, the left-hand side (LHS) of the
constraint (6.17) is in the form of a linear function minus a convex function. We note
that any convex function is lower-bounded by its first-order approximation at any
given point [46]. As a result, the non-convex constraint (6.17) can be trarlsformed
into a more stringent convex constraint for given any feasible solution W. Then,
the successive convex approximation (SCA) method can be employed to solve the
resultant convex optimization problem iteratively.
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In applying SCA method, it is difficult to identify an initial feasible W to
the resultant optimization problem, due to the existence of implicit constraint
Tr(W) — Amax(W) > 0. To overcome this difficulty, we resort to the exact penalty
method. Specifically, we first introduce a slack variable n > 0 to enlarge the size
of the feasible solution set spanned by constraint (6.17). Then we develop a penalty
method by adding a slack variable into the objective function. Following the above
discussions, we rewrite problem (P1.3) as

P1.4) : PT‘a’%T? Tr(BW) — tp (6.18a)
s.t. (6.15¢), (6.15d), (6.15e), (6.15f), (6.16), (6.18b)

Tr(W) — Amax(W) =<1, (6.18¢)

n=0, (6.18d)

where t > 0 is a penalty parameter. We note that (P1.3) and (P1.4) are equivalent
when t > 710, and thus (P1.4) provides the exact penalty optimization solution to
(P1.3).

Now, we turn to address the non-convex constraint (6.18c). Since the spectral
function Amax (W) is non-smooth (i.e., not differentiable), we adopt its sub-gradient
given by wmaxwr’,fax [47], where Wk is the eigenvector associated to the maxi-
mum eigenvalue of Amax(W). As such, the first-order restrictive approximation of

Amax (W) is replaced by

Amax(W) > )\max(w)‘i‘Tr (Wmax‘TVH (W — W)) s (6.19)

max

where W is a given feasible point and W,y is the unit-norm eigenvector corre-
sponding to the maximum eigenvalue Amax(W) of the matrix W. As such, the
constraint (6.18c) can be rewritten as

TEW) = (W) =T (Winax Wy (W= W)) < 1. (6.20)
We should point out that the value of the aforementioned 7y can be chosen to be
greater than the largest optimal dual variable related to constraint (6.20) with n = 0
[48]. As per (6.20), the optimization problem (P1.4) can be rewritten as

(P1.5): max Tr(BW) —1n
Pa,W,n

s.t.  (6.15¢), (6.15d), (6.15e), (6.15f), (6.16), (6.18d), (6.20).
(6.21a)

We note that the problem (P1.5) is a GNCP problem due to the exponential cone
constraint involved in the covertness constraint (6.16). For a given penalty parameter
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Algorithm 1 PSCA algorithm for Solving (P1.2)

1. Given an initial feasible solution W° and an initial penalty parameter t°; Given ¢ > 1 and
Tmax; Set r = 0.

2. repeat _

3. Solve (P1.5) with given a feasible solution W’ and obtain the current optimal solution
{Wr-H’ P;'H, nr+1}.

4. Update 7"t! = min{ct”, Tyax} and set W1 = W7 t1; Set the iteration number r = r + 1.

5. until

6. Convergence.

7 and an initial feasible solution W, it can be solved by convex optimization solvers
such as CVX [46]. The optimal solution to (P1.5) is also a feasible solution to (P1.4),
since the feasible set of (P1.5) is smaller than that of (P1.4). In addition, problem
(P1.2) can be tackled by solving (P1.5) iteratively. The detailed iterative algorithm
is presented in Algorithm 1. We note that Algorithm 1 starts with a small value of
the penalty parameter t° to put a less emphasis in forcing the rank-one constraint.
Then, the penalty parameter 7 is gradually increased by a constant ¢ > 1 at each
iteration until a large upper bound 7.« is achieved to guarantee n = 0. We note that
Algorithm 1 does not guarantee that the value of objective function always increases
with the iteration number, but the objective value will converge. The former is due to
the disturbance of the penalty term in the objective function, while the latter is due
to the fact that Algorithm 1 is reduced to a standard SCA algorithm when 7 reaches
its upper bound ty,x. We note that the convergence of the standard SCA algorithm
has been proven in [49]. We note that solving a GNCP problem requires a high
computational complexity compared to solving other standard convex programs
such as SDP [50]. We also note that the complexity of solving a SDP problem with
the same size as the problem (P1.5) is O ((N + 1)6'5)) [17]. As such, the complexity
of the proposed Algorithm 1 is at least on the order of O (K 1(N 4 1)83 )), where
K is the number of iterations.

6.3.3 Low-Complexity Algorithm

In this subsection, we develop a low-complexity two-stage algorithm to strike a bal-
ance between the covert transmission performance and computational complexity.
Specifically, the IRS’s reflection beamforming is designed in the first stage, while
Alice’s transmit power is determined in the second stage.

6.3.3.1 IRS Beamforming Design

In order to develop a low-complexity IRS beamforming design, as per (P1.1) we
note that D(Py|P;) in the covertness constraint (6.13b) is a monotonically increas-
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ing function of P,u”’ Au, which implies that the covertness level is dominated by the

received energy at Willie. Following this fact, we adopt the ratio from the received
P{,uH Bu

. . . . ’ PallHAll ’ . . .

metric to design the reflection beamforming, yielding the following optimization

problem

energy at Bob to the received energy at Willie, i.e. as our performance

H
u”Bu
P2) : max T An (6.22a)
st |u,|<1,Vvn=1,2,---,N, (6.22b)
luns1] = 1. (6.22¢)

We note that the optimization problem (P2) is difficult to tackle directly, since
the objective function (6.22a) is highly non-concave and the unit modules con-
straint (6.22c) is non-convex. Furthermore, this problem is quite different from the
generalized Rayleigh quotient problem, due to the multiple reflection coefficient
constraints that characterize the phase shift and reflection amplitude limits. In the
following, we first derive a lower bound on the objective function (6.22a), and then
we develop a SCA algorithm to solve (P2) iteratively. Based on [51], a lower bound
on (6.22a) is given by

u’Bu  2Re(iBu) a7 Bi

H
WAu - afAa | @iAw?t " (6.23)

where 1 is a given feasible point. We note that although the lower bound detailed
in (6.23) is a concave function of u, it is not conducive to derive a low-complexity
analytic expression for u, as such, we further establish an upper bound on u’ Au
[10], as below:

u” Au < u’Mu + 2Re (uH (A — M)ﬁ) +if M- A)i, (6.24)

where M = Amax(A)In+1. We recall that A is a rank-one matrix, it follows that
Amax(A) = afla, where a = [afl h¥ 17, Then, substituting (6.24) into (6.23) and
considering that the values of ||u] |2 and |[@||? are less than or equal to N + 1, we
have

u”Bu
ufl Au

> 2Re (fH u) +e, (6.25)

where

B A —afal a7 Bi
P L _ NTI) ii, (6.26)
aAa (@ An)?
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afBa 2afa(Nv + DHuf’Ba
afl Aa (@ Ain)2

c= 6.27)

Then, a lower bound value of optimization problem (P2) can be obtained by solving

(P2.1) : max 2Re (fHu) tc (6.282)
u

st lun] <1,Yn=1,2,--- N, (6.28b)

lun+1] = 1. (6.28¢)

In order to tackle the optimal solution to the optimization problem (P2.1), we
first equivalently rewrite the objective function (6.28a) as

N+1
IRe (Z (|fn||Mn|ej(arg(un)—arg(fn)))> + ¢, (6.29)

n=1

where f, is the n-th element of f. As a result, for a given feasible solution u, the
optimal solution to (P2.1) is given by arg(u, ) = arg(f,) and |u,| = 1, Vn. It follows
that u = ¢/22®_ We note that we always have |u,| = 1, Vn, in this low-complexity
design, since otherwise we can always increase the value of |u,| to further increase
the objective function. This also shows the sub-optimality of this design, which will
be thoroughly investigated in Sect. 6.5.

6.3.3.2 Transmit Power Design

For a given u, the optimization problem (P1.1) is simplified to

(P3) : max P,u’Bu (6.30a)
¢ 1+ P,u Au P,u’ Au - 2¢2 (6.30b)
s.t. In — _—, .
o2 P,ufAu+o2 ~ L
Pa = Pmax- (6.300)

2 . . L
We note that 2% generally is a small value in covert communications. As per
In(1 + x) < x for x > —1, a conservative approximation of the covertness
constraint (6.30b) is given by

P,uf Au P,uf Au - 2¢2
o2 PoufAu+o2 — L

(6.31)
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Then, the optimization problem (P3) can be recast as

(P3.1) : max P,u’’Bu
P

a

s.t. (6.30b), (6.30c), (6.31). (6.32)

One can verify that the LHS of constraint (6.31) is a monotonically increasing
function of P,, and the objective function in (P3.1) also monotonically increases
with P,. Thus, in the optimal solution to (P3.1) the covertness constraint (6.31)

2(2xy/t 2L
holds with equality, which lead to P, = %. Considering that

€2 <e* +2¢2L and 0 < P, < Ppax, the optimal transmit power is given by

o2 (62 + Vet + 262L)

Luf Au

P} = min s Poax ¢ - (6.33)

We should point out that the adopted approximation in (6.31) is to find a low-
complexity solution to (P3). In fact, the optimal P, to (P3) can be achieved by
solving equation (6.30b) with equality. However, it is a transcendental equation with
respect to P,, which does not facilitate the derivation of an analytical expression
for P,. We note that the approximation solution shown in (6.33) is a high-quality
solution to (P3), which is mainly due to the fact that the LHS of constraint (6.30b) is
a monotonicity increasing function of P, and the value of % is small. We note that
P in (6.33) decreases as u Au increases, which verifies the effectiveness of the
adopted performance metric in (P2), since it guarantees a relatively small value of
u’? Au. We also note that P} decreases as the required covertness level € decreases,
which is consistent with our intuition.

The proposed low-complexity two-stage algorithm is summarized in Algorithm
2. We note that in the first stage we design the reflection beamforming without
considering the covertness constraint, i.e., the covertness constraint is not involved
in the optimization problem (P2). In the second stage, Alice’s transmit power is
determined to explicitly ensure the covertness constraint. We note that the main
computational complexity of Algorithm 2 comes from calculating f in step 3 and
P, in step 6. We observe from (6.24) and (6.33) that the complexity of calculating
f and P, mainly depends on the calculation of the quadratic form, which is on the
order of O ((N + 1)2). As such, the total computational complexity of Algorithm 2
is given by O (K 2(N + 1)2), where K> is the number of iterations at the first stage.
We note that the complexity of the proposed Algorithm 2 is much lower than that of
the proposed Algorithm 1.

We should point out that the aforementioned low-complexity two-stage algorithm
cannot obtain the perfect covertness with non-zero transmit power detailed in
the optimization problem P1’. This is due to the fact that we have performed
multiple lower bound approximation operations on the objective function (6.22a)
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and Alice’s transmit power approaches to 0 as € — 0. As such, in the following
we develop a low-complexity solution to (P1’). To this end, we first recall that,
as per Theorem 6.1, the perfect covertness can be achieved when 2;11\;1 lay,| >
|haw!|. Following this fact, we can equivalently rewrite Z,/:/:] lay| = |hqw!| as
Ziv:l la,| = «l|hgw|, where ¥k > 1 is a scale factor. Then, we can see that
(v, = ¢/ @8@n)—m—aglhaw)) yp P = Pp.}is the optimal solution to (P1”) when
k = 1and {v, = %ej(afg(“")_”_arg(haw)), Vn, P, = Pmax] is a feasible solution to
(P1") for k > 1.

Algorithm 2 Proposed Low-Complexity Algorithm

1. Given an initial feasible solution @° and set iteration index r = 0.

2. repeat

3. Compute u = ¢/4¢® (o obtain the current optimal solution of problem (P2.1).
4. Updatew” =uandsetr =r+ 1.

5. until

6. Convergence.

7. Compute P, according to (6.33).

6.4 Covert Communication Design Without Willie’s
Instantaneous CSI

If Willie is not a legitimate user in the considered system for other service, it may
be difficult to obtain his instantaneous CSI. As such, in this section we consider that
Alice and the IRS only know that hgy ~ CN(O, xaw) and hy,, ~ CN(O, xrw),
where h,,,, is the n-th element of h,,,, but they do not know the instantaneous
realizations of %y, or h,,,. From a conservative point of view, we assume that Willie
knows the instantaneous /%,y and h,.,.

6.4.1 Expression for Covertness Constraint

As per (6.5), the covertness constraint D(Py|Py) < 2¢2 depends on 4y, and h,.,. As
such, we consider the expected value of D(Py|P;) over all realizations of /,,, and

h,,, as the measure of covertness. Then, the covertness constraint can be rewritten
as Ex [D[Py|Py)] < 2¢2, where

P, X P, X
Ex [DPy|P1)] = Ex{L[ln (1 + GI% ) — PaX—FUuz}i“’ (6.34)




6.4 Covert Communication Design Without Willie’s Instantaneous CSI 141

and X £ |hf ®h,, + h4y|?. We note that the use of Ey [D(Py|P)] < 2¢2
as the covertness constraint lies in the fact that Willie knows the instantaneous
hgqw and h,y. This fact enables Willie to vary his detection threshold for each
instantaneous realization of A4, or h,,, such that Ex [D(Pg|P;)] can be used to
provide a lower bound on Willie’s minimum detection error rate £*. We note that,
if Willie uses a fixed detection threshold for all the realizations of %, and h,,,
Ex [D(Po|Py)] < 2¢2 should not be used as the covertness constraint. Since the
expression of Ex [D(Py|IP1)] is very complex, an exact analytical expression of
Ex [D(Po|Py)] is difficult to obtain directly. In the following, we present a theorem
to determine the analytical expression of Ex [D(Py|Py)] < 2€2.

Theorem 6.2 The covertness constraint Ex [D(Py|P1)] < 2¢2 can be equivalently
rewritten as

N
P, _
— (xrw > orthar, 1> + xaw> <@ (6.35)

w n=1

where € is the solution to

1\ 1 1 2¢?
l+=)efE (=) —-1—-—=0, (6.36)
€ € L

which can be obtained via the bisection method [46], where E{(x) = fxoo et;ldt is
an exponential integral function.

Proof The detailed proof is provided in Appendix. O

We note that Ex [D(Po|P;)] < 2€% is a new covertness constraint in the
context of covert communications when Willie’s instantaneous CSI is not available.
Theorem 6.2 equivalently transforms the mathematically intractable covertness
constraint Ex [D(Po|P;)] < 2€? into the constraint (6.35), which facilitates us
determine the optimal IRS’s reflection beamforming and Alice’s transmit power in

the next subsection.

6.4.2 Optimal Design Without Willie’s Instantaneous CSI

Following Theorem 6.2, when Willie’s instantaneous CSI is not available, the
optimal design of the IRS’s reflection beamforming and Alice’s transmit power is
formulated as

2
N
(PS): max P, > pulbale! OrtuEED) 4 by, (6.37a)

Py,
asP el
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N
s.t. P, (er Z py%lhar,, |2 + Xaw) = Eoﬁs (6.37b)
n=1

Pa = PmaX7 (637C)
O<p,<1L,Vn=12,---,N, (6.37d)
0<6,<2mr,Yn=1,2,---,N, (6.37¢)

where b, is the n-th element of b, p = [p1,p02, - ,,oN]T and 0 =
[61,6o, - ,QN]T. Interestingly, we find that covertness constraint (6.37b) is

independent of the phase shift @, which implies that the optimal phase shift
strategy at the IRS is to maximize Bob’s SNR when IRS does not know Willie’s
instantaneous CSI. Following the fact that

N
= D [pulbaled )| g i mehan),

n=1

N
Z On |bn |ej(9n+3-rg(bn)) + hub

n=1

(6.38)

where the equality holds when 6, + arg(b,) = arg(h,p), Yn, we can conclude that
the optimal @ to the optimization problem in (P5) is given by

Oy = arg(hqp) — arg(by), Vn. (6.39)

Substituting (6.39) into (P5) and performing the root operation on the objective
function (6.37a), we have

N
(P5.1) : max \/E(anlbnl + |hah|>
a n=1

s.t. (6.37b), (6.37¢), (6.37d). (6.40)

In the following, we present the optimal solution to the optimization problem
(P5.1) by considering three possible types of the amplitude regulator to be adapted
in the IRS, i.e., different constraints on the IRS’s amplitude coefficients in three
practical scenarios.

1. p, = 1, Vn In this scenarios, p is fixed to be 1, which means that only the phase
shifts in the IRS can be controlled. Then, in the problem (P5.1), only Alice’s
transmit power need to be determined, of which the optimal value is given by

P* = mi { €0, P } (6.41)
= min ; . .
“ er||har||2 + Xaw e
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2. pn = po, Vn In this scenario, all the elements of the IRS share a common
amplitude coefficient controller due to hardware limitations. As such, we need
to jointly design pg and P, in the optimization problem (P5.1). To this end, we
first rewrite (P5.1) as

(P52): max /By (pollblls + has) (6.422)
a> PO

st Pa (XrwdIharl? + xaw) < é02, (6.42b)

P, < Phax, (6.42¢)

0<p=<1. (6.42d)

We note that constraint (6.42b) must hold with equality at the optimal solution,
otherwise we can always increase P, or pg to further improve the objective
function. As such, the optimal value of the transmit power P, can be expressed as
=2
€0,

w > P s
P* — ) (erp(%HharHZ'f'Xaw) max (6 43)

a €o éol
w v < Pmax-

(Xru) Pg [lha| ‘2+Xau)) ’ (Xru) ﬂg [lha| ‘2+Xau))

We should point out that increasing the values of P, and pp can improve
the communication quality from Alice to Bob, but may decrease the achievable
communication covertne;ss. In addition, we observe from (6.43) that P, decreases

€0y,
(erpg|‘har||2+)(aw) =
and the IRS amplitude coefficient pg should be carefully designed to balance
the communication quality and communication covertness. As per (6.43), we
consider the following two cases.

with pg when Pax holds. As such, the transmit power P,

(a) P} = Pmax In this case, (P5.2) can be recast as

(P5.3) : max Prax (0ol Ibl]1 + |hap|) (6.442)
603)
t. 0<pp=<1 p2<m—){aw (6.44b)
S.L. =00 =1, < — . .
0 er||har||2

Since the objective function (6.44a) is a linear function of pg, the optimal pg
must be on the boundary of (6.44b). Thus, the optimal py is given by

Ea&, —x
* : Pmax aw
o =min{1, |tmx T (6.45)
0 Xrw|har |2

We observe from (6.45) that the optimal pg decreases as Ygw OF Xrw
increases, since as the channel quality from Alice or IRS to Willie is
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improved, it becomes easier for Willie to make correct decisions on the
detection of Alice’s transmission. As such, IRS will reduce its amplitudes to
maintain the same level of covertness.

=2
(b) P} = % In this case, (P5.2) can be rewritten as
erp()HharH + Xaw

VEaz (pollbll1 + lhap)

(P5.4) : max (6.46a)
Po er)o(%Hhar“2 + Xaw
Eal%
2 Prax Xaw
st. 0<po=1,p5= — - (6.46b)
Xrwllhar!]

Since (P5.4) is a univariate optimization problem, its optimal solution must
be attained either at the stationary point of the objective function or on the
boundary of the feasible set, where the stationary point of (6.46a) is given by

XawlIbI1

_ (6.47)
Xrwlhap|||hgr| |2

Py =

Thus, the optimal py to problem (P5.4) can be obtained by checking
the objective values of the feasible stationary point and endpoints of the
constraint (6.46b).

Finally, to determine the solution to (P5.2) in this scenario, we compare
the achieved objective function values in the aforementioned two cases and
choose the candidate optimal solution with the higher objective function
value as the optimal pg. Then, the optimal P, can be obtained as per (6.43).

3. 0 < p, < 1,Vn In this scenario, we have the general case of jointly optimizing
P, and p. We note that the optimization problem (P5.1) is non-convex due
to the non-concave objective function and the non-convex constraint (6.37b).
Fortunately, it can be equivalently transformed into the following convex form:

(P5.5) : max pTb + / Palhas) (6.48a)

asP
s.t. erﬁTHar/; + PaXaw = Eo'i, (6.48b)
P, < Pnax, (6.48¢)
0<pp<+vP,,¥n=1,2,---,N. (6.48d)
where p = /Pap, b = [|b1], |ba], -, |bn |17, pn is the n-th element of p,
and H,, = dia\g(lharl |2, |har2|2, cee |hWN|2). We note that (P5.5) is a convex

optimization problem, which can be efficiently solved by the current convex
optimization solver CVX [46]. Then, the optimal p to the problem (P5.1) can be

recovered by \/Lp*'
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6.5 Numerical Results

In this section, we provide numerical results to evaluate the performance of the
IRS-assisted covert communication system with our proposed designs. We consider
a three-dimensional coordinate system, Alice, IRS, Bob, and Willie are respectively
located at (0, 5, 5) meter (m), (100, 0, 5) m, (70, 10, 0) m, and (100, 10, 0) m. In
addition, we assume that IRS is equipped with a uniform rectangular array (URA)
with N = N, N;, where N, and N, are the number of reflecting elements along the
x-axis and z-axis, respectively. Note that all results presented below are averaged
over 1000 independent channel realizations. Considering that IRS is deployed
generally with the knowledge of Alice’s location, the channel realizations from
Alice to IRS are randomly drawn from Rician fading with a Rician factor of 5 dB,
while all other channel realizations are drawn from Rayleigh fading. The large-

S\ TG
scale path loss from node i to node j is denoted as x;; = Bo (%) ], where Sy

is the channel power gain at the reference distance 1 m, d;; is the distance between
node i and node j, and «;; is the corresponding path loss exponent. Specifically,
the path loss exponents are set as o, = 2.4, agp = 4.2, agyy = 4.2, ayp = 3,
and o, = 3. Unless stated otherwise, the remaining system parameters are set as
follows: Bp = —30 dB, Pmax = 36 dBm, L = 100, 0/ = 02 = —80 dBm, and
N, =5.

6.5.1 With Global CSI

In this subsection, we present numerical results to evaluate the Bob’s SNR achieved
by our proposed PSCA algorithm and low-complexity algorithm. The proposed
design algorithms and the corresponding benchmark schemes are denoted as
follows.

e Upper bound: Achieved by solving problem (P1.3) by relaxing the rank-one
constraint.

¢ PSCA algorithm (p, < 1, Vn): Jointly design Alice’s transmit power as well as
phase shift and reflection amplitude of each IRS reflecting element.

e PSCA algorithm (p, = 1, Vn): Jointly design Alice’s transmit power and phase
shift of each IRS reflection element, where IRS reflection amplitudes are fixed to
1.

* Low-complexity algorithm: Proposed Algorithm 2.

¢ Without IRS: No IRS in the considered system and only Alice’s transmit power
P, is designed.

In Fig. 6.2, we plot the received SNR at Bob achieved by different algorithms
versus the number of IRS elements for different values of the covertness level €. In
this figure, we first observe that Bob’s SNR decreases as € decreases for all schemes.
This is due to the fact that the covertness constraint becomes more stringent as €
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Fig. 6.2 Bob’s SNR versus the number of reflecting elements at IRS for different values of the
covertness level €

decreases. As expected, the developed algorithms with IRS significantly outperform
the algorithm without IRS in terms of achieving a higher SNR at Bob, which
demonstrates the benefits of introducing IRS into covert communications. We also
observe that Bob’s SNR achieved by all the algorithms with IRS increases with
the number of reflecting elements N. As a larger N not only enables Bob to
receive a stronger reflection signal from the IRS, but also makes the covertness
constraint easier to be satisfied, which will be confirmed in Fig. 6.3. In addition,
Bob’s SNR achieved by PSCA algorithm (0 < p, < 1,Vn) and PSCA algorithm
(pn = 1,Vn) approaches that of the upper bound, which demonstrates that the
proposed PSCA algorithms can achieve near-optimal performance. This also implies
that the performance gain achieved by adjusting IRS’s phase shifts is superior to
that achieved by varying IRS’s reflection amplitudes in the context of IRS-assisted
covert communications with perfect CSI. This is because the IRS reflected channel
suffers form the effect of double path loss [3]. As such, adjusting the IRS reflection
amplitudes would significantly reduce the SNR at Bob. In addition, considering that
the global CSI is available, IRS can adjust its phase shifts to ensure that the privacy
information power leaked to Willie is relatively small, while guaranteeing a certain
communication quality. Following these facts, IRS prefers to adjust its phase shifts
rather than its amplitudes for the case with global CSI available. In this figure, it can
be observed that Bob’s SNR obtained by the low-complexity algorithm is slightly
lower than that obtained by the PSCA algorithms, which shows that the proposed
low-complexity algorithm can effectively strike a good balance between the covert
communication performance and computational complexity.
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Fig. 6.3 The value of
‘h,{{b@har + haw|2 and
transmit power at Willie
versus the number of
reflecting elements at IRS for

covertness level € = 0.1
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In Fig.6.3, we plot the value of [hY ®h,, + hgy|%, which is the channel
power gain received at Willie, to reveal the fundamental reason why IRS can
improve the covert communication performance. Recall that we adopt D(Py|P) <
2¢2 as the covertness constraint, where D(Py|P1) is an increasing function of
Pa|hffu ®h,, + haw|2 (i.e., the received energy at Willie), which implies that the
covertness constraint is dominated by Palhf’ O®h,, + haw|2. In Fig. 6.3a, we first

w

observe that |hffu ®h,, + hay|? achieved by the algorithms with IRS is always
lower than that of the algorithm without IRS, which indicates that with the aid of an
IRS, Alice can use a higher transmit power to improve the covert communication
performance while meeting the same covertness constraint. This also shows that the
IRS not only enhances the transmission from Alice to Bob, but also deteriorates
Willie’s detection performance. In Fig.6.3a, we also observe that the value of
|hrl’; ®h,, + hgy|? achieved by the PSCA algorithms is larger than that achieved
by the low-complexity algorithm. This is the main reason why the PSCA algorithms
can slightly outperform the low-complexity algorithm.

In Fig.6.4, we plot Bob’s SNR and Alice’s transmit power P, achieved by
different schemes versus the IRS horizontal location for different values of the
reflecting element number N. In Fig. 6.4a, we first observe that with a larger N, e.g.,
N = 50, the optimal horizontal location of the IRS will be closer to Bob, while the
optimal horizontal location of the IRS moves closer to Willie as N decreases. The is
because the covertness constraint becomes easier to be satisfied as N increases. In
general, this figure shows that the optimal horizontal location of the IRS is between
Alice and Bob to strike a tradeoff between the communication quality from Alice
to Bob and the covertness constraint. Surprisingly, in Fig. 6.4b we observe that the
transmit power P, gradually increases as the IRS moves closer to Willie, which



148 6 IRS-Aided Covert Wireless Communications with Delay Constraint
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Fig. 6.5 Received SNR at Bob versus the number of reflecting elements at IRS for e = 0 (i.e.,
perfect covertness)

further verifies that IRS can reduce Willie’s channel power gain |h£” Oh,, + hay |2
and thus degrade its detection performance, especially when the IRS is close to
Willie.

In Fig. 6.5, as expected we observe that the SNR achieved by all the schemes
increases with N. In addition to the reasons presented in Fig. 6.2, another reason
is that the value of Zflv: 1 lan| (i.e., the total channel quality of the reflected path
from Alice to Willie) increases with N. This leads to the fact that the condition
of perfect covertness (i.e., 22]:1 la,| > |haw|) becomes easier to be satisfied as
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N increases. In general, this figure confirms that perfect covertness can indeed be
obtained with the aid of IRS in the context of covert communications, which also
verifies the correctness of Theorem 6.1.

6.5.2 Without Willie’s Instantaneous CSI

In this subsection, corresponding the considered three different scenarios, “p, =
1,Vn” denotes the solution with the IRS’s reflection amplitude being fixed to 1,
“op = po,Vn” denotes the solution with all elements of the IRS sharing the
same reflection amplitude pg, and “p, < 1, Vn” denotes solution with the optimal
reflection amplitude of each IRS element. We note that the transmit power P, is
optimally designed in the above three solutions.

In Fig. 6.6, we plot Bob’s SNR and Alice’s transmit power P, achieved by our
solutions for different values of €. As expected, we first observe from Fig. 6.6a that
Bob’s SNR achieved by all solutions decreases as the covertness level becomes
harsher. We also observe that the solution with “p, < 1,Vn” achieves the
highest SNR relative to the solutions of both “p, = pg,Vn” and “p, = 1,Vn”,
while the solution with “p, = pg, Vn” achieves a higher SNR than the solution
with “p, = 1,Vn”. This demonstrates that the IRS reflection amplitude control
can effectively improve the covert communication performance when Willie’s
instantaneous CSI is not available. In Fig. 6.6b, we first observe that the required
transmit power P, achieved by our developed solutions decreases as the number
of reflection elements N increases, which is different from that observed in the
case with Willie’s instantaneous CSI, where P, increases with N. This is attributed
to the fact that without Willie’s instantaneous CSI, the covertness constraint is

Fig. 6.6 Received SNR at R _—
Bob and transmit power at
Alice versus the number of
reflecting elements for
different values of covertness
level €, where

abz = —90 dBm

er P, (dBm)

€=005 =4

I S S S S S S
ST 10 15 20 25 30 35 40 45 S0
mber of reflecting elements N




150 6 IRS-Aided Covert Wireless Communications with Delay Constraint
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only related to the IRS reflection amplitudes and Alice’s transmit power P,, but
is independent of IRS phase shifts. As such, the average covertness constraint
(% (er Zflvzl ,0,2,|h,1r,,|2 + Xaw) < € is harder to be satisfied as N increases.
Itlluterestingly, we also observe that P, is higher in the system without IRS relative
to that in the system with IRS, which is completely different from the case with
Willie’s instantaneous CSI.

In Fig. 6.7, we plot Bob’s SNR and Alice’s transmit power P, achieved by dif-
ferent solutions versus the IRS horizontal location. We first observe from Fig. 6.7a
that the optimal IRS horizontal location is close to the LHS of Bob (denoted by
the verticle dashed line in this figure). This is due to the fact that satisfying the
covertness constraint becomes challenging as IRS moves closer to Willie. We note
that the optimal IRS horizontal location is to balance the transmission quality and
communication covertness, since it not only guarantees a small reflection path loss
from IRS to Bob, but also makes the covertness constraint easier to be satisfied. We
also note that this observation is different from the case with Willie’s instantaneous
CSI, in which the covertness constraint becomes easier to be satisfied as the IRS
moves closer to Willie. In addition, we observe from Fig. 6.7b that the transmit
power P, achieved by our developed solutions decreases as the IRS moves closer to
Willie. This is attributed to the fact that the covertness constraint becomes harder to
be satisfied as the reflect-path gain from IRS to Willie becomes larger.

6.6 Conclusion

In this chapter, we tackled covert communication system designs by considering the
assistance of an IRS in the cases with global CSI and without Willie’s instantaneous
CSI. For the case with global CSI, we proved that the perfect covertness can be
achieved if the channel quality of the reflected path is higher than that of the
direct path. Then, we developed a PSCA algorithm and a low-complexity two-stage
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algorithm to jointly design the IRS’s reflection coefficients and Alice’s transmit
power. For the case without the Willie’s instantaneous CSI, our analysis showed
that the phase shift of each IRS element is independent of the covertness constraint,
based on which the optimal phase shifts and reflection amplitudes together with the
Alice’s transmit power are determined. Our examinations showed that deploying an
IRS is able to enhance the reflection signal at Bob and deteriorate the detection
performance at Willie by properly designing the reflection coefficients, so as to
improve covert communication performance. Interestingly, it was revealed that
the optimal horizontal location of the IRS is between Bob and Willie for the
case with global CSI, while it is close to the LHS of Bob for the case without
Willie’s instantaneous CSI. To further unleash the potential of IRS-aided covert
communications, one challenge to be addressed in future works is how to obtain
accurate CSI covertly without using the traditional pilot-based channel estimation
methods. Addressing this challenge may call for new emerging techniques (e.g.,
machine learning) to conduct passive channel estimation (e.g., based on three-
dimensional images).

Appendix

Proof of Theorem 6.1

We first note that the perfect covertness implies the required covertness level € = 0.
In addition, we observe from (P1) that D(Py|P;) in covertness constraint (6.8b)
monotonically increases with the received energy at Willie (i.e., P, |VH a—+ hgy |2),
and P,|vfa+ hgy|* = 0 means Willie cannot detect any transmission. Thus, under
the perfect covertness constraint, problem (P1) can be reformulated into problem
(P1"). We note that problem (P1’) is not always feasible when the transmit power
P, is non-zero. In addition, one can verify that P, = Ppax is the optimal solution
to problem (P1’) when E,, = |vHa + haw|2 = 0. In the following, we focus on
deriving the condition of E,, = 0. To this end, we first recall that v, = ,one_j O, Vn,
it follows that

2
N
Ew — Z pnlan|ej(arg(an)+0n) + |haw|ej arg(haw) . (649)

n=1

We note that E,, = 0 only when the signs of the real and imaginary part of
ZnN: 1 Pn |a, |/ @@ t0n) and |hy,,, |e/ 2&haw) are opposite. We also note that if each
summation term pj, |a, |/ @€@)+62) hag the same phase for coherent combining, the
synthesized Z,]:/: 1 Pulay e/ @2(@n)+62) achieves the largest modulus, which is given

by Z,IIVZI onlan|. As aresult, if
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N
> palan] = hawl, (6.50)

n=1

we can always adjust reflection amplitude p;, and reflection phase shift 6,, such that
E,, = 0. We note that the maximum value of Z _1 Pnlanlis Z _ lax| dueto p, €
[0, 1], Vn. Following above discussions, we can conclude that the perfect covertness
can be achieved with non-zero transmit power if and only if erz\]:l lay| = |hawl-
This completes the proof of Theorem 6.1.

Proof of Lemma 6.1

We first note that the second term on the LHS of (6.16) is a linear function of the
concerned optimization variable W, while the right-hand side (RHS) of (6.16) is a
constant. As such, we only need to prove that the first term on the LHS of (6.16) is
convex with respect to W, which is redefined as

F(W) = (1 + Tr(:zw)> In (1 + Tr(A2W)> . 6.51)

To proceed, we first note that x In(x) is a convex function of x for x > 0 [46]. Then,
following the fact that A > 0 and W > 0, we have that f(W) is convex with respect
to W since the affine transformation of x In(x) is convex with respect to x. This
completes the proof of Lemma 6.1.

Proof of Theorem 6.2

As per (6.34), in order to determine Eyx [D(Py|P;)], we have to derive the
distribution of X. To this end, we first rewrite hffu ®Oh,, + hyy as

hf Ohy, + hay = Z R Pn€ " har, + Raw, (6.52)

where £, and hg,, are the n-th element of h,,, and h,,, respectively. As a result,
hﬁu O®h,, + /4y, follows the distribution CN(0, §), where 8§ £ x,, 2111\/:1 02\ har, 1>+
Xaw- Then, the probability density function (pdf) of X denoted as fx(x) is
an exponential distribution with parameter § —1. As such, Ex [D(Pg|P1)] can be
rewritten as
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© P,x P,x
Ex [D(Fo[P1)] = / L[ln(l + ) —}fX(X)dx
0

Pyx +

02 “l% 02
=L|(1 w 5Pa | woy_ L. 6.53
( +6Pa>e ‘<6Pa> (633

Following (6.53), the covertness constraint Ex [D(Po|P;)] < 2€2 can be equiva-
lently rewritten as

2 2
oy ¢
<l+—, 6.54
g((SPa> - L ( )

2 o o2
where g (%ﬂ) (1 + 3 Ze ) et E 1 ( ) We note that an exact analytical expres-

2
sion for g (57'#) is mathematically intractable, since it involves an exponential
integral function.

2
To overcome this difficulty, we next show that g (%) is a monotonically

2
decreasing function of 3 P . To this end, we first define g(x) = (1 + x)e* E1(x),
where x > 0. Then, the first derivative of g(x) with respect to x is given by

dg(x) x+1
L = 4D i) -
o0 e—t
= (x +2)e* (/ Tdt — s(x)) , (6.55)
X
where s(x) = ﬁ We note that the first derivative of s(x) with respect to x is
given by
ds(x) _ e (22— x(x +27) (6.56)
dx x2(x 4+ 2)2
Considering that ds(x ) is a continuous function of x for x > 0, we have
© e (=2 —t(t +2)°
/ ! ( ))dtzs(oo)—s(x)
. 12(t +2)?2
= —s(x). (6.57)

As per (6.57), we can rearrange (6.55) as

o0 ,—t —t(_n _ 2
dg(x)z(x+2)ex</ eT+e (—2 t(t+2))dt>

dx 12(t +2)?
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. ] _ze—t

Following the fact that the integrand is always less than or equal to 0, we

—2e~!
12(142)2
have % < 0 must hold for x > 0. As aresult, g(x) is a monotonically decreasing

2
function of x for x > 0. Following the above fact, we have g (;Tlf;) given in (6.54)

‘SGIZ“ . Then, the covertness constraint (6.54)

can be equivalently rewritten as that given in (6.35), which completes the proof of
Theorem 6.2.

as a monotonically increasing function of
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Chapter 7 ®
Intelligent Reflecting Surface Aided oo
Secure Transmission with Colluding
Eavesdroppers

This chapter studies a secure MISO communication system aided by an IRS,
where multiple colluding Eves coexist. We aim to maximize the SSR via jointly
optimizing the beamforming vectors, the AN and the phase shifts at the IRS subject
to the maximum transmit power constraint and unit modulus constraints. To address
the non-convex optimization problem, we first propose an AO algorithm based
on SDR and obtain a high-quality sub-optimal solution. In order to reduce the
high computational complexity, a low-complexity alternating optimization (LC-
AO) algorithm is developed, in which the beamforming vectors, AN and the IRS
phase shifts are optimized alternately by the generalized power iteration (GPI)
and the Riemannian manifold conjugate gradient (RMCG) algorithm, respectively.
Simulation results show the advantages of deploying the IRS in improving the
system secrecy performance.

7.1 Introduction

In order to cope with the explosive growth of mobile data traffic and the connection
of massive device in the 5G wireless networks, various key technologies such
as UDN, massive MIMO, and mmWave communications have been advocated
[1], [2]. However, the required high complexity and hardware cost, as well as
increased energy consumption are still key issues that have not been addressed. In
addition, although 5G physical layer technology can usually adapt to the wireless
environment varying in space and time, radio propagation environment is essentially
uncontrollable.

Due to these reasons, IRS has been considered as a promising new technol-
ogy, which can reconfigure the wireless propagation environment by controlling
reflection with software [3]. Specifically, an IRS composes a large number of
low-cost passive reflecting elements, each of which can independently induce the
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phase shift of the incident signal. By properly adjusting the passive beamforming,
the reflected signals from the IRS and the signals from other paths can be
combined constructively to enhance the desired signal power at the receiver or
destructively to eliminate undesired signals such as co-channel interference. Due
to these advantages, IRS has been leveraged in several wireless communication
systems, including MISO system in [4], multiuser MIMO downlink system in [5]
and multigroup multicast system in [6], etc.

On the other hand, physical layer security has received wide attention in recent
years. It is known that IRS can improve the secrecy data rate (DR) by increasing
the DR of legitimate receivers while decreasing the DR of Eves. Hence, IRS can be
used for secure communication under the wiretap channel. Many recent studies have
utilized IRS to secure the physical layer of wireless communications [7—10]. In [8],
the authors investigated the joint optimization of active transmit and passive reflect
beamforming to maximize the SR in an IRS-aided MISO secure communication
system. Shi et al. presented an investigation of an IRS-aided secure wireless infor-
mation and power transfer system to maximize the harvested power[9]. The authors
in [10] considered the SR maximization problem in an AN-aided secure MIMO
communication system with an IRS. All the reported researches only considered the
non-colluding Eves scenario. However, in real network environments, Eves usually
cooperate with each other to jointly decode confidential information, resulting in
degradation of the SR. Some prior works [11], [12] indicated that colluding Eves can
cause a severe threat to wireless communication security. The colluding Eves case
represents a worst case from the perspective of security, since it makes the secure
system more valuable. Therefore, it is necessary to investigate the performance
advantages when an IRS is considered in secure system with colluding Eves. To
the best of the authors’ knowledge, this is the first work that takes the colluding
Eves case into consideration in the secure IRS-aided systems. The contributions of
our work are summarized as follows:

1. We consider an IRS-aided secure multiuser MISO system in the presence of
multiple colluding Eves, and formulate a non-convex SSR maximization problem
by jointly optimizing the beamforming vectors, the AN, and the phase shifts at
the IRS. To address the problem, we first transform the original problem into a
more tractable form. Then, the design of the beamforming vectors, AN and IRS
phase shifts are handled by AO based on SDR technique.

2. Due to the high computational complexity of SDR-based method, we propose a
low-complexity alternating optimization (LC-AO) algorithm. Specifically, given
the phase shifts of IRS, the generalized power iteration (GPI) is adopted for opti-
mizing the beamforming vectors and AN. Then, given the beamforming vectors
and AN, the optimization problem for IRS phase shifts is solved by utilizing the
Riemannian manifold conjugate gradient (RMCG) algorithm. Simulation results
show the proposed algorithms significantly improve the secrecy performance.

Notation E{-} denotes the expectation operation. | - |, || - || and Re{-} represent the
absolute value of a scalar, the 2-norm of a vector and the real part of a complex num-
ber, respectively. (-)*, OT, (O and Tr(-) denote conjugate, transpose, conjugate
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transpose and trace operations, respectively. diag(-) represents the diagonalization
operation. blkdiag(A1, - - - , A,) is a block diagonal matrix whose diagonal elements
are Af,---,A,. unt(a) forms a vector whose elements are %, cee, |Z—Z| The
distribution of a circularly symmetric complex Gaussian random variable with zero
mean and variance o2 is denoted by CN(0, o). o represents the Hadamard product

between two matrices.

7.2 System Model and Problem Formulation

We consider an IRS-aided secure communication system, which comprises an M-
antenna BS, an N-element IRS, K single-antenna legitimate users in the set of
K = {l,---, K}, and L single-antenna Eves in the set of £ = {1,---, L}, as
shown in Fig. 7.1. The Eves collude with each other to jointly overhear confidential
information transmitted to the users. We assume that all the CSIs are perfectly
known at the BS.! The transmit signal at the BS can be expressed as x =
Zle Wisk + z, where w, € CM>*1 and s represent the beamforming vector for
the k-th user and the corresponding information symbol, respectively. Without loss
of generality, it is assumed that E{|sx|?} = 1, Vk. z ~ CN(0, Z) denotes the AN
vector with zero mean and covariance matrix Z. We denote the channel from the
BS to the IRS, BS to the k-th user, BS to the /-th Eve, IRS to the k-th user and
IRS to the I-th Eve as G € CN>*Mnll |\ e CM nfl e CM nff e CV,

h;; 1 e C™*N  respectively. In addition, the phase shift matrix © at the IRS is given
by © = diag(e/?, /%, ... | /%), where 6, is the phase shift of the n-th reflecting

element at the IRS. Thus, the received signals at the k-th user and the /-th Eve can
be respectively written as

K
you =} ,0G +hf VO wisi +2) + ik, (7.1)
k=1
K
Yei = f1,0G+h O wisk +2) + na, (7.2)
k=1

where np, ~ CN(O, O’h) and n, ~ CN(O, 02) are the additive white Gaussian
noises. Let us define v = [e/%, ... /N7 ¢ CNXl u = [v;1], Hipx =
diag{h/} }G € CN>M H;,; = diagfh/! )G € CV*M Hyx = [Hipi; bl ],
H,; = Hi.s; hg’e’ ;- Accordingly, the achievable DR at the k-th user is given by
Ri = log, (1 + yi), where

UIn practice, the results in this chapter serve as theoretical performance upper bounds for the
considered system, and can be seen as the benchmark for the imperfect CSI case.
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Fig. 7.1 An IRS-aided secure communication system with colluding Eves
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Vi = (7.3)

When the L Eves cooperate to wiretap the k-th user, they can be seen as an Eve
with L antennas. Then, the achievable DR is given by Rf = log,(1 + ZlL: 1 Ye.k)
[13], where

lufTH, jwi|?

= .
> ik 0 He Wi |2 + [ufH, 2| + 07

Yek = (7.4)

In this chapter, we maximize the SSR by jointly optimizing w, z and @, subject
to the transmit power constraint and unit modulus constraints. The optimization
problem can be formulated as

K
P1): Ri — RS 7.5
D (W0 ;( k= R (7.5)
K
st Y |Iwiel? + [zl < P, (7.5b)
k=1
@u| =1, Vn=1---N, (7.5¢)

where P is the maximum transmit power of the BS. Note that the expression of
R in (7.4) is difficult to tackle and the optimization variables are coupled, which
make problem (P1) difficult to solve optimally in general. Besides, the non-convex
unit modulus constraints aggravate the difficulty. In the following, we propose two
algorithms to solve problem (P1).
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7.3 Proposed Solutions

7.3.1 SDR-Based Method

In this subsection, we decompose the original problem into two subproblems by
employing AO algorithm. For each subproblem, we transform it into an SDP
problem by applying SDR. We first define Wy, = wkwf and U = uu’’, then R; and
R} can be rewritten as

Tr(HY, UH, ;W)
Re=log, [ 1+ ~ il 2l (7.6)
Tr(Hb,kUHb»k(Zi;ék W; + 7)) + o}

L H
Tr(H? UH, ;W)
RS =1log, [ 1+ — ol " : (7.7)
1= e UHe (3 iy Wi + 2)) + o
By applying Jensen’s inequality, R} is lower bounded as
L H
~ 1 LTr(H, UH, ;Wy)
Rt ==Y log, (1+ 2t . (7.8)
kT 2 H K 3
=1 Tr(He,lUHe,l(Zi;sk W; +Z)) + o

Then, we can replace the objective function with its tractable upper bound and
further recast it in the form of difference of the convex functions, i.e., SR (R —
R)) = —f1 — f>+ g1 + g2, where

K K
fi==> logy(Tr(Hf/,UH, () " W; + Z)) + o), (7.9)
k=1 i=1
K L 1 K
fr==3 ) 1 logy (Tr(HE UHL (3 Wi+ 2)) +07),
k=1 I=1 i#k

K K
81 ="~ ZlogZ(Tr(ngkUHb,k(Z W, + 7)) + o),

k=1 ik
K L 1 K
g==) ) 7 1on(TrMH U (3 Wi +Z)) + LTr(H;UH, Wi) +07).
k=1 I=1 ik

Consequently, the original problem (P1) can be rewritten as

P2): i — g — 7.10
(P2) {ern}l)rZI’U fi+fH—g1—8 (7.10)
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K
st Cl:Y Tr(W) +Tr(Z) < P, C2: Wy = 0.V, Z =0
k=1

C3:U,,=1, Yn=1---N+1, C4:U>0.

where the rank-one constraints are dropped by adopting SDR. Next, we divide
(P2) into two subproblems by applying AO and obtain the first-order Taylor
approximation of g;, (i = 1, 2). Then each subproblem can be turned into a convex
problem and efficiently solved via using CVX [14]. Since the solution obtained by
SDR can not be guaranteed to be rank-one, Gaussian randomization is adopted to
recover the rank-one solution to problem (P2). According to [15], the complexity of
solving the problem (P2) is O(M% 4+ N%3), which is extremely high. To reduce the
complexity, we propose an LC-AQ algorithm in next subsection.

7.3.2 Proposed LC-AO Algorithm

In this subsection, we develop a new AO algorithm to solve problem (P1).
Specifically, a GPI-based algorithm is proposed for designing the beamforming
vectors and AN. Then, we apply the RMCG algorithm to design IRS phase shifts.

With fixed phase shifts at the IRS, we transform the optimization problem (7.5a)
into a product form of Rayleigh quotients. To facilitate it, we define w; =
Wi/ VP ,Vk, 7 = z/ /P and reformulate the beamforming and AN optimization
problem as

K K
(P3-1): max » (R — R) st. ) [[Well®+1zl1* < 1. (7.11)
Wi}z k=1 k=1
Next, we make a large vector as w = [V_V]T, ce v’v%, z'T e CMK+Dx1 Assuming
that the norm of w equals to one, i.e., ||[W|| = 1, Rg can be rewritten as
Ri =1 WA (7.12)
= 10 .
k=% GHBw
where
o2
Ay = blkdiag(Py, - Po) + Ty 1) (7.13)

By = Ay — blkdiag(0, --- , Py, -, 0). (7.14)
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Here, P, = H}ZkUHb,k, Ay, By € CMEFDXMEKHD are plock diagonal matrices.
The nonzero block Py is located at the k-th block in the block diagonal matrix
in (7.14).

Similarly, R{ can be rewritten as

e _ 1o (S (T CLiw 1
R; =log, Z m ) (7.15)

where
o2
Cr = blkdiag(Qy, --- , LQy, -+, Q) + 1M(1<+1)7f, (7.16)
. Lo}
D;x = L x blkdiag(Q;, ---,0,---,Qy) + IM(K+1)T- (7.17)

Here, Q; = HflUHe’l, Cix, Dy € CMEFDXMED '1.(3; and 0 are located at the
k-th block in the block diagonal matrices in (7.16) and (7.17), respectively. Based
on above transformation, problem (P3-1) can be represented as

w Apw wiCp w
(P3-2): max 1og2]_[ wHBkaZ 57D, kw) . (7.18)

Note that the power constraint in (7.11) is removed because it is already met by the
assumption of ||w|| = 1. Then, We are able to find a sub-optimal solution which
satisfies the first-order optimality condition. The following lemma shows the first-
order optimality condition of the problem (P3-2) in (7.18).

Lemma 7.1 The first-order optimality condition of (7.18) is

AW)W = A(W)B(W)w, (7.19)
where
K - H _ L _Hg — -1
_ w7 Arw w7 C W
o =TT (S ) (1221 WHT,W) ’ 720

A(W) and B(W) are given by
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_H _
L wCp W

K K - _

_ A WD, W D,k wiApw

A — o , s o TR
(w) E |:‘7VHAk‘7V + Z { wHCp W (\TVHDm,kW ]!_[1 V_VHBkV_V s

L
k=1 m=1 D12 WAD, W -
(7.21)
X L wrCpy kW
) By wAD,, 1w Ci i
B(W) = ’ ’
(W) Z |:\7VHB](V_V + Z { L V_VHCI,k‘i’ (WHCm kV_V
= m=1 I=1 %AD, 1w ’
K L - g =
wC W
5 . ’ 7.22
[1 (Z wHD, kV_V> "
k=1 =1 ’
respectively.

Proof The first-order optimality condition is satisfied if dA(W)/dw! = 0. Setting
ar(w)/dw! = 0 and simplifying it, we may obtain (7.19). O

We can treat (7.19) as a generalized eigenvalue problem regarding matrices
A(W) and B(W), i.e., B"L(W)A(W)W = A(W)W, where A(W) is an eigenvalue of
B! (W)A(W) and w is the corresponding eigenvector. Thus, we need to find the
principal eigenvector so that (7.19) is satisfied and A(w) becomes the maximum
eigenvalue, which means the objective function reaches its maximum. The main
idea is to apply the GPI to seek the principal eigenvector of B~! (W)A (W) [16]. The
detailed steps are described in Algorithm 1.

Algorithm 1 GPI-based algorithm

1. Initialization: w©, € and r = 0.

2. repeat

3. Build matrix A(w®).

4. Build matrix B(w®).

5. Compute w/*+D = B~ (wO)AWO)w®,
6. Normalize w/tD = w+D /||wt+D)|,
7.t «<—t+1.

8. until |[|WItD —wO|| < ¢

Then, we consider IRS phase shifts with fixed wy and z. Let us define ¢; ; =
Hip kWi, nik = hi’kwi, Vi =Hipiz, k) = hz,,kZ, ;1 =Hie Wi, nig = hfe,lwi,
x; = Hieyz and y = hg,lz' R and R; can be respectively rewritten as Ry =
logy(1+ 7) and Rf = logy(1+ Y/ Vi), Where

H 2
_ IV r k + M k]

Yk = , (7.23)
SRV A ikl + VEY + ki + of
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|VH(pk,] + k.1 |2

Vek = . (7.24)
Zf;k VHe, 1 4+ niil?> + IvH x; + ul?> + 02
The phase optimization subproblem is equivalent to
K
. . _ _ pe

(P4-1): min f = Z(Rk RY) (7.25a)

k=1
st. logl=1, Vn=1,---N. (7.25b)

The constraint of v in (7.25b) can be regarded as a complex circle manifold. Thus,
we can efficiently solve the problem P(4-1) via the RMCG optimization [17], [18].
The RMCG algorithm includes the following main steps in each iteration.

Firstly, we need to find the Riemannian gradient of function f at point v, which
is calculated by protecting the Euclidean gradient onto the tangent space, i.e.,

gradvjf = Vy,f —Re{Vy, fo v;‘.} ovj, (7.26)
where Vy, f is given by

S K @i x PV bt ) U+ Yk
S Vb 4 ik 4+ VY 4 ki 4 o}

(7.27)

K 2
Wy, f = ZE <—
k=1

K
Y ik BBV + bl ) + VIV + Y
Y V4 ikl + VI + a2 + of

L
PPV + Qi
+2

Jk

=1

K
XL: |V§{‘pk,l + ﬂk,llz(zigék(‘ﬂk,l%{{[Vj + @i+ xixfvi+ x,t}“))
- K

P izt IV @iy i+ IV X+ ul? + o)k

with parameters Ji = (3 V@il + IV x +ul> + o)1+ S Ve
Then, we update the search direction of the Riemannian gradient as

i1 =—grady  f+o;T()), (7.28)

where o; denotes Polak-Ribiere parameter, § ; is the search direction at the previous
iteration, and 7(§;) = §; — Re{§; o V;f} o v; is the vector transport that maps a
tangent vector from one tangent space to another tangent space. The next point can
be updated as V; 1 = v; + B;§ ;, where B; is the Armijo step size. Finally, we have
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to adopt retraction to map V; back to the manifold as follows v; | = unt(v;41).
The entire procedure of RMCG algorithm is summarized in Algorithm 2.

Algorithm 2 RMCG algorithm

1. Initialization: v¢, ¢ and j = 0.

2. Calculate §; = —grad,, f according to (7.26).

. repeat

Choose the Armijo step size 8; based on [17].

Find v; | via retraction.

Update Riemannian gradient grade f based on (7.26).
Calculate the vector transport 7(§ j.).

8. Choose Polak-Ribiere parameter oj based on [17] and compute search direction §;,; by
using (7.28).

9. j<«—j+1

10, until | £(vj1) = fv)l <e

N oW

The overall algorithm in this subsection is an iterative optimization algorithm,
where the variables are alternatively optimized by using iterative updating methods
in every outer-loop iteration. Specifically, for the GPI-based algorithm, the main
complexity lies in the matrix inverse operations of B(w), the complexity order of
which is O(%K M?3) [16]. For the RMCG algorithm, the complexity is dominated
by calculating the Euclidean gradient, which is O(K2>N?). Therefore, the total com-
plexity of the proposed LC-AO algorithm is given by O(1p (%IG K M3 +IgK*N?)),
where /p,lg and I represent the iteration times required by the overall algorithm,
GPI-based algorithm and RMCG algorithm, respectively. It can be observed that the
complexity of the proposed LC-AO algorithm is lower than that of the SDR method
in the previous subsection (i.e., O(M3 4+ N©9)).

7.4 Simulation Results

In this section, we provide simulation results to assess the effectiveness of the
proposed algorithms. The BS and the IRS are located at (0 m, 5 m) and (70 m, 5 m),
respectively. All users and Eves are randomly distributed in a circle centered at
(70m, Om) and (50m, Om) with radius 5 m, respectively. We assume the direct
link channels follow Rayleigh fading, while the IRS-related channels follow Rician
fading with Rician factor p = 3, and the path loss is given by PL = PLg —
10a loglo(%), where PLyg = —30dB is the path loss at the reference distance
do = 1lm, o is the path loss exponent. In particular, the path loss exponent for
the BS-IRS link, the BS-user/Eve link and the IRS-user/Eve link are set as 2.2, 2.5
and 3.5, respectively. The other simulation parameters are set as M = 8, K = 3,
obz = aez = —90 dBm. For comparison, we provide the following four benchmark
schemes: (1) No-IRS: IRS is not employed in the system, only the beamforming
vectors and AN are designed. (2) Random phase shifts: The phase shifts of IRS are
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generated randomly from [0, 277]. (3) Successive convex approximation method in
[19]. (4) No-AN: There is no use of AN, the beamforming vectors and phase shifts
are optimized.

Figure 7.2 shows the convergence behaviours of the proposed algorithms for
N = 30 and 50. It can be seen that both the proposed algorithms converge within
limited iterations. The performance of the SDR-based method is slightly better than
that of the LC-AOQ, but LC-AO converges faster because it has lower computational
complexity than the SDR-based method. In addition, for the case with more phase
shifts, i.e., N = 50, the convergence speed of both algorithms becomes lower since
the number of variables and constraints increase.

Figure 7.3 illustrates the SSR versus maximum transmit power at the BS when
N = 50 and L = 2. We notice that the SSR for all the schemes monotonically
increase with the maximum transmit power. Besides, we can see that the proposed
two algorithms achieve similar performance since both of them lead to locally opti-
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Number of iterations

[%)
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mal solutions. The two proposed algorithms outperform the benchmark schemes,
especially when transmit power at the BS becomes larger. AN can also improve the
security, but it is less evidently than using IRS. This reveals the benefit of deploying
an IRS and the effectiveness of optimizing the phase shifts.

Figures 7.4 and 7.5 depict the SSR versus the number of IRS reflecting elements
and the number of Eves when P = 10 dBm, respectively, while L = 2 in Fig.7.4
and N = 50 in Fig.7.5. From Fig. 7.4, it is observed that the SSR of all the IRS-
aided schemes increase as N increases. From Fig. 7.5, it is seen that the SSR of
all the schemes monotonically decrease with the number of Eves L. This is because
more colluding Eves combine their observations to decode confidential information,
which causes a dramatic performance degradation. From both figures, we can
see that the both proposed algorithms still obviously outperform the benchmark
schemes due to the performance gain attained by deploying an IRS.

i 13
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7.5 Conclusion

In this chapter, we studied an IRS-aided multiuser MISO secure communication
system with mutiple colluding Eves. To maximize system SSR, we investigated
the joint design of the beamforming vectors, AN and IRS phase shifts. For the
formulated non-convex problem, we first proposed an SDR-based algorithm to solve
it in an alternating manner. Then, a novel LC-AO algorithm was provided, in which
the GPI-based algorithm and the RMCG algorithm were applied to optimize the
beamforming vectors, AN and the phase shifts at the IRS, respectively. Simulation
results demonstrated that the proposed algorithms can achieve similar performance.
Furthermore, with the assistant of IRS, the SSR of the proposed algorithms is
significantly improved compared to that of the benchmark schemes.
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Chapter 8 ®
Secure Multigroup Multicast oo
Communication Systems via Intelligent
Reflecting Surface

This chapter considers a secure multigroup multicast MISO communication system
aided by an IRS. Specifically, we aim to minimize the transmit power at Alice
via jointly optimizing the transmit beamformer, AN vector and phase shifts at the
IRS subject to the secrecy rate constraints as well as the unit modulus constraints
of IRS phase shifts. To tackle the optimization problem, we first transform it
into a SDR problem, and then alternately update the transmit beamformer and
AN matrix as well as the phase shifts at the IRS. In order to reduce the high
computational complexity, we further propose a low-complexity algorithm based on
SOCP. We decouple the optimization problem into two sub-problems and optimize
the transmit beamformer, AN vector and the phase shifts alternately by solving two
corresponding SOCP sub-problem. Simulation results show that the proposed SDR
and SOCP schemes require half or less transmit power than the scheme without IRS,
which demonstrates the advantages of introducing IRS and the effectiveness of the
proposed methods.

8.1 Introduction

For beyond 5G and 6G communication systems, due to the fact that a massive
number of mobile users are required to be supported, various techniques were
proposed to improve the spectrum efficiency and energy efficiency, such as massive
MIMO, mmWave communication and so on [1-3]. However, the hardware cost and
energy consumption of these technologies increase as the number of deployed base
stations (BSs) increase. Moreover, excessive number of active components can also
lead to serious interference issue in wireless networks. A new and revolutionary
technology, IRS achieves high spectrum efficiency and energy efficiency with low
hardware cost [4—6]. Specifically, an IRS consists of a large number of low-cost,
passive and reflecting units, which reflect the signal by dynamically adjusting the
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phase shifts of the elements. The reflected signals gather at the desired receiver
to improve the received signal strength, while destructively at the non-intended
receiver for reducing the interference [7, 8].

Due to those above-mentioned benefits, several IRS-aided wireless commu-
nication systems were investigated to enhance the communication performance,
such as the received SNR, energy efficiency and SR. Explicity, the authors in [9]
proposed a joint active and passive beamforming design for an IRS-assisted single-
user and multiple-user MISO communication system, where SDR and alternating
optimization algorithm are performed to optimize the transmit beamformer and the
phase shifts at the IRS for minimizing the total transmit power. In order to reduce
the computational complexity incurred by SDR technique, Yu et al. proposed a
pair of efficient algorithms (i.e., fixed point iteration and manifold techniques) to
optimize the phase shifts at the IRS. It is worth mentioning that the two proposed
methods are capable of obtaining locally optimal solutions [10]. To maximize
the energy efficiency in MISO systems, the authors of [11] performed gradient
descent/sequential fractional programming method to optimize the phase shifts at
the IRS, and using Dinkelbach method for optimizing the power allocation factor.

On the other hand, the broadcast nature of wireless channels leads to that the
information sent to a legitimate receiver can be also gathered by the unintended
receivers (eavesdroppers) [12—15]. Traditionally, the security problem was ensured
by the encryption technique, which requires complex key management. By contrast,
physical layer security provides a new approach by fully exploring the random
nature of communication channels to arrive a secure transmission [16-18]. As
such, the complex key management is circumvented. It is known that the IRS
could enhance the received signal power to the legitimate receiver, while the power
received at Eves will be also enhanced. Therefore, how to improve the secrecy
performance for the IRS-aided communication systems becomes a non-trivial
problem [19-21]. Shen et al. considered the SR maximization problem in a secure
single-user MISO communication with an IRS, in which MM algorithm was applied
and a closed-form solution was obtained [19]. Resource allocation problem for
secure IRS-aided multiuser MISO system and SR maximization problem for secure
MIMO system were investigated by jointly optimizing the transmit beamformer, AN
covariance matrix and the phase shifts at the IRS, respectively [20, 21]. However, the
authors in [20] did not consider the links between BS and users. In addition, secure
SWIPT system assisted by the IRS was optimized to maximize the harvested power
in [22]. All the mentioned systems are demonstrated that the significant performance
gains (e.g., security or the received signal power) of the communication system
can be achieved by introducing an IRS. In practical communications, obtaining an
accurate CSI of communication nodes is challenging, especially for the case that an
IRS is further considered in the communication system. To solve this issue, several
channel estimation methods and robust transmission designs were proposed [23—
25]. The authors designed the transmission protocol and verified the efficiency of the
channel estimation based on the ON/OFF model [23, 24]. In Addition, Huang et al.
proposed a deep learning method to promptly optimize the transmit beamformer and
the phase shifts at the IRS [25].
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Clearly, the above-mentioned contributions focus on exploiting IRS for enhanc-
ing the performance profits in unicast or broadcast transmissions. For broadcast
transmissions, BS sends the same stream to all sheathed users, which can not
provide personalized service timely according to the requirement of each customer.
For unicast transmissions, BS sends an independent data stream to each user,
which causes severe interference and high system complexity in the fact of a large
number of users. To address these issues, the multicast transmission has attracted
widely attention and it has great potential in many applications such as popular TV
programme and live video streaming [26]. In addition, the data rate of each group is
limited by the user with the worse-channel gains in multicast system. Physical layer
multicasting via beamforming is shown to be useful for alleviating the pressure of
huge wireless data traffic and for boosting the spectrum and energy efficiency [27—
29]. An IRS-assisted multigroup multicast MISO communication system is studied
to maximize the sum rate of all the multicasting groups by the joint optimization
of the precoding matrix at the BS and the reflection coefficients at the IRS [30].
Since the transmitter serves multiple legitimate users by using a single beamforming
vector, the multicast system becomes more vulnerable to eavesdropping from the
perspective of security. Therefore, it is necessary to investigate the performance
advantages when an IRS is considered in secure multigroup multicast systems.

Motivated by the above discussions, we investigate the physical layer security for
an IRS-aided multigroup multicast system. To elaborate, the multiple-antenna Alice
transmits independently confidential information data stream to each legitimate
multiple group in the presence of Eves. To improve the security of the system, Alice
also transmits AN to disturb Eves’ decoding. All the legitimate receivers and Eves
are assumed to be equipped with a single antenna. The legitimate users in the same
group receive the same information, but they are interfered by the signals sent to
other groups. The main contributions of this chapter are summarized as follows:

1. For the first time we formulate a transmit power minimization problem by jointly
optimizing the transmit beamforming vector and the AN vector of Alice as well
as the phase shifts at the IRS for the IRS-aided multigroup multicast system in
the presence of Eves subject to a non-convex uni-modular constraint and the SR
constraint.

2. To solve the problem, an iterative and alternating optimization algorithm based
on SDR technique is proposed. Specifically, we first transform the optimization
problem into an SDR problem by dropping the rank-one constraints. Then the
alternating optimization method is applied to separately optimize the transmit
beamforming matrix and the AN matrix as well as the phase shifts at the IRS. In
each subproblem, MM algorithm is used to obtain the upper bound of the concave
logarithm function. Thus each subproblem can be transformed into a convex
problem and then be solved directly. Furthermore, the Gaussian randomization
method is adopted to obtain a high quality sub-optimal solution.

3. To reduce the computational complexity of the SDR algorithm, we further
propose an efficient algorithm in an iterative manner based on SOCP technique.
Specifically, we decouple the problem into two subproblems for optimizing the



174 8 Secure Multigroup Multicast Communication Systems via Intelligent Reflecting. ..

transmit beamforming vector, AN vector and the phase shift at the IRS, respec-
tively. We handle the non-convex SR constraints by introducing the first-order
Taylor expansion and then transform them into a SOCP for each subproblem,
which is finally solved by SCA method. Simulation results demonstrate that
our proposed two IRS-aided schemes are capable of saving transmit power
significantly, when compared with no IRS-aided scheme.

This rest of this chapter is organized as follows. Section 8.2 describes an
IRS-aided system model for a secure multigroup multicast MISO communication
system. Then, an associated power minimization problem is formulated. The SDR-
based method is developed to solve the non-convex optimization problem in
Sect. 8.3. Section 8.4 provides an SOCP-based alternative method to reduce the
computational complexity of the SDR approach. Section 8.5 shows our numerical
simulation results to validate the performance improvement of the proposed algo-
rithms. Finally, Sect. 8.6 draws our conclusions.

Notations Scalars are presented by lowercase letters. Vectors and matrices are
denoted by boldface uppercase and lowercase letters, respectively. | - | denotes the
modulus of a scalar and || - || denotes the Euclidean norm of a vector. (-)*, Tr(-) and
/(-) denote the conjugate transpose, the trace of a matrix and the angle of a complex
number, respectively.

8.2 System Model

Figure 8.1 sketches an IRS-aided downlink multigroup multicast MISO system,
where Alice is equipped with M transmit antennas serving multiple users (Bobs)
in K multicast groups with assistance of an IRS in the presence of L Eves.
All receivers are equipped with a single antenna while the IRS has N reflecting
elements. Denoting G,(Vk € K = {1,..., K}) as the k-th group of the desired
users, and the total number of user is denoted as T = Zle |G |. Assume that each
user belongs to one unique multicast group, i.e., G; ﬂgj =W0,i # j,Vi,je K
Moreover, the set of Eves is denoted as £ = {1, ..., L}. The transmitted signal at
Alice can be expressed as

K

X =) Wesk+dan. (8.1)
k=1

where w; € CM*! is the beamforming vector forcing the CM to the desired k-
th Bob group, and qay € CY*! is the generalized AN vector assumed to obey a
circularly symmet- ric complex Gaussian (CSCG) distribution CN(0, Q), where Q
is a covariance matrix of the AN. In addition, s; denotes the CM for Bobs in the k-th
group. Without loss of generality, we assume sy is i.i.d. CSCG random variable with
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. %/’ hab,K h.‘ @ : Bob group 1

L Eves

Fig. 8.1 An IRS-aided secure multigroup multicast communication system

zero mean and unit variance, i.e., sy ~ CN(0, 1). Thus, the total transmit power at
Alice is E {xx} = 32 [wel® + llgan >

In this chapter, a quasi-static fading environment is assumed. The baseband
equivalent channel responses from Alice to the IRS, from Alice to the j-th user in
the k-th Bob group, from Alice to the /-th Eve, from the IRS to the j-th user in the k-
th Bob group and from the IRS to the /-th Eve are denoted by G € CV*¥ hZL K €

CclxM, hfel e ClxM, hfz K € C"™N and hgl € C*N respectively. The reflecting

coefficient channel of the IRS is denoted as ® = diag(ﬂej 0 ... Be/ Oy ), where
B € [0, 1] denotes the amplitude reflection coefficient and @ = [0y, - - - , Oy] is the
phase shift vector at the IRS where 6, € (0,2x],1 < n < N, respectively [31]. In
practice, each element of the IRS is favorable to be designed to maximize the signal
reflection due to the fact that it is expensive and complex to implement independent
control of the reflection amplitude and phase shift [9]. Hence, we assume that 8 = 1
for simplicity. As such, the received signal at the j-th user in the k-th Bob group can
be written as

yokj = (hf} 1, OG +hl, X+ np, (8.2)

where npr ~ CN(O, ahz) is the complex AWGN. Similarly, the received signal at the
[-th Eve is

Yeu = (hfl ,©G +hl )x +ng, (8.3)

where n,; is the complex AWGN variable following the distribution n, ~
CN(, 02).

By applying the channel estimation methods discussed in [23-25], we assume
that the CSIs of all channels are perfectly available at Alice, and Alice is responsible
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for optimizing the optimal phase shifts and sending them back to the IRS controller.
In addition, when Eves are active users in this system but are untrusted by Bobs,
its CSI can be estimated at Eves and sent back to Alice [32, 33]. It is worth noting
that the assumption of having perfect CSI knowledge at Alice is idealistic and the
acquisition of CSI for IRS-links/Eves is quite challenging. Hence, the results in
this chapter can be considered as an upper bound of theoretical performance for
the considered system. In the future work, we will focus on the robust transmit
design in the considered systems and provide more detailed results for it. Moreover,
we assume that 07 = o2 = 0. Let us define v = [e/%, ... /] ¢ CNX1,

e

u = [v;1], Hyyj = diag{hi’z’kj}G e CN*M H,, = diag{h/l }G ¢ CN*M,

ie,l
Hyj = [Hpi;hl, 1 and Hy = [He s hf 1. According to (8.2) and (8.3), the
achievable transmission rate at the j-th user in the k-th Bob group and the /-th Eve
intending to wiretap the j-th legitimate user in the k-th Bob group can be expressed

as [28]

Rp xj =logy (1 + SINRp, j)), Vk, j, (8.4)
and
Rey = logy (1 + SINR, ). VK. I, (8.5)
respectively, where
SINRyy ) = —¢ 0T H vl : (8.6)
> ek W Hyjwe |2+ [ Hyqan |2 +0
SINRy1.) = o Hyw (8.7)

Yor i H w2+ uH Hiqay > +02

The corresponding achievable SR of user j, j € G, in Bob group k, k € K'is defined
by

Rsxj = [O, min Rp xj — max Re,lr- (8.8)
J€G vi

In this chapter, we aim to minimize the total transmit power required at Alice
subject to the minimum SR constraints at Bobs and phase shift constraints at the IRS
by jointly optimizing the transmit beamformings, AN at Alice and the reflect phase
shifts at the IRS. Thus, the resultant optimization problem can be mathematically
formulated as

{wi}.qan,u

K
(P1: min Y flwel* + lqanl® (8.92)
k=1
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S.t. Rs,kj > Vs, Vke K|l e .E,] € Qk, (8.9b)
lupl> =1, Vn=1---N,uy41 =1, (8.9¢)

where y; > 0 is the minimum target SR for Bobs. However, it is observed that
problem (P1) is a non-convex optimization problem and thus difficult to solve
optimally. This is due to the fact that constraints (8.9b) are non-convex with
respect to {wg, qan, v} and (8.9c) are non-linear equality constraints. In general,
there is no standard method for solving such non-convex optimization problems
optimally. Hence, we will propose two efficient algorithms to solve problem (P1)
sub-optimally.

8.3 SDR-Based Alternating Optimization Method

In this section, we propose an SDR-based AO method to solve problem (P1).
Moreover, this method could not only obtain a high-quality solution but also provide
a good reference level. To facilitate processing, problem (P1) is first relaxed as an
SDR problem and then the SDR problem is decoupled into two subproblems. When
phase shift v is fixed, the subproblem can be solved by applying one-dimensional
exhaustive search [34]. Considering the computational complexity of the algorithm
and the sub-optimal result after AO, we apply MM algorithm to tackle the non-
convexity of R; x; for each subproblem. Specifically, we first define Wy = wkwf ,
Q=qu qu yand U= uu’?, then SR constraints (8.9b) can be rewritten as

fl(wks Qv U) + fZ(Wks Qs U) - gl(wkv Q$ U) - g2(wkv Qv U)

>y, Yk, (8.10)
where
K
fiWi, Q. U =log(Tr(H]UH; (Y Wi+ Q) 407, 8.11)
k=1
K
JAWi, Q, U)=10g(Tr(HlHUH1(Z Wg+Q))+o‘2)’ (8.12)
gFk
K
§1iWe, Q. U =log TH UH, () W, +Q)+07), (8.13)
g#k
K
(Wi, Q. U =log(Tr(H{ UH; () _ Wi +Q)+07). (8.14)

k=1
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Afterwards, by replacing (8.9b) with (8.10) and dropping the rank-one con-
straints, the SDR of (P1) can be expressed as

K
P2): min Tr(Wy) + Tr 8.15a
(P2): min ; (Wi + Tr(Q) (8.152)
s.t. fi+fr—g1—8g >y Yk j,l, (8.15b)
Upp=1 VYn=1---N+1, (8.15¢)
U>0,W;>0,Q>0. (8.15d)

However, problem (P2) is still non-convex because constraints (8.15b) are non-
convex as well as variables Wy and Q are coupled with U. As a result, in the
following, problem (P2) is first decomposed into two non-convex subproblems.
Then both the non-convex subproblems are converted into convex ones by applying
the MM algorithm.

8.3.1 Optimization with Respect to {Wy, Q}

By fixing the phase shift matrix U as U, g;(Wy, Q,U"), (i = 1,2) are concave
functions with respect to Wy and Q. As a result, g;, . = 1,2) can be upper
bounded as

(Wi, QU < gi(Wr, Q. U") + Tr(Vw, 8 (Wi, Q, UN" (Wi, — W)
+ Tr(Vogi (Wi, Q. UN¥(Q — Q)

where Vwy, g; and Vqg;, (i = 1,2) are the gradients of the function g; (W, Q, U)
with respect to the optimization variable Wy and Q, respectively.

Based on the above transformation, the transmit precoder matrices Wy and AN
matrix Q can be optimized by solving the following problem (P2-1). It can be
verified that problem (P2-1) is a convex problem and can be solved by the existing
solvers such as CVX [35].

K
(P2-1): min Tr(Wy) 4+ Tr(Q) (8.17a)
[W,).Q ; . Q
st. - fitho—81—8& =V Yk, j,I, (8.17b)

Wi =0,Q = 0. (8.17¢)
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8.3.2 Optimization with Respect to U

Similarly, by fixing {Wy, Q} as {W, Q"}, gi(W;, Q). U), (i =1,2)are concave
functions with respect to U. Consequently, the upper-bounds of g;, (i = 1, 2) with
respect to U can be respectively expressed as

g (Wi, Q',U) < g(W,, Q', U) + Tr(Vyg (Wi, Q', U) (U — 1))
2 5(W,, Q' U, (8.18)

where Vygi, (i = 1,2) are the gradient of the function g; (W;{, Q’, U) in terms of
the optimization variable U.

According to (8.18), the optimization problem of the phase shift matrix U is
given by

(P2-2): find U (8.19a)
st. fitfa—8g1—8 >y, Yk I (8.19b)
(8.15¢), U = 0. (8.19¢)

Problem (P2-2) is a standard convex optimization problem, which can be optimally
solved existing convex optimization solvers (e.g., CVX) [35].

8.3.3 Overall Algorithm and Complexity Analysis

By optimizing the problem (P2-1) and problem (P2-2) alternately, we obtain a
sub-optimal solution to problem (P2). However, the solution obtained by solving
problem (P2) can not be guaranteed to be a feasible solution of the original problem
(P1) since the rank-one constraints are relaxed in problem (P2). To address this
problem, the Gaussian randomization method is used to recover the rank-one
solutions. Different from [9] that the Gaussian randomization method is used in each
iteration, we apply the Gaussian randomization method only once when obtaining
the final solution of problem (P2). This is due to the fact that using the Gaussian
randomization method in each iteration may lead to non-convergence and high
complexity.

Because the objective value of problem (P2) of the proposed SDR-based method
decrease in each iteration. Besides, the optimal value of (P2) has a lower bound due
to the SR constraints. Therefore, the convergence of the proposed SDR-based AO
algorithm can be guaranteed.

In the following, we analyze the computational complexity of the SDR method.
Observing that problem (P2-1) has 7 L LMI constraints of size 1, K LMI constraints
of size M and 1 LMI constraints of size M. The number of decision variables 7
is on the order of (K 4+ 1)M?2. Problem (P2-2) has 7L LMI constraints of size 1,
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1 LMI constraints of size 1, 1 LMI constraints of size N. The number of decision
variables n5 is on the order of N% [36]. Hence, the overall complexity is

O(m DINTL + KM + M((TL + KM3 + M%)
+n1(TL+ KM?* + M*) +n}) + noDoy/TL + 1+ N((TL + N* +1)

+ma(TL+ N2+ 1) +nd)), (8.20)

where D1 and D, denote the numbers of iterations in problem (P2-1) and in problem
(P2-2), respectively. It is observed that the computational complexity is on the
order of M%> or N3, which is extremely high and unpractical. Considering the
difficulty of the hardware implementation in practice, the computational complexity
is an important indicator. Therefore, it is necessary to study a tradeoff between
computational complexity and performance.

8.4 Low-Complexity SOCP-Based Algorithm

In this section, we aim to propose a low-complexity SOCP-based algorithm to solve
problem (P1).

Define yp(, j) and Y.,y as the minimum signal to interference plus noise ratio
(SINR) at the j-th user in the k-th Bob group and the maximum SINR at the /-th
Eve, respectively. Then, the optimization problem (P1) can be mathematically recast
as

K
®3): o min ;Hwk”z‘i‘HQAN”z (8.21a)
s.t. SINRy(t.j) = ¥k, j)» Yk, J, (8.21b)
SINR. (k1) < Vek.1y, Yk, 1, (8.21¢c)
I+ vk, jy = 2% (1 + Yek,)) Yk, j, 1, (8.21d)
lou?=1, Va=1---N. (8.21e)

Note that the optimization variables {wy, q4ax} and v are mutually coupled in
constraints (8.21b)) and (8.21c). Moreover, the constraints (8.21¢) are uni-modular.
Hence, it is non-trivial to solve this problem. In the following, we optimize problem
(P3) by applying alterative manner.
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8.4.1 Optimization with Respect to Beamforming Vector and
AN

For given phase shifts at the IRS, the problem (P3) is reduced to

K
(P3-:  min 3wl +llaan® (8.222)
Wb qan.vp.ve ]
s.t. SINRpk, j) (W, 4aN) = Vo, j)» Yk, J, (8.22b)
SINRe k1) (Wi, QaN) < Vek.)> Yk, 1, (8.22¢)
(8.21d). (8.22d)

Problem (P3-1) is non-convex due to the non-convex constraints (8.22b)
and (8.22c). To address them, we focus on converting them into convex ones.
Note that (8.22b) and (8.22c) can be respectively rearranged as

K |llHHk‘Wk|2
Z P Hy wel + [ Hyjqan|? + 0% < ——L—— Vi, j, (8.23)
= Yb(k,j)
H 2 K
u”"H;w
| y M S Hyw 2+ Hiqan P+ o2 VL 8.24)
e(k.l)

g#k

Obviously, constraints (8.23) and (8.24) are in the form of the superlevel of convex
functions, which allows us to apply the first-order approximation technique to
transform them into convex constraints. Specifically, for a complex value x, it is
well known that

lx |2 _2RGMy)  ©F

—-r £ F(x,r, X, 7). (8.25)
F

r r

Based on (8.25), (8.23) and (8.24) can be respectively approximated as

K
>l Hiwel* + uHyqanl* + o7 (8.26)
g7k
< FHywi, vow. jy, W HijWe, 7o ), V&, J,

H 2 K
u”"H;w -
P Hrwel” > FHw,, 1, uHw,, 1) (8.27)

Ye(k,I)

g#k
+ FHqan, 1, u"Higan, 1) + 02, Vi,
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According to the above transformation, problem (P3-1) can be converted into the
following problem

K
(P3-1):  min ) lwel*+lgan|? (8.282)
Wehdan.yp.ve 1 —

s.t. (8.26), (8.27), (8.21d). (8.28b)

Problem (P3-1") is an SOCP problem and its optimal solution can be found by using
CVX.

8.4.2 Optimization with Respect to Phase Shifts

By fixing wi and q4n, problem (P3) is reduced to

(P3-2): ur}r’lblr;,e 1 (8.29a)
s.t.  SINRp, (W) > vpi, jy. Yk, J, (8.29b)

SINR (k) (W) < Vek,1y, Yk, I, (8.29¢)

(8.21d), (8.29d)

lunl =1, Vn=1---N,uy41 = 1. (8.2%)

It is observed that problem (P3-2) is still non-convex due to the non-convex
constraints (8.29b) and (8.29¢) as well as the unit modulus constraint (8.29¢), which
leads to problem (P3-2) difficult to solve. Therefore, we concentrate on dealing with
these constraints in the next.

For the non-convex constraints (8.29b) and (8.29c¢), similar to (8.23) and (8.24),
they can be transformed into

K
> Hyw, P + ' Hiqan ? + 0° (8.30)
g#k
< FHywi, vow. ), 07 Hijwe, 7o ), Yk, J,
H 2 K
u"H;w -
W EME S R Hywg, 1, 6 Hywe, 1) (831)
Ve(k.) o

+ F@"Hqan, 1, u"Hiqan, 1) + 02, Vi,
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respectively. So far, the non-convex constraints (8.29b) and (8.29c) have been
converted into the convex constraints (8.30) and (8.31), respectively. For the unit
modulus constraint (8.29¢e), it can be relaxed as

> <1, Vn=1---N,uy41 =1, (8.32)

which is convex now.
Following the above transformation, problem (P3-2) can be recast as the
following SOCP problem

(P3-2°): min 1 st (8.30), (8.31), (8.32), (8.33)
WYh:Ve

which can be efficiently solved by CVX. Then the solution to problem (P3-2) can
be obtained by applying the projection method [37]. Denote the solutions of (P3-2)
and (P3-2’) as {u*, y}, y;} and {uJ’, Y}, Y4}, respectively, the optimal solution to
(P3-2) is given by

= ol L0 ), (8.34)

where the /(-) is the radian value of the phase angle of a complex number.

8.4.3 Opverall Algorithm and Complexity Analysis

Due to the fact that the objective value of problem (P3) is non-increasing in each
iteration. Meanwhile, the objective value of problem (P3) is lower bounded by a
finite value, thus the convergence of the SOCP-based algorithm can be guaranteed.

In terms of the complexity, problem (P3-1") consists of 7 SOC constraints of
dimension K + 3, KL SOC of dimension 3 and T L LMI of size 1. The number of
decision variables n7 is on the order of M + M + T + K L. Problem (P3-2’) includes
T SOC constraints of dimension K + 3, KL SOC constraints of dimension 3 and
TL + N + 1 LMI of size 1. The number of decision variables 7, is on the order of
N + T + K L. Therefore, the computation complexity is

O(nlDl\/TL F 2T + KL)(T(K +3)>+3*KL +n(TL + 1) +n?)

+n2Dy/TL + N +1+2(T + KL)(T(K +3)* +3°KL

+ma(TL+ N +1)+n3)), (8.35)

where D1 and D; denote the numbers of iterations in problem (P3-1") and problem
(P3-2"), respectively. Obviously, computational complexity is on the order of M> or
N3, which is much lower that of the SDR method (ie., MO or N6'5).
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8.5 Simulation and Analysis

In this section, numerical results are provided to evaluate the performance of our
proposed two algorithms. In this chapter, we consider a three-dimensional (3D)
coordinate setup as shown in Fig. 8.2, where Alice and IRS are located at (dy, m,
0m, 2m) and (O m, 100 m, 2 m), respectively, and all Eves are randomly distributed
in a circle centered at (dy, m, dy, m, Om) with radius rg = 5m. To study the
effect of the IRS on scattered and centralized user groups, two different setups are
considered: (1) The centralized user groups (Setup (a)), all the legitimate users are
randomly distributed in a circle centered at (dy, m, dy, m, 0) with radius rg = 10m,
in which the users are divided into K groups, and each group receives a separate
privacy message; (2) The scattered user groups (Setup (b)), the circle centers of
K Bob groups lie uniformly along the line from (dy, m, dyp — 20m, O m) to (dxp
m, dyp, + 20m, Om) , and the radius of each user group is rp = 2.5m. All the
channels are assumed to follow the Rayleigh fading model and the path loss at the
distance d is modeled as PL(d) = PLy — 10« 10g10(,§1—0), where PLyo = —30dB
denotes the path loss at the reference distance dy = 1m, o denotes the path
loss exponent. Specifically, the path loss exponents of Alice-IRS, IRS-Eves/Bobs
and Alice-Eves/Bobs channels are set to be 2.2, 2.5 and 3.5, respectively. Unless
specified otherwise later, the other simulation parameters are set as: M = 8,
N =50,07 =02 =-90dBm, K = 3,|G| = |Gal =2, L =2,dyq = 10m,
dypy = 10m, dy, = 8m, dyp = 100m and dy, = 90m. For comparison, the
benchmark schemes are given as follows: (1) Without IRS: There is no use of the
IRS and only the transmit beamformer wy and AN are designed [38]. (2) Random
phase shifts: The phase shifts of IRS are set randomly in [0, 27], the transmit
beamformer w; and AN are optimized.

N
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D it RS
/// |
7 |
|
Alice .7 \
(10,02)Y o 090 100 10
| , , , ,
(890.0) Bves_,” 7
___________ _,i ~ —fi N }’,:._:,Z. m //
rp=2.50 15 A ) 1,/ Ak  rg=2.5m
_________ A aA STTTIRATTT U4 A Setup (b)

Bob group 1 ngg;l; Bob group K
(& % .53 Setup (a)

X & 4~ %10,100,0)

Bob groups

Fig. 8.2 Simulation setup
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Figure 8.3 demonstrates the convergence performance of the proposed SDR and
SCOP algorithms with y; = 1 bps/Hz. It is observed that the both algorithms con-
verge within a small number of iterations under different setups. Besides, it is worth
noticing that the proposed SOCP-based algorithm not only has less computation
complexity than the proposed SDR-based algorithm, but also converges faster.

Figure 8.4 shows the transmit power at Alice under different values of SR
threshold r,. From Fig. 8.4, we can first notice that, the minimum transmit power

- +-SDR-IRS, setup (a)

-e-SOCP-IRS, setup (a)
——SDR-IRS, setup (b) ||
——SOCP-IRS, setup (b)

Transmit power at Alice (W)
W

Se o
©-0 -0 0-0-0-FB B 4-0-t -+ a-s-s-f = 4-a

0 5 10 15 20 25 30
Number of iterations

Fig. 8.3 Convergence performance of different algorithms

Fig. 8.4 Transmit power at 6 T— T T
N —¥—Proposed SDR with IRS Setup (a)
Alice versus secrecy rate - % - Proposed SOCP with IRS Setup (a)
threshold Vs —¥-Without IRS Setup (a) A

¥ Random phase shifts with IRS Setup (a) s
5t —A— Proposed SDR with IRS (a)
-A-Proposed SOCP with IRS Setup (b)
-A-Without IRS Setup (b)

A Random phase shifts with IRS Setup (b)

Transmit power at Alice (W)
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at Alice required by all the schemes increases as y; increases in both Setup (a) and
(b). Compare to Setup (a), since the user groups are scattered in Setup (b), it requires
more transmit power to satisfy the SR constraints. Then, it is observed that the both
proposed algorithms have the similar performance. This is due to the fact that the
both algorithms could guarantee to converge to a local or even global optimum.
Finally, we can note that the proposed schemes outperform the NO-IRS scheme as
well as the random phase shifts scheme, and the performance gap increases with y;.
The former validates the advantages of the IRS in the multigroup multicast system,
and the later presents the effectiveness of optimizing the phase shifts at the IRS.

The transmit power at Alice versus the number of reflecting elements at the IRS
N is shown in Fig. 8.5 with y; = 1 bps/Hz. It is noted that the transmit power at
Alice obtained by the both proposed schemes decreases significantly as N increases
for the two setups. What’s more, the transmit power in Setup (a) decays faster than
that in Setup (b), which is because the IRS locates near all the Bob groups in Setup
(a) but far from some Bob groups in Setup (b). Hence, the received signal at Bobs
from the reflection of the IRS in Setup (a) is larger than that in Setup (b). Besides, it
is worth noting that the performance gaps between the IRS-aided schemes and the
NO-IRS scheme increase as N increases in both setups. This is expected since when
the IRS’s aperture becomes larger, more degrees of freedom become available for
the passive beamforming of the IRS. And thus the proportion of the signal reflected
by the IRS to the received signal at Bob groups increases as N increases.

In Fig. 8.6, we gradually increase the number of groups K for both Setup (a)
and (b) to study the effect on the transmit power at Alice with y; = 0.5 bps/Hz.
Obviously, the transmit power at Alice of all the schemes increases as K increases.
Compare to the case without IRS, the transmit power required by applying the two

Fig. 8.5 Transmit power at L3 A T
Alice versus N FTTTtes-on 4 —
T R - B A
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8.5 Simulation and Analysis

proposed algorithms with IRS is significantly reduced. Additionally, for the two
setups, the performance gaps between the NO-IRS scheme and the two IRS-aided
schemes increase rapidly with the increase of K, which further demonstrates the
efficiency of the IRS in enhancing the performance of the multicast systems.

In Fig. 8.7, we plot the transmit power at Alice versus the distance between Alice
and the center of user groups dy, withdy, = 3m, dyp =3m, dy, =2m, K =2,
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N = 100 and y; = 0.5 bps/Hz. First, it is observed that the proposed two schemes
require less transmit power than the other benchmark schemes in Setups (a) and
(b). Second, when the user groups move far away from Alice, the required transmit
power increases for all the schemes due to the larger signal attenuation. However, the
transmit power of the three IRS-aided schemes decreases greatly when user groups
approaches the IRS. It implies that a large Alice-users distance does not necessarily
lead to a higher transmit power in IRS-aided wireless networks. This is because the
user groups farther away from Alice may be closer to the IRS and thus it is able
to receive stronger reflected signal from the IRS. As a result, the user groups near
either Alice or IRS requires lower transmit power than user groups far away from
both of them. Specifically, in Setup (a), when the user groups close to either the IRS
(e.g., dyp = 100m) or Alice (e.g., dy, = 40 m), the required transmit power at Alice
is lower than the users far away from both Alice and IRS. Different from Setup (a)
in which all the user groups are concentrated in a circle, the transmit power at Alice
becomes smaller with dy, = 80m instead of 100 m in Setup (b). This is because
the user groups are scattered, i.e., one user group at 60 m (close to Alice) and one at
100 m (close to IRS), and the transmit power at Alice required by all user groups is
minimal at this moment.

8.6 Conclusion

In this chapter, we investigated a novel IRS-aided secure multigroup multicast
MISO communication system. By jointly optimizing the transmit beamformer, AN
vector and phase shifts at the IRS, we minimized the transmit power at Alice subject
to the secrecy rate constraints. For this non-convex optimization problem, we first
proposed an SDR method based on the alterative optimization and obtained a high-
quality solution. Due to the high computation complexity of the proposed SDR
method, the SOCP method with low complexity is then presented. The simulation
results demonstrate that the proposed SOCP algorithm can obtain the similar
performance as the SDR algorithm. Besides, it is shown that the transmit power
required at Alice of the two proposed schemes have a significant drop compare to
that of the scheme without IRS.
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Chapter 9 )
Beamforming Design for IRS-Aided oo
Decode-and-Forward Relay Wireless

Network

As a low-cost and low-power-consumption passive reflector, IRS can make a
significant rate improvement by building a programmable wireless environment.
To improve the rate performance and coverage range of wireless networks, an IRS-
aided DF relay network is proposed with multiple antennas at relay station (RS). To
achieve a high rate, an alternately iterative structure (AIS) of maximizing receive
power (Max-RP) at RS is proposed to jointly optimize the beamforming vectors at
RS and phase shifts at IRS. Considering its high-complexity, two low-complexity
Max-RP schemes of NSP plus MRC and intelligent reflecting surface element
selection (IRSES) plus MRC are presented to reduce this complexity, respectively.
For the former, NSP is used to separate the reflected signal from IRS and the direct
transmitted signal from source and MRC is adopted to combine the two signals
at RS. For the latter, the basic concept of IRSES is as follows: IRS is partitioned
into M subsets of elements and adjusting the phases of all elements per subset
make all reflected signals and the direct signal from source phase alignment at the
corresponding antenna of relay. Simulation results show that the proposed three
methods perform much better than the existing network with single-antenna relay
in terms of rate performance. In particular, a 85% rate gain over existing scheme is
achieved in the high SNR region. Moreover, it is verified that the positions of RS
and IRS have a substantial impact on rate performance, and there exists an optimal
positions of RS and IRS.

9.1 Introduction

With the explosive growth of communication device nodes in wireless sensor
network (WSN), there are more stringent requirements in terms of energy efficiency
and extended coverage [1]. Relay has a strong ability to process signal for extended
communication coverage and improved rate performance [2, 3]. However, the
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conventional relay is an active device, which is costly and requires additional high
energy consumption to process the signal [4], it is crucial to develop a energy-
efficient and green communication network.

Compared with the conventional relay, since IRS does not require any radio fre-
quency chain and baseband circuit and is made up of low-cost and passive reflecting
units, its lower-energy-consumption and passive property is very attractive [5, 6].
Thus, IRS can be regarded as a green reflect-to-forward relay. It is anticipated that
IRS will be potentially applied to the diverse future wireless networks such as WiFi
7, mobile communications like 6G, space communication, marine communication,
and emergency communication [7]. For example, for mobile communications, IRS
will be used to significantly enhance the coverage of blind areas, especially cell
edges. Due to the ability of intelligently adjusting the amplitude and phase shift of
the incident signal by a smart controller [8], IRS may form helpful controlled multi-
paths, ingeniously improve the propagation environment and provide new degrees of
freedom, which can be used to enhance the wireless network performance. Recently,
IRS has attracted much attention from both academia and industry [9]. IRS may
be adopted to aid many wireless communication directions as follows: directional
modulation [10], [11], spatial modulation [12, 13], multicast transmission [14, 15],
covert wireless communication [16, 17], UAV communication [18, 19], and SWIPT
[20, 21].

A combination of a relay and an IRS was shown to improve energy efficiency
[22], spectral efficiency [23] and rate performance [24-26]. In [22], the authors
proposed a multi-user mobile communication network model with the help of a
relay and an IRS, where two sub-optimal methods based on AO, called SVD plus
uplink-downlink duality, and SVD plus ZF methods were presented to implement
an enhanced performance from BS to multi-users in terms of energy efficiency.
To increase spectral efficiency, in [23] a novel network was proposed, where
some IRS elements act as active relays to amplify incident signals, and the
remaining elements reflect signals. A spectral efficiency maximization problem was
formulated and solved by the alternating optimization method. Aiming at improving
rate performance, the authors proposed two kinds of IRS plus DF relay [24]:
distributed and centralized. Subsequently, a sequential optimization algorithm was
presented to address the power allocation and optimization of IRS phases, and it was
demonstrated that IRS and DF relay can work in a synergistic manner to enhance
the achievable rate. In [25], a network consisting of two side-by-side intelligent
surfaces connected via a full-duplex relay was proposed to achieve the promising
rate gains with much smaller number of reflecting elements. Moreover, a hybrid
network consisting of an IRS and a single-antenna DF relay was proposed to save
a massive IRS elements compared with only IRS in [26]. In [27], a communication
system with multiple antennas at both transmitter and receiver is considered.

From the above literature, it can be concluded that IRS has the advantages of low
cost and low energy consumption, and relay has a strong signal processing ability
such as AF and DF. It is interesting to combine relay and IRS while keeping the
advantages of relay and IRS. The hybrid network combines both advantages of IRS
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and relay to strike a good balance among circuit cost, energy efficiency and rate
performance.

The application scenarios in the above literature are common, a hybrid network
combining IRS and multi-antenna relay is proposed to employ to WSN scenario,
which consists of a data collecting center and many other non-center nodes. The data
collecting center collects all data from other nodes, then send them to internet with
the help of relay and IRS. Furthermore, when data collecting center-relay or relay-
destination direct link has shadow fading, or in extreme cases is completely blocked.
The proposed hybrid network is still appropriate for the practical scenario, where an
IRS is placed on a high big building and can see source, relay and destination. In
other words, the signal from source can still be transmitted to relay and destination
with the help of the IRS. This means that adding IRS can create new reflective paths
among source, relay and destination.

In this book chapter, in order to improve the data rate of the proposed hybrid
network or dramatically extend its coverage range, three efficient beamforming
methods are proposed to achieve this goal, which are as follow:

To make a dramatic rate improvement, an IRS-aided multi-antenna relay network
model is proposed. We focus on the design of beamforming in the first time slot
due to the fact that the system model can be converted into a typical IRS-aided
three-point model. A Max-RP using AIS is proposed to maximize RP by alternately
optimizing the beamforming vector at RS and phase shifts at IRS. Due to the rule of
Max-RP, the closed-form expressions of the beamforming vector at RS and phase
shifts at IRS are derived. From the simulation results, the proposed Max-RP method
using AIS can harvest up to 86% rate gain over existing network of an IRS plus
a single-antenna relay in [26] in the high SNR region. The total computational
complexity is O{Ly(N* + 8M N3 4+ 5N3 4+ 24M N? — 2N?)}, and the highest order
is N* float-point operations (FLOPs), which is high.

To reduce the high computational complexity of the above method, a low-
complexity NSP-based Max-RP plus MRC is proposed in the first time slot. The
two independent receive beamforming vectors are used at RS. They utilize NSP to
separate the signal from source and the reflected signal from IRS and maximize the
receive power of the corresponding signal. Finally, MRC is adopted to combine the
two signals to improve the SNR of receive signal at RS. Our simulation results show
that the rate of the proposed NSP-based Max-RP plus MRC method is 84% higher
than that of the existing system with an IRS and a single-antenna relay in [26] in the
high SNR region. Its computational complexity is O{N> + M> + M*>N + MN?},
which is much lower than the Max-RP method using AIS.

To further reduce the computational complexity, the IRSES-based Max-RP plus
MRC method is proposed. Here, in the first time slot, according to the number
M of RS antennas, IRS elements are divided into M subsets with each subset
having the same number of elements. Each subset is mapped into one antenna at
RS. In other words, there is one-to-one mapping relationship between subsets at
IRS and antennas at RS. Adjusting the phases of all elements per subset aligns the
phases of all reflected signals and the direct signal from source at the corresponding
antenna of relay. Finally, MRC is adopted to combine all received signals at RS.
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From the simulation results, the proposed Max-RP based on IRSES plus MRC
method achieves a substantial rate improvement over existing system in [26]. The
complexity is O{15SM K +8M + 10K + Ls(18 M N +2M +3N)}, which is extremely
lower than the above proposed two methods.

The remainder of this book chapter is organized as follows. In Sect.9.2, we
describe an IRS-aided DF relay network. In Sect. 9.3, we demonstrate three methods
for a better rate performance of the proposed network. We present our simulation
results in Sect. 9.4, and draw conclusions in Sect. 9.5.

Notation Scalars, vectors and matrices are respectively represented by letters of
lower case, bold lower case, and bold upper case. (-)*, (OH, ()T stand for matrix
conjugate, conjugate transpose, and Moore-Penrose pseudo inverse, respectively.
E{-}, II - II, tr(-), and arg(-) denote expectation operation, 2-norm, the trace of a
matrix, and the phase of a complex number, respectively. The sign Iy isthe N x N
identity matrix.

9.2 System Model

As shown in Fig. 9.1, the IRS-aided DF relay network consists of a half-duplex DF
RS with M transmit antennas, an IRS with N reflecting elements, a data collector
(S) and a base station (D) equipped with a single antenna each. As a data collecting
center node, S collects all data from other sensor nodes, and transmits them towards
D with the help of IRS and RS. Here, the network is operated in a time division
half-duplex scenario. The distance from S to D are assumed so far that there is no
direct link between them [26]. Due to path loss, the power of signals reflected by
the IRS twice or more are such weak that they can be ignored. Moreover, all CSI
is assumed to be perfectly known to S, RS, IRS and D. In the first time slot, the
received signal at RS is written by

RS

I
—— First time slot OoOooQgg
------- Second time slot OO0 g
N 00O O™
Sensor node > I \‘j.'ﬂ
— S Oooogoog ()
@6003 SR () »
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Wireless se_nso_r—network Data collector H E HH Basg slglion
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Fig. 9.1 System model for an IRS-aided DF relay network
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yr = +/ Ps(hg + H;; @1hg)s +n,, 0.1)

where s and Py are the transmit signal and power from S, respectively. E{s"s} = 1.
Without loss of generality, we assume a Rayleigh fading environment. Let hy, €
CMx1 H;, € CM*N and hy; € CNV*! represent the channels from S to RS, from
IRS to RS, and from S to IRS. @ is the diagonal reflection-coefficient matrix of
IRS, which is denoted as @ = diag(e/?11, ... | e/0N), 0 = [e/1, ... IOWN]T
61; € (0,2m] is the phase shift of the ith element. n, € CY <1 is the AWGN
with distribution n, ~ CN(0, crrle,). Then the received signal at RS after receive
beamforming can be expressed as

Yr =+ Psu;{_l(hsr + H;©1hg;)s + uf]nrs 9.2)
where u € C'*M is the receive beamforming vector, |u’||> = 1. The achievable

rate at RS is given by

P
R, = log, (1 + —’§) , (9.3)
o8

I3

where
Pr = Pytr{uf! (hy, + H;;©1hy) (hy, + H;, ©1h) ™, | 94

In the second time slot, it is assumed that the original signal s can be correctly
decoded by RS. The transmit signal from RS is x, = u;s, where u, € CM*! is the
transmit beamforming vector, |, ||> = 1. The received signal at D is as follows

va = v/ P-(0f, + b0 Hyus + ny, 9.5)

where P, is the transmit power from RS, hg, e ClxM, hg e CI*N and

Hf{ € CN*M gre the channels from RS to D, from IRS to D, and from RS to
IRS, respectively. The diagonal reflection-coefficient matrix of IRS is represented
as @, = diag (ej921, S ejGZN), 0, = [e/, ... /%27 0y € (0, 2] is the
phase shift of the ith element. n; is the AWGN with distribution ngy ~ CN (O, 03).
The achievable rate at D can be expressed as

P
Ry =log, (1 + —g) , (9.6)
o

d

where

Pp = Potr {u,H (" +hf@,H!)H (hH, + ne,HH )u,} . 9.7)
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The achievable rate of the proposed system is defined as follows

1
R, = Emin{R,, R;}. 9.8)

9.3 Proposed Three High-Performance Beamforming
Schemes

In this section, according to (9.3), maximizing rate is equivalent to Max-RP due
to the fact that the log function is a monotone increasing function of RP. In the
first time slot, three Max-RP methods: AIS-based Max-RP, NSP-based Max-RP
plus MRC, and IRSES-based Max-RP plus MRC, are proposed to optimize the
phase shift vector #; of IRS and the receive beamforming vector u, of RS. In
the second time slot, RS, IRS and destination form a typical three-point IRS-aided
network, where an alternating iteration in [28] are adopted to design the transmit
beamforming vector at RS and adjust the phases of IRS.

9.3.1 Proposed AIS-Based Max-RP Method
For the first time slot, the corresponding optimization problem can be casted as

(;na)% Pytr !u,{{(hsr + H;,O1hy;) (hy, +Hir®1hsi)Hur}
R

st. u)2=1, 10:G)|=1,Vi=1,---,N. 9.9)

Let us define Hy; = diag{hy;}, we have ®hy; = Hy;0. Firstly, by fixing
u’?, (9.9) is reduced to

max Pyt (@1 HIH w,ul H; Hyi01) + Pote(0 HAH u,ul by,
1

i r i

+ Pstr(@1h u,uf H;, Hy)
st. 09, =N. (9.10)

The Lagrangian function associated with the above optimization (9.10) is defined as
L(01, 1) = Pitr(@HIH w,u/ H;, H,,60/) + Ptr(@HIH u,ufhy,)

+ Pytr(@1hf uuf H;, Hy) + 10('61 — N), (9.11)
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where A is the Lagrange multiplier, if (61, 1) is the optimal solution to the above
equation, the partial derivative of the Lagrangian function with respect to 61 should
be set to be zero as follows

LB, )

30 = PngH[IiuruﬁHirHsiol + RngHiI;{uruf{hsr + 104
1

=0, 9.12)
which gives the solution
01; = —arg{(A Py Iy + HIH w0/ H,;, H,) " (HIH w,u by, ). (9.13)

Inserting (9.13) back into the restriction of (9.10), we have an equation associated
with Lagrange multiplier as follows

det (AP;IIN + Hngr’uruf’Hi,Hs,-) — b, (9.14)

where

b= (det(N—ng Hu,uf hy, hu,uf HirHsi)) ’. 9.15)

Further, in accordance with the rank inequality: rank A < min{m, n}, where A €
C™* " we can get

rank(HngfuruflhsrhgururﬁHi,HSi) < rank(uf’) =1. (9.16)

Therefore, b = 0. Then we have the eigen decomposition as follows
HIH w,u/H;, H,; = UZU”, (9.17)

where U is a unitary matrix composed of eigenvectors and UU” =U"U=Iy. T is a
diagonal matrix composed of eigenvalues. Substituting the above equation in (9.14)
yields the following simplified equation

det {U (1P, 7Ty + 2) U7 | = det fUU” (P "Iy + 2|
= det (1P, "'y + %)
=0. (9.18)
It can be observed that rank(Hg ngruﬁq H; H;;) = 1, so there is a nonzero

eigenvalue and N — 1 zero eigenvalues in Hff Hff uruf H;, H;;. Then we construct
the following equation
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H H/ uu/H;, H,; HH w,) = |/ H;, Hy; |"H]H u,, (9.19)

where ||uf{ H;, H,;|? is the only nonzero eigenvalue (ie. the largest eigenvalue), so
we have

lwfH;, Hy; |20 --- 0

0 0---0
Y= . L. . (9.20)
0 0---0y, n
Substituting (9.20) into (9.18) yields
o+ IufH;, H 2P0 - 0
0 A---0
. =0, 9.21)
0 0 Alyyen
which is expanded as follows
AN 4 Jluf H H PPN =0, (9.22)
which forms the set of candidate solutions
A € {0, —uf H, Hyi > Py} (9.23)
Plugging (9.23) into (9.13), we find that A = —||uf1H,-rHS,- ||2PS is not suitable

for (9.13). Inserting & = 0 back into (9.13) yields the following solution
61; = —arg{(H H/ u,u/ H;, Hy) " (H H w0/ hy, ) (9.24)

And then by fixing @1, the optimization problem in (9.9) can be converted into

max Ps tr(urH Bu,)
l.lH

W

st )2 =1, (9.25)
where
B = (h,, + H;,©hy;)(h, + H;;©1hy)", (9.26)
is a Hermitian symmetric matrix. Similar to (9.11), we have

L(u,, p) = Pstr(uf'Bu,) + p(uf > — D), (9.27)
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where p denotes the Lagrange multiplier. Setting the partial derivative of the
Lagrange function L(u,, i) with respect to u, equals 0, we have

P,Bu, + pu, = 0. (9.28)

Similar to (9.16), rank(B)= 1, so there is a nonzero eigenvalue in B. It indicates
that u, is the eigenvector corresponding to the nonzero eigenvalue of the matrix B.
Similar to (9.19), we obtain the solution

_ h + H;; O1hy;
”hsr + Hirelhsi ” .

(9.29)

u,

It can be observed that when one of the optimization variables @1 and u? is
fixed, the objective function in (9.9) is convex with respect to the other variable,
in each iteration the objective function value monotonically increases with a finite
upper-bound. Therefore, it can be guaranteed that the alternately iterative (Al)
algorithm is convergent. Al between 6y; and u, are performed until the condition of
convergence is reached. When 61; and u, are optimal, the R, in (9.3) is maximized.
The proposed alternate iteration algorithm for obtaining an optimal solution R, is
summarized in Algorithm 1. According to (9.8), we make a comparison between

Algorithm 1 Proposed alternate iteration algorithm

. Initialize the receive beamforming u!, set the convergence error ¢ and the iteration number ¢ =

1
1.
2. repeat

3. Solve (9.10) for a given u’, denote the optimal solution as 0’1 and 6{ i
4. Solve (9.25) for a given ', denote the optimal solution as u/*!.

5. Update t = t+1.

6. until

|[RIAT —R!| <e.

R, and R;, and multiply the minimum value by 1/2 to obtain the system rate Rj.
The total complexity of proposed AIS-based Max-RP method is obtained as follows

O{L>(N* + 8MN? +5N3 +24MN? —2N?) + 3L + 18L,)MN
+ (5L +2L))M + (4L +3Ly)N}, (9.30)

where L and L, are the Al numbers in the first time slot and the second time slot,
respectively. Obviously, the highest order of computational complexity is N* float-
point operations (FLOPs), which is high. So a low-complexity NSP-based Max-RP
plus MRC method is proposed to reduce the computational complexity in the next
subsection.
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9.3.2 Proposed NSP-Based Max-RP Plus MRC Method

Considering the two signals from IRS and source node overlap together and interfere
with each other, in order to explore the two-way diversity gain, two individual
receiving beamforming vectors at RS are used to separate them respectively and
MRC is used to combine them to exploit the multiple diversities. After beamform-
ing, the received signals at RS are rewritten by

Yrs = v Psufihgs +/ PoullH; ©1hyis +u/in,, (9.31)
Yri = Psughsrs + v Psug‘Hir@lhsis + ur[_{nh (9.32)

where ufl € C'M and ug € C™M are defined as the beamforming vectors for
S and IRS, respectively, which extract the independent signals from S and IRS,

respectively. ||uf?£||2 = 1 and ||uf{<||2 = 1. We assume that ug and ug are in the

1
null-space of channel H;, and hy,, respectively. It is obvious that

uH;, =07, uflh, =0, (9.33)

which mean that the signals from S and IRS do not interfere with each other at RS.
Correspondingly, (9.31) and (9.32) are reduced to

Yrs = \/Fsughsrs + uznr, (9.34)
yri = v/ PsuflH;, ©1hy;s + ufin,. (9.35)

Maximizing R, is equal to maximizing the power of y,; and y,;, respectively.
The corresponding optimization problem of the power of y, is given by

H H
mgx Pstr(u, hg hou, )

W

st.  Juf)P=1, vl =0T, (9.36)

According to the second constraint of the above optimization problem, let us define
u, as follows

u, = (Iy — H;, HH,;,) ' H v, = Pv,y, (9.37)

where P = I}y — H;, (H?H;,)"H/, v, is a new variable and ||v,s| = 1. Inserting
the above equation back into (9.36), we obtain the simplified optimization problem

as follows

max PsvfsPHhS,thV”
H
Vi
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st |[vesl? = 1. (9.38)

Similar to (9.25), the solution v, is given by

P by (9.39)
V. = —0, .
" |PHh, |
which yields
.. — Pv,; _ Iy — Hir(HfrlH,’r)THiI_rI)zh” (9.40)
rs — - . .
IPv,sll Ay — Hir (HEH;)THE ) 2Ry, |

In the same manner, the optimization problem of the power of y,; is also written
by

H HyyHyrH
rgax Pstr(u,; H; Hy; 0,0 H; H; u,;)
uri’ol

s.t. a2 =1, uflh,, =0, 056, = N. (9.41)
For a given u,;, the solution 6; can be expressed as
01; = —arg(HTH u,,;};. (9.42)
For a given 61, the solution u,; can be represented as

0 — (IM - hsr(hg«hsr)Thgf)zHirHsiol (9 43)
"7 Iy — hy (W hy,) ThE)2H;, Hy 0, | ‘

Similar to Algorithm 1, u,; and @ are performed via Al procedure to obtain the
maximum power of y,;. Then the joint received signal at RS by applying MRC can
be expressed as

. (ughsr)Hyrs + (UgHirHsiel)H)’ri
luhg, + wH;, Hy;0y |

_ /B hiu,culth, + 0T HIH u, ul H;, H,, 0, ]
’ lufhg, +u/TH;, Hy; 6|

Yr

rt

”uzhsr + ugHirHsial l

H
(hgursug + 0 HgngriuH-> n (9.44)

The signals from S and IRS received by RS are independent, thus the achievable
rate at RS can be calculated as
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(9.45)

R — log (1 . (||u£§hsr||4+||u5HirHsi01||4>Ps>
r =108

luflhy, + ufTH;, H,;01 %02

Compare R, and R, to obtain the system rate R,. The complexity of the proposed
NSP-based Max-RP plus MRC method is written by

O{N?+2(1 + L3)M? +2(1 + L3)M?*N + (4 + 3L3)MN?
+ (@4 +3L3)M* — L3sN?> — (1 —=5L3 — 18L4)MN — (1 — 4L3 — 2Ly)M
+ (1 +2L3+3L4y)N}, (9.46)

where L3 and L4 respectively denote the Al numbers in the first time slot and
the second time slot. The highest order of complexity is N° FLOPs, which is
lower than AIS-based Max-RP Method and still very high. To further reduce the
computational complexity, an IRSES-based Max-RP plus MRC method is proposed
in the following subsection.

9.3.3 Proposed IRSES-Based Max-RP Plus MRC Method

As shown in Fig. 9.2, according to the number M of RS antennas, the N elements in
IRS are randomly divided into M suarrays evenly, each of which is mapped into one
antenna at RS with % = K elements. Figure 9.3 is the block diagram for IRSES-
based Max-RP plus MRC method at RS, the details are described as below.

A subarray denoted as &y, is randomly chosen to reflect the signal from S to

antenna m of RS, &, = {14, 2, -+ , K} Let E1=E1,1 U Er2--- U & m be
the subarray set. &1.1,Er.2, - -+, &1, m is a partition of set &;, and E; ,, N Er = P,
where m,n € {1,2, -, M}. The remaining subsets are denoted as &;,—,,, and E;=
Fig. 9.2 System model for B Sclected subarray £, IRS
IRSES-based Max-RP plus mujunyun] ] jumjui
i i [ Unselected subarrays &, _ OOoOEmEO0on
MRC method in the first time 1s OOOmEOoO0
slot OOOmmEcCOO
OCOCOmmEcOcc]

Sensar Node /
AR ((i))

Wireless Sensor Network Data Collector
(Source, S)

Relay Station (RS)

FTTTTf?TTTﬂ
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Fig. 9.3 Block diagram for
IRSES-based Max-RP plus of IRS
MRC method
Transmiting signal PA )
at source at antenna m of RS MRC X

E1.m U Er,—p. The received signal of antenna m at RS can be written by

Yrom = Ps(hsr,m + hir,mel,mhsi,m)s + v Pshir,—mel,—mhsi,—ms + nym,
9.47)

where hgm € C'*! is the mth element of hy,, hiy ., € C'*K denotes the channel
from the selected subset &; ,, to antenna m at RS, and includes K elements which
are determined by &; ;, in the mth row of H;,.. hy; ,, € Cckxl represents the channel
from S to &7, and also consists of K elements decided by &p,, in K rows of
hy;. The diagonal reflection-coefficient matrix of elements in &;,, is denoted as
0O, = diag(e/NnV ... ei%nE) p; e C'*WN=K) is the channel from the
unselected subset E;,_,, to antenna m at RS, hy; _,, € CN=K)*1 ig the channel
from S to &7 . O1,—, is the diagonal reflection-coefficient matrix of elements
in &;_,, which can be expressed as @1, _,, = diag(e/?.-»(D ... /0 -n(N=K))
Ny is the AWGN with the distribution of n,.,, ~ CN (0, 6,%,,). While according to
law of large numbers, the signals reflected by the unselected subset &;,_,, overlap
to zero at antenna m. Equation (9.47) is simplified and expanded as follows

Yrom = Ps(hsr,m + hir,mel,mhsi,m)s + 1y,

K
- \/E (hsr,m + Zhir,m(i)(")l,m (is i)hx[,m (l)> s+ Nrm, (948)

i=1

where h;; (i) and hy; ,, (i) are the ith element of h;,, and hg; »,, respectively.
©1 (i, i) is the ith element in diagonal of @1 ,,. The phases of K elements in &y
are adjusted to make the phases of all reflected signals and the direct signal from
S aligned at antenna m of RS. So as to maximize the power of the signal received
by antenna m for obtaining better rate performance. Thus, the corresponding phase
shift of the ith element is calculated as

O1.m (i) = arg(hsrm) — arg(hirm () — arg(hyi m (@0)). (9-49)

Finally, MRC is adopted to combine all received signals at RS, the received signal
can be expressed as follows

Vo=t tr2, s e A Vrts Yr2s o s Yemls (9.50)

where
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(hsr,m + hir,m el,mhsi,m)H

Urm = . (9.51)
M s+ Dirm @1 mhion |
The achievable rate at RS can be represented as
Yot Wrsrm + Wi ©1mhsi | Py
R, =log, |1+ AZ'_ — : — — |. (9.52)
Zm:l ”hsr,m + hir,mel,mhsi,m ||20r2,rn

Further, taking the minimum of R, and R, to obtain achievable rate R;. The
complexity of the proposed IRSES-based Max-RP plus MRC method is given by

O{15MK + 8M + 10K + Ls(18MN +2M + 3N)}, (9.53)

where Ls is the Al number in the second time slot. It can be seen that the highest
order of complexity is M N FLOPs, which is much lower than the above two
methods. Especially in massive IRS scenario, the gap among the complexity of the
proposed three methods is more obvious.

9.4 Numerical Results

In this section, numerical simulations are performed to evaluate and compare the
rate performance between an IRS-aided multi-antenna DF relay network and that
with single-antenna RS in [26]. Additionally, it is assumed that IRS and RS are
deployed with the same abscissas, the positions of S, RS, IRS, and D are given as
(0,0), (50m,0), (50 m,10 m) and (100 m,0), respectively. The amplitude attenuation
of the received signal is (d )~(3) caused by path loss, where d is the distance between
transmitter and receiver, and « is the path-loss exponent. The antenna gains at S, RS
and D are 5 dBi, 5 dBi, and 2 dBi, respectively. System parameters are set as follows:
Py =P, =10dBW,a =2.4,and 07 = 0> = 2. SNR is defined as (Ps + P;)/02.

Figure 9.4 shows the achievable rate versus the number of iterations with M =50
and N = 50 in the first time slot. It is obvious that the proposed AIS-based Max-RP
and NSP-based Max-RP plus MRC methods require about only three iterations to
achieve the rate ceil.

Figure 9.5 plots the curves of computational complexity versus N with M = 50.
It demonstrates that the computational complexities of the proposed three methods,
AlIS-based Max-RP, NSP-based Max-RP plus MRC, and IRSES-based Max-RP plus
MRC, increase as N increases. Clearly, the first and third methods have the highest
and lowest computational complexities, respectively. The second one is in between
them.

Figure 9.6 shows the curves of achievable rate versus SNR with M = 16 and N
= 160. It is clear that the rate performance of the proposed three methods with fixed
IRS phases (i.e., ©® =1) to eliminate the impact of IRS elements on the performance
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is more than 5.24 bits/s/Hz, which is 25.6% higher than that of the existing system
with an IRS and a single-antenna relay in [26]. Compared to the above methods
with ® = 1, the performance of the proposed three methods with joint RS active
beamforming and IRS passive beamforming can approximately harvest up to 25.1%
rate gain. Therefore, it is verified that the rate gain results from the increased number
of antennas at RS and from the joint RS active beamforming and IRS passive
beamforming.

Figure 9.7 illustrates the curves of achievable rate versus SNR with M = 50 and
N =200. It can be seen that the proposed methods make a significant performance
improvement over that with single-antenna RS in [26]. For example, when SNR
equals 30dB, the proposed worst method, IRSES-based Max-RP plus MRC, can
harvest up to 78.6% rate gain over that method in [26]. The best method AIS-based
Max-RP approximately has a 80.8% rate gain over that in [26]. This shows that as
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Fig. 9.6 Achievable rate 7
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SNR increases, significant rate gains are achieved for the proposed network with
IRS plus multi-antenna RS.

Figure 9.8 demonstrates the achievable rate versus the number N of reflecting
elements at IRS. It is observed that the proposed three methods still outperform
the method with single-antenna RS in [26]. For small-scale and medium-scale IRS,
the proposed three methods have the following increasing order on rate as follows:
NSP-based Max-RP plus MRC, AIS-based Max-RP and IRSES-based Max-RP plus
MRC. As the number of elements at IRS goes to a large-scale, their order are
becomes as follows: IRSES-based Max-RP plus MRC, NSP-based Max-RP plus
MRC and AIS-based Max-RP.

Figure 9.9 shows the curves of achievable rate versus M with N = 200 and SNR
= 30dB. It can be seen that as the number M of antennas at RS increases, the
rate performance increases. The proposed three methods: AIS-based Max-RP, NSP-
based Max-RP plus MRC and IRSES-based Max-RP plus MRC have harvested
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significant rate performance gains over that in [26], IRS-only-aided network and
relay-only-aided network.

In order to observe the effect of positions of IRS and RS on rate performance,
Fig.9.10 shows how to move both IRS and RS, where IRS and RS move toward
D together along the direction parallel to the line segment SD with d denoting
the horizontal distance from S to IRS and RS. Figure 9.11 plots the corresponding
curves of achievable rate versus d with M =50, N =200 and SNR = 30dB. When
d = 30m, the proposed three methods can achieve their largest rate peak. While
d > 30m, the rate performance degrades gradually. Regardless of d, the proposed
three methods: AIS-based Max-RP, NSP-based Max-RP plus MRC and IRSES-
based Max-RP plus MRC still perform much better than that in [26], IRS-only-aided
network and relay-only-aided network in terms of rate performance.
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9.5 Conclusion

In this book chapter, we have made an investigation on an IRS-aided DF relay
network with multi-antenna at RS. In order to improve the rate performance, three
high-performance schemes, namely AIS-based Max-RP, NSP-based Max-RP plus
MRC and IRSES-based Max-RP plus MRC, were proposed. The third method is
very attractive due to its low-complexity and excellent rate performance for small
and medium-scale IRSs. Simulation results show that the proposed three methods
can approximately harvest up to 85% rate gain over existing network with single-
antenna RS in almost all SNR regions. Thus, an IRS-aided multi-antenna relay
network will provide an enhanced network performance and extended network
coverage for the future mobile communications, WSN, and internet of things.
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Chapter 10 ®
Performance Analysis of Wireless oo
Network Aided by Discrete-Phase-Shifter

IRS

Discrete phase shifter of IRS generates phase quantization error (QE) and degrades
the receive performance at the receiver. To make an analysis of the PL caused by
IRS with phase QE, based on the law of large numbers, the closed-form expressions
of SNR PL, achievable rate (AR), and bit error rate (BER) are successively derived
under LoS channels and Rayleigh channels. Moreover, based on the Taylor series
expansion, the approximate simple closed form of PL of IRS with approximate QE
is also given. The simulation results show that the performance losses of SNR and
AR decrease as the number of quantization bits increases, while they gradually
increase with the number of IRS phase shifter elements increases. Regardless of
LoS channels or Rayleigh channels, when the number of quantization bits is larger
than or equal to 3, the performance losses of SNR and AR are less than 0.23dB
and 0.08bits/s/Hz, respectively, and the BER performance degradation is trivial. In
particular, the PL difference between IRS with QE and IRS with approximate QE is
negligible when the number of quantization bits is not less than 2.

10.1 Introduction

With the rapid development of wireless networks, the demands for high rate, high
quality, and ubiquitous wireless services will result in high energy consumption like
5G systems [1]. To achieve an innovative, energy-efficient and low-cost wireless
network, IRS has emerged as a new and promising solution. IRS, consisting of
a large number of low-cost passive reflective elements integrated on a plane, can
significantly enhance the performance of wireless communication networks by
intelligently reconfiguring the wireless propagation environment [2—4]. There are
heavy research activities on the investigation of various IRS-aided wireless networks
[5-15].
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Assuming that the LoS channels are employed, the authors in [16] maximized
the SR by jointly optimizing IRS phases, and the trajectory and power control of
UAV, based on the successive convex approximation, and the SR was significantly
improved with the assistance of IRS. In [17], the authors discussed the character-
istics of the UAV and IRS, and two cases were investigated by combining UAV
and IRS to enhance the network throughput and security. In [18], a secure IRS-
aided directional modulation network was investigated, and two alternating iterative
algorithms, general alternating iterative and null-space projection, were proposed
to maximize the SR. An IRS-assisted downlink multi-user multi-antenna system in
the absence of direct links between the BS and user was proposed in [19], a hybrid
beamforming scheme with continuous digital beamforming for the BS and discrete
analog beamforming for the IRS was proposed to maximize sum-rate. In [20], the
phase shifters of multiple IRSs were optimized to maximize rate, based on the least-
squares method, the substantial rate gains were achieved compared to the baseline
schemes. The problem of joint active and passive beamforming optimization for
an IRS-aided downlink multi-user MIMO system was investigated in [21], where
a vector approximate message passing algorithm was proposed to optimize the
IRS phase shifts. In [22], the transmit covariance matrix and passive beamforming
matrices of the two cooperative IRSs were jointly optimized to maximize rate, and
a novel low-complexity alternating optimization algorithm was presented.

Actually, there are many works focusing on the beamforming methods and
converge analysis in the Rayleigh channels. An IRS-assisted MISO system without
eavesdropper’s CSI was proposed in [23], in order to enhance the security, the
oblique manifold method and minorization-maximization algorithms were proposed
to jointly optimize the precoder and IRS phase shift. In [24], the continuous transmit
beamforming at the access point (AP) and discrete reflect beamforming at the
IRS were jointly optimized to minimize the transmit power at AP. An efficient
alternating optimization algorithm was proposed and near-optimal performance
was achieved. An IRS-aided secure multigroup multicast MISO communication
system was proposed in [25], and the semidefinite relaxation scheme and a low-
complexity algorithm based on second-order cone programming were designed to
minimize the transmit power. In [26], based on the Arimoto-Blahut algorithm, the
source precoders and IRS phase shift matrix in the full-duplex MIMO two-way
communication system were optimized to maximize the sum rate. A fast converging
alternating algorithm to maximize the sum rate was proposed in [27]. Compared to
the algorithm in [26], the proposed algorithm achieved a faster convergence rate
and lower computational complexity. In [28], the convergence analysis for an IRS-
aided communication network was presented, and the results revealed that the larger
coverage could be provided by using IRS. In [29], the authors proposed to invoke
an IRS at the cell boundary of multiple cells to assist the downlink transmission to
cell-edge users, and the precoding matrices at the BSs and IRS phase shifts were
jointly optimized to maximize the weighted sum rate of all users.

For a continuous phase shift IRS-aided network, it is difficult to implement in
practice due to a higher circuit cost than that with finite-phase shifters, especially
when the number of elements for IRS tends to large scale. Similar to that discrete-
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quantized radio frequency phase shifter in directional modulation networks would
cause PL in [30-32], using discrete-phase shifters in IRS will also result in
substantial PL in IRS-aided wireless network [19, 24, 33]. Choosing a proper
number of quantization bits for discrete-phase shifters with a given PL will provide
a valuable reference for the future system design. Thus, in what follows, we will
present an analysis on impact of discrete-phase shifters on the performance of IRS-
aided wireless network system in this book chapter.

In this book chapter, to make an analysis of PL caused by discrete-phase shifters,
an IRS-aided wireless network is considered. We assume that all channels are
LoS channels. Based on the law of large numbers, the closed-form expressions
of SNR PL, AR, and BER are successively derived. Simulation results show
that the performance losses of SNR and AR gradually decrease as the number
of quantization bits increases, while they gradually increase as the number of
IRS phase shifter increases. When the number of quantization bits is equal to 3,
the performance losses of SNR and AR are respectively less than 0.23dB and
0.08 bits/s/Hz, and the BER performance degradation is negligible. In the Rayleigh
fading channels, with the weak law of large numbers and the Rayleigh distribution,
the closed-form expression of SNR PL is derived while AR and BER with PL are
given. In addition, based on the Taylor series expansion, the simple approximate
performance loss (APL) expression of SNR is derived whereas AR and BER with
APL are given. Simulation results show that the SNR, AR and BER PL tendencies
in the Rayleigh channels are similar to those in LoS channels. That is, 3-bit phase
shifters are sufficient to achieve an omitted PL. In particular, the approximate simple
expression of PL. makes a good approximation to the true PL when the number of
quantization bits is larger than or equal to 2.

The remainder of this chapter is organized as follows. Section 10.2 describes the
system model of a typical IRS-aided three-node wireless network. The performance
loss derivations in the LoS and Rayleigh channels are presented in Sects. 10.3 and
10.4, respectively. Numerical simulation results are presented in Sect. 10.5. Finally,
we draw conclusions in Sect. 10.6.

Notations Throughout this chapter, boldface lower case and upper case letters
represent vectors and matrices, respectively. Signs ()7, ()#, ()1, || - |l2, and | - |
denote the transpose operation, conjugate transpose operation, inverse operation,
2-norm operation, and absolute value operation, respectively. The symbol CN*¥
denotes the space of N x N complex-valued matrix. The notation Iy represents the
N x N identity matrix.

10.2 System Model

As shown in Fig. 10.1, an IRS-aided wireless network system is considered. Herein,
the base station (Alice) and user (Bob) are equipped with single antenna. The IRS is
equipped with M low-cost passive reflecting elements and reflects signal only one
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Fig. 10.1 System model of IRS-aided wireless network

time slot. The Alice—IRS, Alice—Bob, and IRS— Bob channels are the LoS or
Rayleigh channels.
The transmit signal at Alice is given by

s =/ Pax, (10.1)

where P, denotes the total transmit power, x is the confidential message and satisfies
Efllx*] = 1.
Taking the path loss into consideration, the received signal at Bob is

Yb = (V gaibhil}lyehai + gabhglb) s+ np
= (Vgaio Pahf} i + Vgar Pahlh)  + . (10.2)

where g,ip = gqigip represents the equivalent path loss coefficient of Alice—IRS
channel and IRS— Bob channel, and g,;, is the path loss coefficient of Alice— Bob
channel. n; denotes the additive white Gaussian noise (AWGN) at Bob with the
distribution CN' ~ (0,0%). ® = diag (e/?, .-, e/%n ... ¢/9M) represents the
diagonal reflection coefficient matrix of IRS, where ¢,, € [0, 2r) denotes the phase
shift of reflection element m. h,; € CM*1, hlﬁ = hzj e C*1 and hf{, € CI*M 4re
the Alice—IRS, Alice— Bob, and IRS— Bob channels, respectively.
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10.3 Performance Loss Derivation and Analysis in the LoS
Channels

In this section, it is assumed that all channels are the LoS channels. The use of IRS
with discrete phase shifters may lead to phase quantization errors. In what follows,
we will make a comprehensive investigation of the impact of IRS with discrete phase
shifters on SNR, AR, and BER.

Defining h,; = h(6,;), h;» = h(6;3), the steering vector arrival or departure from
IRS is

h() = [eﬂ"%(l), Al CON ...,eﬂ”‘l’f’(M)]T : (10.3)

and the phase function Wy (i) is given by

Wp(my & M= M+ Al)/zmcosg

m=1,...,M, (10.4)
where m denotes the m-th antenna, d is the spacing of adjacent transmitting
antennas, 0 represents the direction angle of arrival or departure, and A represents
the wavelength.

The receive signal (10.2) can be casted as

35 = (Vgain Pab @) OhGu) + Vg Pah ) x + 1y 10.5)

M
= /8aiv Pa (Z ol (27 Yoy, M)+ +27 Wy, (m))> X

m=1

+ v/ 8ab Palhaple /%t x + ny,

M
= me‘f"’“” [(Z eJ (27 Vo, )+ +27 Vg, (m)+<pab))

m=1
+ v gahPa|hab|:|x + np,

where @, is the phase of hp.

As shown above, considering we only adjust the phases of IRS elements, if all
IRS phases are adjusted to have the same phase as that of LoS path, then all (M +1)-
path signals form a constructive combining at Bob. If the phase shifter at IRS is
continuous, and the transmit signal at Alice is forwarded perfectly to Bob by the
IRS, the m-th phase shift at IRS can be designed as follows

Gm = 2 Wy, (m) — 2w W, (M) — @ap. (10.6)
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In what follows, for convenience of deriving, ¢, is chosen to be zero.
Then (10.5) can be converted to

)7505 = v &aib PaMx + v/ gap Palhap|x + np. (10.7)

10.3.1 Derivation of Performance Loss in LoS Channels

Assuming the discrete phase shifters is employed by IRS, and the discrete phases
per phase shifters at IRS employs a k-bit phase quantizer, each reflection element’s
phase feasible set is

k1 _
sz:{” 3 u} (10.8)

X

Assuming that ¢, is the desired continuous phase of the m-th element at IRS, and
the final discrete phase is chosen from phase feasible set €2, which is given by

G = argmin [|¢, — dp 2. (10.9)
e)

In general, ¢,, # ¢, which means that phase mismatching may lead to perfor-
mance loss at Bob. Let us define the m-th phase quantization error at IRS as follows

Apm = bm — - (10.10)

It is assumed that the above phase quantization error follows uniform distribution
with probability density function (PDF) as follows

1
_ | 2ax x € [—Ax, Ax], 1011
f {O, otherwise, (0.1
where
Ax = ;T—k (10.12)

In the presence of phase quantization error, the receive signal (10.2) becomes

55575 = (V/2aiv Pab 6:0)ONGui) + V/ga Puhlh) x +
M R
:\/M(Z ej(—Zn\L'g,-,,(m)+¢m+2n\I/ea;(m)))x+ /gabPa|hab|x+nb

m=1
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M
= v &aib Pa (Z e’M)'") x + v/ 8abPalhap|x + np. (10.13)
m=1

Observing the above equation, it is apparently that if and only if A¢,, = 0, the phase
alignment at user is achieved to realize the optimal coherent combining gain M?.
Due to the use of finite phase shifting, in general, A¢,, is random and is unequal to
zero, this means that the combining gain is lower than or far less than M?. In other
words, the receive performance decays.

In accordance with the law of large numbers in [34] and (10.11), we can obtain

1 M
— 3 A AR (e./A¢m>
Alm:l

Ax
= / eI A £ (Adm) d (Adm)

Ax
Ax ejA¢m
= dA
/_Ax TAx (Adp)

Ax
= A . cos (Agy) d (Ady) . (10.14)

A further simplification of (10.14) yields

1 M A 1 Ax
i JAPm ~
TP v o8 (Adu)d (Adw)
m=1
1 .
= —— - 2sin(Ax)
2Ax
_sin(Ax)
T Ax
. b4
= sinc (?) . (10.15)
Plugging (10.15) in (10.13) yields
~ . T
55195 ~ \/gaip PaMsinc (2—k) X + v/ 8ab Palhap|x + np. (10.16)

In what follows, to simplify (10.16), we consider that the number of quantization
bits is large, that is, A¢,, goes to zero. Using the Taylor series expansion [35], we
have the following approximation
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A 2
cos (Agy) ~ 1 — % (10.17)
then (10.14) can be rewritten as
IR CUPVENE I
Mn;e m A Ef_m cos (Agm) d (Ady)
1 Ax A¢2
N 1— =) d (A
o [ (1= %) aaom
L (2a (A)
2Ax * o
1 /m\2
:1_6<2_k) _ (10.18)

At this point, the receive signal at Bob under the approximate phase quantization
error is

N 1 /N2
FLoS A W(l 6(27) )MHMMHW (10.19)

10.3.2 Performance Loss of SNR at Bob

In accordance with (10.7), the SNR expression with no PL, i.e., k — o0, is given
by

2
(\/ 8aib PaM + VgabPa|hab|)

LoS __
SNR = 2

(10.20)

From (10.16) and (10.19), the expressions of the SNR with PL and approximate PL
are

(WMsmc( )+\/gaT|hab|)

SNRS — . , (10.21)
o
and
2 2
o loS _ (\/gaibPa <l-é(;—k> )M+VgabPa|hab|)
SNR™ , (10.22)

o2

respectively, where k is a finite positive integer.
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Then the SNR PL and APL are given by

2
TLoS _ SNRMS (v8aivM + /Zablhab!)

5 LoS

SNR (@Msinc (;—k> + \/gﬂ|hab|)2
/8aib (1 — sinc (%))

2

1+ , (10.23)
V/8aibsine (;—k) + 37+/8ablhab|
and
LoS 2
TLoS _ SNR N («/ 8ainM + gab|hab|)
T g, LoS T 2
SNR 2
(\/gaib (1 -3 (;—k) ) M+ \/gab|hab|)
5 2
/8aib - é (;7)
=114+ ,  (10.24)

2
V/8aib (1 -5 (%) ) + 37+/Zablhab]

respectively. From (10’;23) and (10.24), and k being a finite positive integer, it can be
found that L5 and LS gradually decrease as k increases, while they gradually
increase as M increases.

10.3.3 Performance Loss of Achievable Rate at Bob

According to (10.7), (10.16), and (10.19), the achievable rate at Bob with no PL,
PL, and APL are given by

2
N E&aiv PaM + / P,lh
RLOSZIng (1+( 8aibLa > 8ab Pl ab|) >’ (10.25)
o
2
~oS (\/ 8aib PaMsinc (%) +VgabPa|hab|)
R™° =log, | 1+ , (10.26)

o2

and
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2 2
<VgaibPa (1 - % <;_k> ) M+ \/gabPa|hah|)

pLoS __
R™% =logy | 1+ g

(10.27)
respectively.
10.3.4 Performance Loss of BER at Bob
In accordance with [34], the expression of BER is
BER(z) ~ 0 (V1z) , (10.28)

where B and p depend on the type of approximation and the modulation type,
B represents the number of nearest neighbors to a constellation at the minimum
distance, and u is a constant that is related to minimum distance to average symbol
energy, z denotes the SNR per symbol, Q(z) represents the probability that a
Gaussian random variable x with mean zero and variance one exceeds the value
z,1.e.,

+00 1 2
z LY, 2

e 2 dx. (10.29)

Assuming the quadrature phase shift keying (QPSK) is employed as the modu-

lation scheme, according to (10.7), (10.16), and (10.19), the BERs at Bob with no
PL, PL, and APL are given by

Q) =

2
 8aiv PaM + /gap Palh
BERLYS ~ 0 \/( 8aibla : 8ab Pal ab|) ’ (10.30)
o

2
s (VzanPaMsine (%) + /g Palhan|)
BER ~ Q 3 , (10.31)

o

and
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2 2
<\/ 8aibPa (1 - % (g_k> ) M+ VgahPa|hab|)

2 ’

B’I::/RL()S ~ Q

o

(10.32)

respectively. This completes the derivations of the corresponding SNR performance
loss, ARs and BERs with PL and APL in LoS channels.

10.4 Performance Loss Derivation and Analysis in the
Rayleigh Channels

In this section, we make an analysis of the impact of discrete phase shift of
IRS on SNR, AR, and BER. The corresponding closed-form expressions of SNR
performance loss, AR, and BER are derived in the Rayleigh fading channels.

10.4.1 Derivation of Performance Loss in the Rayleigh
Channels

Assuming all channels are Rayleigh channels obeying the Rayleigh distribution, the
corresponding PDF is as follows

2

fulx) = | a2¢ %5 x €10, +00), (10.33)
0, otherwise,

where o > 0 represents the Rayleigh distribution parameter.

Assuming discrete phase shifters is employed by IRS, there is a phase quan-
tization error due to the effect of phase mismatching, i.e., A¢,, # O, then the
performance loss is incurred. Due to the phase mismatching of discrete phase
shifters in IRS, the receive signal (10.2) can be rewritten as

T = (Veaio Pahf} O + Vgar Pahlh) x + mp (10.34)
M .
= (V2o Pa Y (i) 1ai (m)1e7 ) + /gap Pallanl ) x +
m=1
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1 M
= (VeawPa(M - 22 D" (Uhip(m)llas (m)] cos (Ag)) +
m=1

w

1 M
JM - 3 (i)l i (m)] sin(Ag)) ) +/gar PuE (1hab]) )x + .

m=1

G

Using the weak law of large numbers, and the fact that |h,;(m)| and |h;p(m)]
are i.i.d. Rayleigh distributions with parameters «,; and «;p, respectively, and their
elements are independent of each other, we have

G ~ E (Jhip(m)]lhai (m)] sin(Adm)) (1035)
_ / / Vi ()1 (m) | Sin(Aebue) fagy (it ()] fasy (Vi (m)]) @
F Sin(Agm)) d (Adm) d (hai (m)]) d (Jhip(m)]) -

Since |hjp(m)|, |hgi(m)|, and sin(A¢,,) are independent of each other, (10.35) can
be further converted to

+o00 +o0
G %fo |hih(m)|fa1h(|hih(m)|)/o |hai (m)] fa,; (Ihai(m)]) e

Ax
/A sin (A¢m) [ (Adm)) d (App) d (|hai(m)]) d (Jhip(m)|)
=0. (10.36)

Due to the fact that |h;,(m)|, |hsi (m)|, and cos(A¢,,) are also independent of
each other, similar to the derivation of (10.35) and (10.36), we have

M
W= %n; (|hip(m)| |hai(m)| cos(Adp))

~ E (|hip(m)| |hai(m)| cos (App))

+00 oo
=/0 |hin(m)| fuy (Ihib(M)l)/o |hai ()] fa,; (Ihai(m)]) @
Ax
fA cos (Agm) [ (App) d (Adm) d (|hai(m)|) d (|hip(m)])

T +00 +00
= sinc <§)/o |hib(m)| foy,, (|hih(m)|)/0 |hai(m)|e
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Jogi (hai (m)]) d (|hai (m)]) d (|hip(m)])

—mm(;)gummh (10.37)

Plugging (10.36) and (10.37) into (10.34) yields

N . TN\ T 8abPum
ylfL ~ ( Zaib Py Msinc (i) Eaaiaib +4/ - 2“ aab> X + np, (10.38)

where «,) is the Rayleigh distribution parameter of channel from Alice to Bob.
To simplify (10.38), in terms of (10.17) and the fact that |h;3|, |h,i|, and Ad),zn
are independent of each other, we can obtain

1 M rzn
W= MZ | ib(‘ l)| |hai(’n)| <1 2 >

1 M X W 2

MZ' ih(‘ l)llnai(m”—ﬁg |hih( )||lal( )| ¢

m=1 m=1

= E (|hip(m)| |hai(m)]) — E <|hzb(m)||haz(m)| ¢m>
+00 +00
:/o 1hip(m)| fa, (Ihib(m)l)/0 |hai (M)| fay; (1hai (m)])®
+00
d (|hai(m)]) d (|hip(m)]) — /O 1hit,(m)| fo, (|hip(m)]) @

400 Ax A¢2
fo [hai (M)] foy (|hai(m)|)/A Tmf(AdJm))d(Aqu)'

d (|hai (m)]) d (Jhip(m)])

T 1 /mN\2m
= Eaaiaib - 6 (2_k> Eaaiaib

= (1 1(”)2 T i (10.39)
= 6 \ 2k ) Quildip. .

Plugging (10.39) into (10.34) yields

- 1 am\2\ 7 | 8ab PaT
FRL ~ ( 8aib PaM (1 —g (27) > 5 %ai®ib + %‘Mb)x + np.

(10.40)

Assuming there is no quantization error, i.e., Ag,, = 0, the receive signal (10.38)
degrades to
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8ab PaT
v 8aib Pa M aazazb + 5 —gp | X + np. (10.41)

10.4.2 Performance Loss of SNR at Bob

Based on (10.41), (10.38), and (10.40), the SNR expressions of no PL, PL, and APL
are given by

2
<V 8aib Pa M% 7 %ailip + \/ gabPanOlab>

SNRT = 2 ) (10.42)
o
2
o (v () e + )
SRR = 2 ) (10.43)
o
and
2 2
(VO - ) )
SR = 2 ) (10.44)
o
respectively.
Then the SNR PL and APL are given as
2
~p _ SNRFE (v SaibM 5 aaictip + |/ E4% Otab)
L™ = _
SNRRL <«/ Msmc( ) T oo + gah )2
8aib b3 ai%ib Agp
2
Qaib 5 Aaiip (1 — sinc (%))
= 1 + ’
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(10.45)
and
2
~RL _ SNRRL (\/gaibM%OlaiOlib + %b)
L™ = —

2
SNR 2
(«/gaibM (1 -3 (;_k) ) T aitip + |/ 55T )




10.4 Performance Loss Derivation and Analysis in the Rayleigh Channels 225

) 2
Saib (;—k) Faicip

1
6
1 (= 2 i1 1 /8T
8aib 1—3(27) 2%i%ib + 374/ 79

(10.46)
respectively. Observing (10.45) and (10.46), we can find two tendencies: both of

LRL and LRL gradually decrease as k increases, while they gradually increase with
increases in the value of M.

10.4.3 Performance Loss of Achievable Rate at Bob

In accordance with (10.41), (10.38), and (10.40), the achievable rates at Bob in the
absence of PL, in the presence of PL and APL are given by

(VaanPaMt Sergons + 2P )
- log2<1 * ) (10.47)
o2
2
RRL (\/g‘”TMsmc(lk F0gip + \/W%l)
RRL — 10g2<1 + . ) 04
o
and
2 2
RRL (WM( é (%) )%aaiaib + \/@aab)
R™™ =log,| 1 + 4 |
(10.49)
respectively.

10.4.4 Performance Loss of BER at Bob

From (10.41), (10.38), and (10.40), when the QPSK modulation is assumed to be
employed, the BERs at Bob with no PL, PL, and APL are given by

2
(\/ 8aib PaM 5 FUaiip + 4/ gahPaﬂa b)

o2

BERRL ~ 0

, (10.50)
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respectively. It is noted that the above derived results may be extended to the
scenarios of high-order digital modulations like M-ary phase shift keying (MPSK),
M-ary quadrature amplitude modulation (MQAM).

10.5 Simulation Results and Discussions

In this section, the simulation results are presented to evaluate the effect of phase
mismatching caused by IRS with discrete phase shifters from three different aspects:
SNR, AR, and BER. The path loss at the distance d is modeled as g(d) =

PLy— 10y10g10d10, where PLy = —30dB represents the path loss reference distance
do = 1 m, and y 1s the path loss exponent. The path loss exponents of Alice—IRS,
IRS—Bob, and Alice—Bob channels are respectively chosen as 2, 2, and 2 in
the LoS channels, and the one are respectively set to be 2.5, 2.5, and 3.5 in the
Rayleigh channels. The default system parameters are chosen as follows: M = 128,
d = 12,64 = /2,04 = 7w/4, dep = 100m, dy; = 30m, P, = 30dBm.
Ogi = ajp = agp = 0.5.

Figures 10.2 and 10.3 plot the curves of SNR PL versus the number k of
quantization bits ranging from 1 to 6 in LoS and Rayleigh channels, respectively,
where three different IRS element numbers M are chosen: 8, 64 and 1024. It can
be seen from the two subfigures that regardless of the case of PL or APL, the
SNR PL in the LoS channels and Rayleigh channels decreases as the number of
quantization bits k increases, while it increases with M increases. They coincide
with the conclusions of the theoretical analysis in Sects. 10.3 and 10.4. In addition,
when £ is larger than or equal to 3, the SNR PL is less than 0.23 dB even when the
number of IRS phase shift elements M tends to large scale (e.g., M = 1024). This
means that 3 bits is sufficient to achieve a trivial PL.

Figures 10.4 and 10.5 show the curves of AR versus the number k of quantization
bits ranging from 1 to 6 in LoS and Rayleigh channels, respectively, where the SNR
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is equal to 15dB. From Figs. 10.4 and 10.5, it is seen that the AR PL at Bob decreases
as k increases, and increases as M increases. Additionally, the AR increases as the
number of IRS phase shift elements M increases. Compared with the case of no PL,
3 quantization bits achieves a AR PL less than 0.08 bits/s/Hz in the cases of PL and
APL regardless of the number of IRS phase shift elements. When the number of
quantization bits is larger than or equal to 2, the simple APL expression coincides
with the true PL.

Figure 10.6 illustrates the curves of BER versus the number k of quantization bits
from 1 to 6, where SNR is equal to —5 dB. From Fig. 10.6, it can be seen that with
increasing the number k of quantization bits, the BER performances of PL and APL
rapidly approach that no PL. When k reaches up to 3, the BER performances of PL
and APL are almost identical to that of no PL, which means that it is feasible in
practice to use discrete phase shifters with k = 3 to achieve a trivial performance
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loss. This dramatically reduces the circuit cost and the required CSI amount fed
back from BS or user.

10.6 Conclusion

In this book chapter, the performance of IRS with discrete phase shifters of wireless
network has been investigated. To make an analysis of the PL caused by IRS with
phase quantization error, we considered two scenarios: LoS and Rayleigh channels.
The closed-form expressions of SNR PL, AR, and BER with PL were derived using
the law of large numbers and some mathematic approximation techniques. With
the help of the Taylor series expansion, the simple approximate PL expressions of
IRS with approximate quantization error were also provided. Simulation results
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showed that when the number of quantization bits is larger than or equal to 3,
the performance losses of SNR and AR are less than 0.23 dB and 0.08 bits/s/Hz,
respectively, and the corresponding degradation on BER is negligible. The simple
approximate expression approaches the true PL when the number of quantization
bits is larger than or equal to 2.
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Chapter 11 ®
Conclusions and Future Research Check for
Directions

We have made an interesting investigation of IRS-aided PLS wireless networks
in this book, where multiple different application network scenarios, such as DM,
SM, covert wireless communications, secure multigroup multicast communication
systems, have been discussed. It is one’s goal to ensure that private data information
can be transmitted securely in wireless networks. It has been shown that introducing
IRS into PLS wireless networks can more effectively prevent confidential informa-
tion from being intercepted or eavesdropped by illegal users, so that ensuring the
communication between transmitter and legal users is secure. This book can be a
valuable reference for wireless communication engineers and researchers in related
fields.

With the popularization of secure communication, IRS-aided PLS can be consid-
ered as a new research direction and an important technology for large and complex
communication networks in the future, such as 6G. In particular, since the IRS-aided
PLS technique not only can ensure secure communication, but also can improve
rate performance, the IRS-assisted PLS technology can be regarded as a promising
technology, which can be potentially applied to some new application scenarios,
such as vehicular network, satellite communication, radar communication, smart
medical systems, smart city, massive direction finding, etc.

However, there are still some challenges and open problems, which are needed
to be further studied.

1. CSI acquisition: In practice, due to the lack of cooperation between transmit-
ter/IRS and eavesdropper, the CSI may be imperfect. The acquisition of perfect
CSI in IRS-aided PLS network is a challenging task. It is mainly manifested in
the following aspects. First, it is especially difficult to obtain the CSI associated
with the eavesdropper due to the hidden nature of eavesdroppers. However, the
CSI of eavesdroppers is known in the scenario where eavesdroppers are also
active users in the system but untrusted by legal users. In this case, the CSI can
be achieved by modern adaptive system design, where channels are estimated at
legal user and eavesdropper and sent back to transmitter. Second, in IRS-assisted
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PLS systems, because of the limited signal processing capability at the IRS, the
perfect CSI of IRS-links is challenging to obtain. Depending on whether the IRS
is equipped with an RF link, there are two ways to obtain the CSI. When each
element of the IRS is equipped with a low-power receive RF chain for channel
estimation, the channels related to AP-IRS/IRS-user links can be estimated at
the IRS based on their training signals. To reduce the computational overhead,
the elements of the IRS could be divided into subarrays based on the rows or
columns. Each sub-array is equipped with one receive RF chain for channel
estimation. If there are no receive RF chains at the elements of the IRS, channel
estimation becomes very challenging because the elements have no dedicated
signal processing capability. One practical method for IRS channel estimation is
to employ an ON/OFF-based IRS reflection pattern (element-by-element of IRS
is set ON or all elements of IRS are switched ON).

2. Deployment and design of IRS: The physical design of IRSs including the
number, distribution, and geometry of IRSs and the impact of IRS deployment
on PLS may be an interesting direction of research but is not well explored in
the literature. In addition, the impact of different number of IRS elements and
their distribution on PLS needs to be further explored. The positioning accuracy
of the IRS assisted system depends to a large extent on the location of the IRS.
Therefore, it is important to find the optimal physical design and the placement
to enhance IRS-assisted PLS. In scenarios where no eavesdropper is present, it
has been demonstrated that the user’s achievable rate can be maximised when the
IRS is close to the transmitter or receiver. However, there is no clear conclusion
on the location of the IRS when there is an eavesdropper in the system or when
there is a monitor present.

3. The existing research on SM was based on the Rayleigh fading model. How
to extend SM system to other types of fading channels is very important for
the practical application and deployment of SM. In addition, how to construct
the security optimization problem in the relevant channel environment is worth
pondering.

4. In wireless communication, the scattering of electromagnetic waves caused by
the atmosphere and the reflection or diffraction of the electromagnetic waves
created by the surrounding buildings and other surface objects will cause
multipath propagation of radio signals. In practice, due to the lack of cooperation
between transmitter and eavesdropper, the CSI may be imperfect. For DM, if the
directional angle from transmitter to eavesdropper is available, AN can be forced
to its direction by beamforming. Once eavesdropper communicates with its data
center, transmitter or legal user may estimate its directional angle. The basic idea
of multiple parallel transmissions can be extended to the scenario of imperfect
CSI. In our view, the joint optimization problem will become harder to address
due to the imperfect CSI constraint.
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