DAFTAR ISI

ABSTRAK Lttt h et b e bt h et e b e et e e e he e e beenteeanne e i
AB ST RACT .ttt h et R et R e Rt R e ne e nre e i
LEMBAR PENGESAHAN ... i
LEMBAR PERNYATAAN ORISINALITAS ... iv
KATA PENGANTAR L.ttt ne e v
DAFTAR ISttt b e e e s e e e be e b et e b e e s ne e e nreenneas vi
DAFTAR GAMBAR ...t ne s iX
DAFTAR TABEL. ...t r e e neeanne s X
DAFTAR LAMPIRAN . ...ttt sttt et e e e e e nnneeen Xi
DAFTAR ISTILAH ...ttt b et e et e b e be e nee e Xii
DAFTAR SINGKATAN ...ttt bbbttt e s be e nbeeanbeesree s Xiii
BAB |  PENDAHULUAN ...ttt esnne e 1
.1 Latar BElAKANG .......cooiiiiiiieiee e 1
1.2 Perumusan Masalah...........cooiiiiii e 2
1.3 TUJUAN PENEIITIAN.....c.ei ittt sre e 2
[.4  Batasan Penelitian .........ccooooiiiiii e 3
.5  Manfaat Penelitian........ ..o 3
BAB Il TINJAUAN PUSTAKA L.ttt 4
1.1 Penelitian TerdahUlU ..o 4
1.2 Alasan Pemilihan Teori, Kerangka Kerja, atau MekanisSme ..........c.ccccevvvviieeivecinennn, 6
1.3 Vulnerability SCANNING.......ccooiiiiiii et 7
1A ANSIDIE .o s 8
1.5  Security Content Automation ProtoCol (SCAP).......cccoiiiiiiiiiiee e 8
1.6 OPENSCARP ..ttt 9
[1.6.1  FItUr OPENSCARP ..ottt bbbt 9

Vi



[1.6.2  OPENSCAP TOOIS .. .cciiiieiieie et e e ae e nrees 10

BAB IIl  METODOLOGI PENELITIAN ...t 12
.1 Model KONSEPLUAL.........cveiieiieie e 12
1.2 Sistematika Penyelesaian Masalah .............ccccoovveiiiiiiiciiccc e 13

1.2, TAhAP AWAL ... e 13
[11.2.2 Tahap HIPOTESIS ..o 14
[11.2.3 Tahap PENQUJIAN.........ciiiiieie e 14
[11.2.4  Tahap ANALISIS ....ccueiiiiiieie e 14
[1.2.5  Tahap AKNIT .o e 14
.3 PenguMPUIAN DAta.........ccooiiiiiiiiieic s 14
1.4 Pengolanan Data...........cccuevuiiiiiieii e 14
1.5 MELOUE EVAIUBSI .....cvvviieiiciiitees s 15
1.6 Alasan Pemilinan Metode.........ccoiiiiriiiiiiiiiiie e 15

BAB IV PERANCANGAN DAN SKENARIO PENGUJIAN ... 16

V.1 PeranCcangan SISTEIM ..........cciiiiiiiiie et sre e ens 16
V.11 HAIAWANE ...ttt 16
V.12 SOFEWAIE ... 19

V.2 Perancangan TOPOIOGH .....c.oouiiiiiiiiiiiieieee et 21

IV.3  SIMUIAST PENQUJTAN ...t 22
IV.3.1 Skenario Pengujian Manual Vulnerability scanning...........ccccooenvniniinninnnenn 23
IV.3.2 Skenario Pengujian Otomasi Vulnerability SCANNINg .........ccccoeveniiiiinininnnenn 24

IV.4  Datad HaSil DESIGN .....cciiuiiiiieieiie ittt bbb 26
IV.4.1 Data Implementasi Manual OpenSCAP Vulnerability Scanning ............cc....... 26
IV.4.2 Data Implementasi Otomasi OpenSCAP Vulnerability Scanning..................... 30

BABY  HASIL DAN ANALISIS .. .o 37
V.1 Analisis DFD (Data FIOW Diagram) ........ccccceiveiieiiiiiieiie e esie e 37

V.1.1 DFD Manual OpenSCAP Vulnerability SCanNiNg...........ccccevvveviieiieeiiiesieeinens 37

vii



V.1.2 DFD Automatic OpenSCAP Vulnerability SCanning..........cccocvevveieiiveriesiinnnnnn 38
V.2 Pengukuran Time Pada Uji Coba OpenSCAP Vulnerability Scanning................... 40
V.2.1 Hasil Pengukuran Real Time Manual OpenSCAP Vulnerability scanning....... 41

V.2.2 Hasil Pengukuran Real Time Automatic OpenSCAP Vulnerability scanning...42

V.3 Scanning Result Dari Uji Coba OpenSCAP Vulnerability Scanning ..............c........ 43
V.3.1  Scanning Result Uji Coba Dengan Sistem Manual............cccccooeiiiiiniiiiienenn. 44
V.3.2  Scanning Result Uji Coba Dengan Sistem Otomasi Ansible............c.ccccevenne. 45

V.4  Analisis Perbanding Proses, Waktu, dan Scanning Result Dari Manual dan Automatic

VUINErablity SCANNING........cciiiiiiie et re e e e beeaeenaenres 46
V.41  Analisi Perbandingan PrOSES..........ccciiieiieieiiieiieie e seesie e e seesie e 46
V.4.2  Analisis Perbandingan Waktu (Real Time)........c.cccoveiieiiniiiee e 49
V.4.3 Analisis Perbandingan Scanning Result Dari Vulnerability Scanning .............. 50
V.4.4  RINGKASAN ANALISIS......ccviiiieiiiie ettt re et nre s 51

BAB VI  KESIMPULAN DAN SARAN ...ttt 53
VI.1 KESTMPUIAN ...t e e re e ens 53
VI.2 SATAN ... 54

DA PUSTAKA ... .ottt bbbttt 55

10 T o] - o U U PP PP PRPRURPROPIN 56

viii



