Glossary

Word

Defenition

API

Application Programming Interface, an intermediary software that
allows two applications to communicate with each other.

ERP

An abbreviation of Enterprise Resources Planning, is software that is
able to manage business activities in an organization or company
such as accounting, customer relationship management, logistics,
and supply chain.

OAuth2

Open Authorization is a framework that allows third party
applications to grant access to act as users.

JWT

The security method consists of three parts: the header, the payload,
and the signature. JWTs can be used for authorization and secure
exchange of data.

Back Channel

the way machines communicate that cannot be observed by
outsiders.

Front Channel

the way machines communicate that can be observed by outsiders.

Access Token

Credentials used as a keys to access protected resources.

Refresh Token

Credentials used to renew access token.

Authorization The process of verifying a third party application to be able to access
certain data, acting on behalf of the user.

Authentication The process of verifying an application to someone who uses the
application.

OIDC The acronym for Openld Connect, is an authentication protocol that
sits at the top layer of the OAuth2 framework.

CWE'’s Common Weakness Enumeration.



