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Abstract

This paper presents an overhead analysis of the use of digital signature mechanisms in the Message Qu-
eue Telemetry Transport (MQTT) protocol for three classes of constrained-device. Because the resources
provided by constrained-devices are very limited, the purpose of this overhead analysis is to help find out
the advantages and disadvantages of each class of constrained-devices after a security mechanism has been
applied, namely by applying a digital signature mechanism. The objective of using this digital signature
mechanism is for providing integrity, that if the payload sent and received in its destination is still original
and not changed during the transmission process. The overhead analysis aspects performed are including
analyzing decryption time, signature verification performance, message delivery time, memory and flash
usage in the three classes of constrained-device. Based on the overhead analysis result, it can be seen that
for decryption time and signature verification performance, the Class-2 device is the fastest one. For mes-
sage delivery time, the smallest time needed for receiving the payload is Class-1 device. For memory usage,
the Class-2 device is providing the biggest available memory and flash.
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