
ix  

DAFTAR GAMBAR 

Gambar 2.1 Arsitektur Android ................................................................................................5 

Gambar 2.2 Statistik Malware...................................................................................................7 

Gambar 2.3 Proses Reverse Engineering .............................................................................. 11 

Gambar 2.4 Logo VirusTotal ................................................................................................. 14 

Gambar 2.5 Logo Jotti Malware Scan ................................................................................... 14 

Gambar 2.6 Logo MetaDefender Cloud ................................................................................ 14 

Gambar 3.1 Flowchart Pengerjaan Keseluruhan................................................................... 15 

Gambar 3.2 Ilustrasi Instal Aplikasi Malware ....................................................................... 16 

Gambar 3.3 Alur Analisis ....................................................................................................... 19 

Gambar 3.4 Standar Prosedur Reverse Engineering Malware ............................................. 20 

Gambar 3.5 Blok Diagram ..................................................................................................... 22 

Gambar 3.6 Diagram Alir Sistem Analisis ............................................................................ 23 

Gambar 4.1 Instalasi Remnux ................................................................................................ 24 

Gambar 4.2 Direktori android Malware ................................................................................ 25 

Gambar 4.3 Virusshare.com................................................................................................... 26 

Gambar 4.4 Hasil Analisa iCalendar.apk .............................................................................. 29 

Gambar 4.5 Izini Aplikasi iCalendar.apk .............................................................................. 30 

Gambar 4.6 Menguubah file .dex menjadi .jar...................................................................... 31 

Gambar 4.7 Class SmsReceiver ............................................................................................. 31 

Gambar 4.8 Abort Broadcast.................................................................................................. 31 

Gambar 4.9 SmsManager ....................................................................................................... 32 

Gambar 4.10 Hasil Analisa Solitaire.apk .............................................................................. 33 

Gambar 4.11 Androlyze ......................................................................................................... 33 

Gambar 4.12 a.get_permissions ............................................................................................. 34 

Gambar 4.13 Izin Paket Aplikasi ........................................................................................... 34 

Gambar 4.14 Aktivitas Utama ............................................................................................... 34 

Gambar 4.15 Classes Names .................................................................................................. 35 

Gambar 4.16 ReceiverClass ................................................................................................... 35 

Gambar 4.17 UpdateInfo ........................................................................................................ 36 

Gambar 4.18 ReportState ....................................................................................................... 36 

Gambar 4.19 CpLegacyRes ................................................................................................... 37



ix  

Gambar 4.19 Program do Execute ......................................................................................... 37


	DAFTAR GAMBAR

