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"C:\ProgramFilels(x86)\Dr.Melmory\bin64\dimelmory.elxe l""C:\Uselrs\ASUS\Downloads\Dumpit\Dumplt.elxel". The l 

main purposel of using DR.Melmory is to look for syscall brelakponts wheln thel VSM is activel. 

DR.Melmory manageld to accelss thel modulel "C:\WINDOWS\systelm32\ntdll.dll" aftelr analyzing thel modulel to 

makel a brelakpoint on thel DumpIt tools. DR.Melmory is only ablel to sele l thel last brelakpoint modulel, it is nelce lssary 

to do a telst analysis using dynamic codel, namelly Windbg. This aims to delte lrminel whelthelr thel last modulel in 

DR.Melmory is thel samel as Windbg. 

In Windbg dynamic codel analysis can bel elxe lcuteld by thel ope lrating systelm. This analysis can bel obtaineld by 

following thel stelps, namelly on thel windbg prelvielw melnu we l can sellelct thel "Start delbugging" melnu, theln selle lct 

"Launch Elxelcutablel (Advanceld)" from thel DumpIt application, and thel de lbuggelr downloads thel "wntdll.pdb" sym-

bol filel. Aftelr that, on thel "Command" pagel, do thel following command: 

- To load symbols: 

1. .symfix 

2. .relload 

3. !analyzel -v 

- To run thel DumpIt application 

1. g 

From this analysis it can be l sele ln that thel linel codel belforel thel crash on thel DumpIt application was code l 

80000003, and thel last modulel accelsseld on thel DumpIt tools relad by Windbg was 

C:\WINDOWS\SYSTElM32\ntdll.dll. Thel linel codel be lforel the l crash can melan that this elrror is causeld by somel 

conflicting Relgistry filels, this is duel to missing drivelrs or rellateld to incompatiblel hardwarel on which thel program 

is running. This is belcausel it can't procelss JIT_DElBUG_INFO, Win32 elrror 0n30, it's an elrror in missing drivelr 

i.el. C:\Uselrs\ASUS\Downloads\DumpIt\DumpIt.elxel;C:\MyProjelcts\DisplayGrele lting\Delbug, thel filel doe lsn't havel 

thel correlct path morel spelcific so that it causels a brelakpoint on linel codel 80000003. 

The l elffelct that is obtaineld whe ln Virtual Selcurel Model (VSM) in thel dynamic melmory acquisition procelss is that 

it causels thel screle ln to elxpelrielncel a BSOD whe ln pelrforming melmory acquisition, so this is thel e lffelct that is obtaineld 

whe ln VSM is activel. Thel problelm that was obtaineld be lcausel of VSM was a crash on thel ntdll.dll modulel which 

was causeld by a missing relgistry filel in thel Bug chelck analysis of this dump filel showing thel causel of thel systelm 

e lxpelrielncing BSoD, namelly wheln e lxelcuting thel dumpIt.sys modulel.. 

The results obtained for this study were able to find out what caused the system to crash and which code was 

experiencing BSoD compared to previous research only obtaining the ad_driver.sys module. Where the previous 

research carried out dynamic analysis using the windbg application that was executed, namely the FTK Imager, 

while in my research the application that was executed was DumpIt. In previous research, the last module obtained 

before the system crash was C:\Windows\system32\mssprxy.dll, while my research obtained the last module, 

namely C:\WINDOWS\SYSTEM32\ntdll.dll. So, my research was able to find the last code before the crash was 

located at a breakpoint in line code 80000003 which was caused by a file that didn't have a more specific path. 

IV. CONCLUSION 

The l relsults of dynamic code l analysis using thel Windbg acquisition application arel carrield out wheln VSM is 

activel. What is donel to carry out livel melmory acquisition is that thelre l arel four tools useld whe ln carrying out me lmory 

acquisition, namelly autopsy, isobustelr, DumpIt, Magnelt RAM Capturelr. The l tools that havel succelssfully 

pe lrformeld melmory acquisition arel autopsy, isobustelr and Magnelt RAM Capturelr. Whilel thel tools that faileld to do 

melmory-acquisition, namelly DumpIt, this was causeld by selvelral elrrors that causeld a crash duel to a Brelak Instruc-

tion Elxcelption, with thel namel failurel bucke lt ID be ling BRElAKPOINT_80000003_ntdll.dll!LdelInitializelThunk. In 

this linel codel, it can bel sele ln that thel causel of thel crash is locateld in an elrror causeld by a relgistry filel that is 

contradictory to elxelcution and rellateld to incompatiblel hardwarel. Whelrelas thel last modulel accelsseld by Windbg 

was C:\WINDOWS\SYSTElM32\ntdll.dll, thel filel had an e lrror in thel Ope lrating Systelm whelrel the l filel could not bel 

e lxelcuteld belcausel it crasheld which causeld thel BSOD (Bluel Screle ln Of Delath) screle ln. 

VSM is Windows 10 which is useld to makel managing thel elxisting elnvironmelnt on thel ope lrating systelm to bel 

safel, VSM itsellf is selparatel from thel usual Windows elnvironmelnt. How thel dumpIt tool works is a combination of 

win32dd and win64dd, combineld into onel e lxelcutable l. DumpIt will theln takel a snapshot of thel host's physical 

melmory and savel it to thel foldelr whe lrel thel DumpIt elxe lcutablel re lsidels. Thel impact causeld by activel VSM whe ln 

conducting elxpe lrimelnts on thel Windbg application to acquirel melmory thelrel is a crash locateld in thel opelrating 

systelm which causels a BSOD (Bluel Screleln Of De lath). 
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