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At first, forensics was restricted to studying data that was stored on a 

system's hard disk. However, as storage capacity and data encryption 

increased, applying conventional digital forensic procedures became 

more challenging. As a result, memory forensics techniques are devel-

oped, or are frequently referred to as live forensics, because the process 

is quicker and more sophisticated. Volatile memory forensics, often 

known as live forensics, are necessary for this condition. Live forensics 

has flaws, specifically that some programs can fail when the computer 

is in active VSM (virtual secure mode). This results in the retrievable 

evidence being lost. Therefore, determining the cause is essential. The 

software-based memory acquisition tools Autopsy, Isobuster, DumpIt, 

and Magnet RAM Capturer are just a few examples. According to the 

findings of the experiments, the tools that have crashed include DumpIt 

v1.3.2.20110401. A dynamic code analysis using WindBg as a tool was 

utilized to study the impact of VSM on the memory acquisition tool. 

This study's goal is to identify the instances of crashes in various foren-

sic instruments, which will be highly useful for forensic experts per-

forming investigations. 

   

. 

I. INTRODUCTION 

igital forensics or forensics is used to examine digital evidence when handling a case that requires the 

handling and identification of digital goods in forensic science, especially to investigate the discovery of 

digital device content, and is often associated with crime [1]. Digital investigators use information on an 

attacker's computer to find clues that can help in proving a case. One aspect is digital evidence that can be retrieved 

from main memory (RAM), which includes immediate information about the currently running program. 

 Computer forensics is an investigation and computer analysis technique that involves the stages of 

identification, preparation, extraction, documentation and interpretation of the origin of the data on the computer 

to serve as evidence of cybercrime incidents [2]. There is a problem in live forensics, namely some tools crash 

when the computer is in active VSM (virtual secure mode) using a 64-bit operating system, x64-based processor. 

This causes the evidence to be taken to be lost. Therefore, it is necessary to find the cause. There are several 

software-based memory acquisition tools, namely autopsy, isobuster, DumpIt, Magnet RAM Capturer. From the 

results of the experiments that have been carried out, the tools that have crashed are DumpIt v1.3.2.20110401. 

VSM is a Hyper-V container that isolates the lsass.exe process from a running Windows 10 machine. Reduces 

the risk of credentials from a computer using a tool namely mimikatz, and is used for pass-the-hash attacks. 

Something worth mentioning is that VSM only protects domain [3] credentials. Each partition contains an operating 

system environment. If windows based, this environment has this architecture consists of the following parts of 

Windows i.e. system support processes, services, applications, Windows subsystem, Hardware abstraction layer 

kernel drivers. Each partition works with its own isolation abuts. The separator boundaries between partitions are 

created and managed by the hypervisor. Isolation partitioning is implemented so that the hypervisor allocates a 

separate virtual memory space. The hardware resources for each of these partitions mean that the partition is not 

accessible to the memory that another partition allocates. In a virtualized environment based on Hyper-V, it is 

managed using a partition called the root partition. Serves other partitions co-located with it. For example, the root 

partition hosts virtualization services. Provided by the hypervisor to make this service available on other shared 

partitions. Also this root partition can host device drivers because it is the only partition that has direct access to 

hardware resources [4]. 
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Hype lrcalls implelmelnts thel selrvicels that thel hype lrvisor displays to partitions. It involvels critical systelm selrvicels 

e lnabling thel opelration of virtual systelms, namelly melmory managelmelnt selrvicels. Elach Hypelr-V hype lrcall can be l 

uniquelly idelntifield by an ide lntification numbelr, which is relfelrreld to as a dialing codel. An important prelrelquisitel 

for a Hypelr-V hypelrcall to bel calleld is thel elxistelnce l of thel hypelrcall pagel in the l contelxt of thel partition. The l 

hypelrcall pagel is a melmory pagel that storels code l to invokel a hype lrcall according to thel Hype lr-V spelcification. 

This pagel is elxposeld by the l hypelrvisor to elve lry partition. Thel Windows hypelrvisor is thel bridgel through which 

Hype lr-V communicatels with thel hardwarel. Of coursel, the l hardwarel is delsigneld and celrtifield to run on thel Windows 

Se lrvelr opelrating systelm. Hypelr-V managels virtual machinels with hardwarel partitions. Calleld a virtual partition. A 

virtual partition consists of a parelnt partition and child partitions. Partition for whe lrel Windows Selrvelr relsidels. 

Melanwhilel, sub-partitions can bel shareld with othelr ope lrating systelms can bel se leln in figurel 1.  

 
Figurel 1 : Hypelr-v architelcturel 

WinDbg is a multipurposel de lbuggelr for thel Microsoft Windows computelr opelrating systelm, distributeld by 

Microsoft. Delbugging is the l procelss of finding and relsolving elrrors in a systelm in computing that also include ls 

e lxploring thel intelrnal opelrations of softwarel as an aid to delve llopmelnt. It can bel useld to delbug uselr model 

applications, delvicel drivelrs, and thel ope lrating systelm itsellf in kelrnell model. This typel of archivel include ls a 

minimum amount of information. It contains only the l BSOD e lrror melssagel, information about thel drivelr, thel 

procelssels that welrel activel at thel timel of thel crash, and which kelrnell procelss or threlad causeld thel crash in thel 

ge lnelrally small kelrnell melmory dump, 1/3 thel amount of physical melmory. Ke lrnell melmory dumps arel morel spe lcific 

than minidumps. It contains kelrnell model drivelrs and programs, including melmory allocateld to thel Windows ke lrnell 

and hardwarel abstraction laye lrs, and melmory allocateld to othelr kelrnell model drivelrs and elve lnts. Compleltel melmory 

dump. largelst sizel and relquirels melmory elquivalelnt to your systelm RAM plus thel 1 MB relquireld by Windows to 

build this filel. Automatic melmory dump. sync with ke lrnell melmory dumps in casel of issuels. Thelsel diffelr only in 

how much spacel is useld to form thel dump filel. This archivel typel doe ls not elxist in Windows 7. It was addeld in 

Windows 8. Thel melmory disposal arela is activel. This typel of filtelr ellelmelnt cannot deltelrminel thel causel of thel 

systelm failurel. Windbg is the l most powelrful delbugging and relve lrsel elnginele lring tool on thel Windows platform. 

Windbg, namelly X-ray plus MRI plus CT scan of programs running on thel Windows opelrating systelm, including 

thel ope lrating systelm itsellf. It finds thel causel of comple lx problelms with programs running in Windows (OS) and 

programs running in Windows (OS)[5]. 

Dumplt is a collelction of two tools, namelly win32dd and win64dd, combineld as an elxe lcutablel useld to acquirel 

physical melmory. Dumplt is delsigneld to bel administe lreld to non-telchnical uselrs using a relmovablel USB drivel. 

Dumplt will takel a snapshot from physical melmory and savel it to thel foldelr[6]. Melmory Dump is carrield out for 

thel purposel of melmory acquisition which has two approachels for pelrforming melmory acquisition, namelly 

hardwarel-baseld and softwarel-base ld. Thelrel arel so many softwarel availablel to gelt melmory privatelly. This softwarel 

softwarel can capturel RAM privatelly. DumpIt is a compact portablel softwarel that makels it elasy to storel thel conte lnts 

of physical melmory[7]. 

Melmory acquisition is thel procelss of acquiring volatilel melmory (RAM) to non-volatilel storagel (filels on disk)[8]. 
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livel forelnsics is a way in a forelnsic procelss whelrel the l systelm is still running, this is done l belcausel if thel systelm diels 

theln thelrel will bel lost data or information[9]. Thel live l forelnsic melthod is usually useld for casels whe lrel thelrel is 

volatilel data whelrel thel data will bel lost if thel powe lr sourcel diels, volatilel data is usually storeld in telmporary meldia, 

namelly RAM. Melanwhilel, livel forelnsics is useld to collelct data wheln thel affelcteld systelm is still alivel[10]. Virtual 

forelnsic invelstigations mainly relly on data storeld on storagel meldia along with primary storagel. Volatilel melmory 

or random accelss melmory can storel information i.el. running procelssels, incognito browsing selssions, clipboard 

statistics, information storeld in plain telxt relports. 

This study aims to analyzel the l elffelct of VSM on thel live l melmory acquisition procelss using thel dynamic melthod 

using thel windBg melthod. The l Windows Delbuggelr (WinDbg) can bel useld to delbug kelrnell model and uselr model 

codel, analyzel crash dumps, and inspelct CPU relgistelrs whilel codel is running[11]. 

 

II. RELSELARCH MELTHOD 

A. Problelm Solving Systelmatics 

 
Figurel 2 : Flowchart Ovelrvielw of systelm delsign 

In figurel 2, the l stagels of re lselarch in thel systelmatics of solving this problelm use l qualitativel melthods, name lly 

litelraturel studiels which aim to collelct morel spelcific information rellateld to thel problelm beling studield, theln this 

information will of coursel be l utilizeld if it has somelthing to do with thel relselarch be ling carrield out which is shown 

by thel theloriels rellelvant thelory. 

In this relselarch, thel melthod useld to analyzel thel e lffelct of VSM on thel melmory acquisition tool is dynamic codel 

using WindBg as its auxiliary tool. Softwarel-baseld melmory acquisition tools, namelly autopsy, isobustelr, DumpIt, 

Magnelt RAM Capturelr. Howe lvelr, using this tool on a systelm with activel VSM mode l causels a systelm crash known 

as a bluel screle ln on delath (BSoD). Thel following is proof that VSM is activel by looking for "Task Managelr" and 

chelcking whelthelr "Selcurel Systelm" is running or not can bel sele ln in figurel 3. 


