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At first, forensics was restricted to studying data that was stored on a 

system's hard disk. However, as storage capacity and data encryption 

increased, applying conventional digital forensic procedures became 

more challenging. As a result, memory forensics techniques are devel-

oped, or are frequently referred to as live forensics, because the process 

is quicker and more sophisticated. Volatile memory forensics, often 

known as live forensics, are necessary for this condition. Live forensics 

has flaws, specifically that some programs can fail when the computer 

is in active VSM (virtual secure mode). This results in the retrievable 

evidence being lost. Therefore, determining the cause is essential. The 

software-based memory acquisition tools Autopsy, Isobuster, DumpIt, 

and Magnet RAM Capturer are just a few examples. According to the 

findings of the experiments, the tools that have crashed include DumpIt 

v1.3.2.20110401. A dynamic code analysis using WindBg as a tool was 

utilized to study the impact of VSM on the memory acquisition tool. 

This study's goal is to identify the instances of crashes in various foren-

sic instruments, which will be highly useful for forensic experts per-

forming investigations. 
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I. INTRODUCTION 

igital forensics or forensics is used to examine digital evidence when handling a case that requires the 

handling and identification of digital goods in forensic science, especially to investigate the discovery of 

digital device content, and is often associated with crime [1]. Digital investigators use information on an 

attacker's computer to find clues that can help in proving a case. One aspect is digital evidence that can be retrieved 

from main memory (RAM), which includes immediate information about the currently running program. 

 Computer forensics is an investigation and computer analysis technique that involves the stages of 

identification, preparation, extraction, documentation and interpretation of the origin of the data on the computer 

to serve as evidence of cybercrime incidents [2]. There is a problem in live forensics, namely some tools crash 

when the computer is in active VSM (virtual secure mode) using a 64-bit operating system, x64-based processor. 

This causes the evidence to be taken to be lost. Therefore, it is necessary to find the cause. There are several 

software-based memory acquisition tools, namely autopsy, isobuster, DumpIt, Magnet RAM Capturer. From the 

results of the experiments that have been carried out, the tools that have crashed are DumpIt v1.3.2.20110401. 

VSM is a Hyper-V container that isolates the lsass.exe process from a running Windows 10 machine. Reduces 

the risk of credentials from a computer using a tool namely mimikatz, and is used for pass-the-hash attacks. 

Something worth mentioning is that VSM only protects domain [3] credentials. Each partition contains an operating 

system environment. If windows based, this environment has this architecture consists of the following parts of 

Windows i.e. system support processes, services, applications, Windows subsystem, Hardware abstraction layer 

kernel drivers. Each partition works with its own isolation abuts. The separator boundaries between partitions are 

created and managed by the hypervisor. Isolation partitioning is implemented so that the hypervisor allocates a 

separate virtual memory space. The hardware resources for each of these partitions mean that the partition is not 

accessible to the memory that another partition allocates. In a virtualized environment based on Hyper-V, it is 

managed using a partition called the root partition. Serves other partitions co-located with it. For example, the root 

partition hosts virtualization services. Provided by the hypervisor to make this service available on other shared 

partitions. Also this root partition can host device drivers because it is the only partition that has direct access to 

hardware resources [4]. 
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